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‘i Presentation Overview
* What s it?
* Good News: Security Benefits of Cloud
Computing
* Bad News: Security Risks of Cloud
Computing

* Recommendations
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= What is Cloud Computing?

Cloud computing is an on-demand
service model for IT provision,
often based on virtualization and
distributed computing
technologies.
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© 2 Key characteristics
* Highly abstracted resources
* Near instant scalability and flexibility
* Near instantaneous provisioning

* Shared resources (hardware, database,
memory, etc...)

*®Gervice Onudeman gmaywast h

yougod billing system
* Programmatic management (e.g. through WS
API)
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‘s ENISA Risk Assessment of
Cloud Computing Technologies

* Scenario description - selected scenarios:
* SME Migration
* Resilience
* Government eHealth
* Analysis of risks (Assets, Vulnerabilities,
Threats)

* Recommendations

* Using ENISA Emerging and Future Risk
Framework
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‘.. Our Expert Group

* Baker & McKenzie * Department of Health, UK
* British Telecom * Reservoir Project

* Cloudsecurity.org * RSA

* Google * Spire Security

* HP * Symantec

* Kaspersky * Thelsraeli Association of
* IBM GRID Technologies (IGT)
* Microsoft * Virtualization.info
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Types of risk:

- Policy and organisational
- Technical

- Legal

For each risk:

- prob. and impact level
(ISO/IEC 27005)

- ref. to vulnerabilities

- ref. to affected assets

- level of risk
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Example
Scenario
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¥ anisa SME Scenario: Security risks for an SME
%5 migrating to the cloud.

Name: Clean Future
Business Sector: Photovoltaic
Based in: Germany with 3 branch offices in Europe

Employees: 93 people and between 10 and 30 contractors (interim agents,
sales representatives, consultants, trainees, etc.).

= S ME 0-sReasons for adoption

Remove economiciexpertise
barmriers impeding to modernize

business processes by the [ ] 29.5% 18

intreduction of Informaticn
Technology

Expenditure in

. software, IT support,

Information Security by [ ] T0.5% 4z
outsourcing

astructure/platformsiservices

ibility and scalability of IT

a7 2% =1

EEELLE BRI IR
and business performanocs TERID =t
Diversification of IT systems [ ] .29 5

Local and global optimisaticn of

IT infrastructure through | — 28.2% 18

automated management of virtual
machines

Business Continuity and Di |

o | ] 55.7% 24
recovery capabilities
Assessing the feasibility and
P o e e . by 21.1% 19
dewveloping business cases into the
Cloud)
Adding redundancy to inoease
- . | 29.5% 18
availability and resilience
Controllin inal rafit and
| marainal er | 14.8% ES

marginal costs
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Securty Agency

Payrall
Human Resources

Procurements

CRM/ 5ales Management

Acoounting and Finance

Project management

Applicaticn development on the
cloud

Anonymised dats analysis
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"% SMEO s

Privacy

Awvailability of services and/or data

Integrity of services and/or data

Confidentiality of corporate data

Repudiation

Loss of contrel of services and/or
data

Lack of liability of providers in
case of security incidents

Inconsistency between trans
national laws and regulaticns

Unclear scheme in the pay per use
approach

Uncontrolled variable cost

Cost and difficulty of migration to
the cloud {legacy software etc...)

Intra-clouds (vendor lod-in)
migratiocn
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Medium
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Very
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‘eisa S ME 0-sBusiness Processes
Considered

35.5%

19.4%

16.1%

56.5%

Concern

Showstopper

B.39% (4)
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', == Economy of Scale

sec

" “2— Economies of scale and Security

* All kinds of security measures, are cheaper
when implemented on a larger scale.

* (e.qg. filtering, patch management, hardening of
virtual machine instances and hypervisors, etc)

* The same amount of investment in security
buys better protection.
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"= Other benefits of scale
* Timeliness of response to incidents

* Multiple locations by default -> redundancy
and failure independence.

* Edge networks: content delivered or
processed closer to its

* Staff specialization & experience

Cloud providers big enough to hire specialists in
dealing with specific security threats.
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- == Rapid & smart scaling

The ability to dynamically reallocate
resources for filtering, traffic shaping,
authentication, encryption, etc, to
defensive measures (eg, against DDoS
attacks) has obvious advantages for
resilience
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“eisa_ IMmproved management of
updates and defaults

* Updates can be rolled much more rapidly
across a homogenous platform

* Default VM images and software modules can
be updated with the latest patches and
security settings.

* Snapshots of virtual infrastructure (in laaS) to
be taken regularly and compared with a
security baseline.
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The impact of a threat in the
Cloud can be amplified by
resource concentration

s
s

* *
[ enisa

=== \Very high value assets
* More Data in transit (Without encryption?)

* Federated IdM/Authentication (can take
down multiple systems)

* Management interfaces 1 big juicy targets:
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