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Authentication Matters

LSEC IAM conference

Friday, 4th of December 2009

Enhancing physical and logical security 
through CONVERGENCE
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AUTHENTICATION: 

Itôs a problem
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Why is it a problem?
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We need better

AUTHENTICATION

SECURITY
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We need better

AUTHENTICATION

PRODUCTIVITY
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We need better

AUTHENTICATION

REPORTING
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Enhancing 

Security, Productivity and Reporting
Through

CONVERGENCE
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What is Convergence? 

Convergence of 
Infrastructure

IP-based cameras 

on the IT Network

Many Definitions

Cards Security policy for 

employees across 

the enterprise

Convergence of 
Credentials

Convergence of 
Identities
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Identity Mapping

One óIdentity Viewô Between Physical Security and IT Systems

Badge #7866  = nadams@onesign.com

Badge #7866

Physical Access Control

nadams@onesign.com

Directories

(AD, LDAP, RADIUS)
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Converged Access Policy

Working Together for Stronger Data Protection

Grant access to Pharmacy Management System 

only when authenticated into Pharmacy zone

Badge #7866  = nadams@onesign.com

Physical Access 

Policy

#7866

Access to Hospital 
Pharmacy

nadams@onesign

Access to Pharmacy 
Management System

Network Access 

Policy
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Integrated Audit and Reporting

One óViewô ïIntegrated Timeline of All Access Events

Entered 
Pharmacy

8:15 AM

Authenticated 
to Network

8:35 AM

Logged into 
PMS

10:10 AM

Exited 
Pharmacy

3:15 PM

Entered 
Storage Rm.

3:02 PM

Badge #7866  = nadams@onesign.com
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Security Scenarios Addressed

Location-based Authentication: Utilize physical location as a 
factor for allowing or denying network/application access

Instant User Lock-Out: Revoking user from Physical Access 
Control System instantly locks out ALL network access 
privileges

ÁProtects against access deprovisioning gaps

Enforce Anti-Tailgating Policies: Tailgaters receive logon 
challenge or access denial

ÁRaises usersô security awareness; Strengthens enterprise security
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CONVERGENCE

Benefits

LOGICAL 

security
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CONVERGENCE

Benefits

PHYSICAL

security
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H O W

IT

WORKS
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Physical Access 
Control Panel

Pharmacy Server Room

Access Control

Panel

Door 
Reader

Identity-based Convergence @ Work

STEP 1: Employee attempts authorized entry to Pharmacy

1
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Pharmacy Server Room

Door 
Reader

Identity-based Convergence @ Work

STEP 2: Physical Access Control (PAC) system validates employee and 
unlocks door

2
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Access Control

Panel
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Pharmacy Server Room

Door 
Reader

Identity-based Convergence @ Work

STEP 3: Employee enters Pharmacy; entry log is recorded

22

11

3

Access Control

Panel
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Pharmacy Server Room

Door 
Reader

Identity-based Convergence @ Work

STEP 4: Employee attempts login to local network; optional use of strong 
authentication device

4
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Pharmacy Server Room

OneSign

Door 
Reader

Identity-based Convergence @ Work

STEP 5: OneSign Agent on desktop makes call to OneSign

54
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