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Cloud Security

Security and the essential role 
of IAM in the cloud

John van Westeneng CISSP, CISM
Email: John.van.Westeneng @traxion.nl
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Introduction

Á John van Westeneng CISSP, CISM

Á Partner, Consultant at Traxion

Á Traxion

Á The Identity & Access management specialists

Á Offices in NL and BE

Á Consultancy, Implementation, Services & Support
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Agenda

Á What is cloud computing / cloud services.

Á What are the challenges?

Á Security measures

Á The essential role of IAM

Á The business case.

Á The strategy.

Á Best practices.

Á Questions
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WHAT ®¸d¹­ªd̂¨±´º©̃



3

5

¼ÍÆÙdÎØdÙÍÊd̂¨ÑÔÚÉ̃
Definition(s)

Á Definition based on 5 characteristics*:

ÁMultitenancy (shared resources)

ÁMassive Scalability

Á Elasticity

Á Pay as you go

Á Self - provisioning of resources

Cloud computing is a model for enabling convenient, on - demand network access to 
a shared pool of configurable computing resources (e.g., networks, servers, 
storage, applications, and services) that can be rapidly provisioned and 

released with minimal management effort or service provider interaction*.

*source: The NIST Definition of Cloud Computing Version 15, 10 - 7- 09
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¼ÍÆÙdÎØdÙÍÊd̂¨ÑÔÚÉ̃d
SPI model
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¼ÍÆÙdÎØdÉÊd̂¨ÑÔÚÉ̃d
Evolution or revolution

Á ªÛÔÑÚÙÎÔÓ̌d- it is the next step!
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¼ÍÆÙdÎØdÙÍÊd̂¨ÑÔÚÉ̃d
The Players (not limitative)
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CHALLENGES
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Challenges
Architecture

Á Embedding in enterprise architecture / infrastructure

Á Service providers: 

Á flexibility

Á Information architecture

Á Standardisation in 

Á Access layer

Á User and content maintenance

Á Logging and monitoring

Á Interaction between cloud services
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Challenges
Security, privacy & regulation

Á Security:
Á Availability and guarantees?

Á Integrity of maintenance and information?

Á Confidentiality in relation to for example shared resources? 

Á Privacy
Á The user organisation is responsible, not the service provider

Á Who has access to which sensitive data with in which service 
provider?

Á Where in the cloud is the information stored?

Á Who has access to the hosting systems?

Á Regulation
Á ̂®ÓÙÊ×ÓÆÙÎÔÓÆÑ̃dÑÆÜ
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SECURITY AND THE CLOUD
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Security measures
Inside

Á Perimeter control

Á Firewalls

Á XML gateways

Á Access control

Á Policy enforcement

Á Strong authentication

Á Step- up authentication

Á Identity management

Á Identity lifecycle provisioning

Á Account provisioning / 
distribution

Á Compliance Monitoring

Á Operational monitoring

Á Failover, Disaster recovery

Cloud
As Inside +

Á Security around shared 
resources in relation with:

Á Information storage

Á User / system sessions

Á Access control

Á Authentication distribution 
(SAML / WS - Federation)

Á Policy distribution (XACML)

Á Identity Management

Á Provisioning standards (SPML)

Á Compliance Monitoring

Á Distribution standards (?)
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THE ESSENTIAL ROLE OF 
IAM
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IAM
User Sign - on

�‡Several number of Accounts
�‡Several login activities per day / per application ̌
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IAM
User Single Sign- on


