‘ \-c -‘ \
IT-SOLUTIONS

Securing Web Services
In the Cloud

Jan Van den Bergh

j.vandenbergh@aca-it.be

o
[ © ACA IT-SOLUTIONS www.ACAITBE  DELIVER BETTER SOLUTIONS FASTER $




. Context of this presentation

@ Mainly about authentication (and a bit about authorization), not about IAM in the broad sense:
@ From an IAM point of view, applications in the cloud are just another target system.
@ However, protocols that are traditionally used (e.g. LDAP) are not always available.
@ Typically a (web) service-based approach is used.
@ Which brings us back to this presentation.

@l t 6s al l about trust
@ How can an application in the cloud trust that the users who access it are allowed to do this?
@ How does a web service in the cloud know that requests sent to it are genuine?

@ Why cloud computing?

@ Cloud computing is an interesting combination of existing technologies and trends.
@ A step forward for Application Service Providers.
@ Combined with virtualization technology.

@ And finally gives us an interesting use case to play with the newer web service technologies.
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. Agenda

@ Problem statement.
Web services in the cloud.

@ Security model for web applications.
From nothing at all over SSO to federation.

@ Web service security.
What is required? What is available?

@ State of the current technology.
How to implement secure web services.

@ Conclusion.
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. Problem statement

@ Advance of Software as a Service and cloud computing:
@ No own Iinfrastructure required.
@ Can be scaled easily.

@ Service providers can easily offer their services to other organizations.
@ Perfect for start-ups.

@ This poses a number of security challenges:
@ Heterogeneous environment of different technologies and providers.

@ Part of your business logic is running outside of your organization.
However, only authorised users should be able to use it

@ Trust can no longer be granted automatically.
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. Web services in the cloud
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. Security model for web applications

@ In the dark ages, each application took care of its own security.

@ More than one database containing user credentials.
Users had to keep their passwords synchronized themselves.

@ Users had to logon again and again when accessing multiple applications.

@ Later, access management and single sign-on solutions were implemented
to reuse the same credentials for more than one application.

@ Two important models:

@ Reverse proxy-based:
The SSO server shields access to the applications and only allowed authorized access.

@ Agent based / Filter based:
A plug-in / agent / filter is installed in the (web) application to shield the application.

@ Even later, federation was added to allow sharing credentials across organization boundaries.
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. Reverse proxy SSO

All accesses to the applications pass through the reverse proxy:
Users are logged in when this is required.
The identity and attributes of the user are passed to the PEEEEEEEEEEEEE R RS N
applications when the request is forwarded. ] = 1
Course grained authorization (URL based) by : —> % I :
blocking request that are not allowed. ' - !
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. Agent-based SSO

An agent is put in front of the applications to filter incoming requests:
Redirects users to the SSO server to login.

Identity of the users can be passed to the applications
In a number of ways. /

Course grained authorization (URL-based) by blocking
requests that are not allowed.

Some solutions allow fine-grained authorization.
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Trust model:
SSO server trusts the users that are logged in.

Agents trust the SSO server to get reliable information
about the logged in user (using symmetric cryptography).

Applications trust the information given to them by the
agent.

Chain of trust from the user to the application.
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. Federation: SSO for ASP

@ Roles in this model:
@ Identity provider authenticates the users
@ Service providers offers the applications.
@ Information between them is passed through the browser of the user.

@ Scenario:

@ The SP sends (SAML) requests to the IdP to get the
identity and attributes of the user. /T TTTTT TS N

@ The IdP asks the user to login and sends a SAML response
back to the SP.
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@ Trust model: T g
@ The IdP trusts the logged in users. SSO server (IdP)
@ The SAML response is signed by the IdP. Il’ _____________ R
@ The SP trusts the IdP and the SAML responses !

signed by it as well.
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Chain of trust from the user to the application.
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. Demo 1 Federated login in Salesforce
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