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Key Identity Trends and Challenges
http://blogs.sun.com/identity/entry/identity_management_trends_and_predictions

ÅMarket Maturity

ÅAuthentication

ÅAuthorization

ÅIdentity Assurance

ÅRoles and Attributes

ÅIdentity Federation

ÅRegulation

ÅPersonalization and Context

ÅIdentity Analytics

ÅInternet Identity ...

ÅIdentity in the Cloud ...
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Internet Identity

ÅSuperscale ïBillions of 
Identities

ÅUser-centric or user-
managed Identity
> Infocard/Cardspace

> OpenID

ÅTension between security 
and ease-of-use

ÅIdentity providers emerging
> Facebook, Google, Yahoo, 
PayPal, Equifax é

Source: http://informationcard.net/
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What Do People See in the Clouds?

SC Magazine:
Head in the clouds: Cloud
computing security issues

Gartner:
7 cloud-computing

security risks

IT Business Edge:
Cloud Computing Security

Concerns Linger

PC Magazine:
The Darker Side

of Cloud Computing

Enterprise IT Planet:
Will Cloud Computing,
Virtualization Become

Hacker Heaven?

InfoWorld:
The Dangers of

Cloud Computing

http://informationcard.net/
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Which is ñBestò for which Context ?
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Software as a Service

Platform as a Service

Infrastructure as a Service
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In the Cloud Threats do not Change

Security guru Bruce Schneier says that whatever 
cloud computing is, the security issues and 
conversations around it are nothing new. The key, 
he says, always comes down to trust and 
transparency.

http://www.schneier.com/news-
083.html

By Dahna 
McConnachie
Technology & Business
March 31, 2009 
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Trust in Cloud Computing with 
Transparent Security

ÅGovernance, Information 
Security and Transparency 
are inter-related concepts

ÅSecurity Governance: can 
rely on an ISMS based 
(iso27001/2)

ÅTransparency is related the 
disclosure of governance 
frameworks between cloud 
SP and users. Sources:

http://blogs.barrons.com/techtraderdaily/
http://blog.talkingidentity.com

http://blogs.barrons.com/techtraderdaily/
http://blog.talkingidentity.com/
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Some Security Issues to address

ÅIdentity Management & Authentication

ÅKey Management & Encryption

ÅAccess Control & Rights Management
> Fine-grained application privileges

> Role-based access control (RBAC) for administration

ÅMulti-level security & Mandatory Access Control

ÅData Classification

ÅData Loss Prevention

ÅRisk Management

ÅSecuring highly distributed infrastructures
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Cloud Computing Challenges


