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The Human Factor in Information Security

David Lacey
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Security emphasis has changed

Secure buildings
1980s 
Glasshouse 
data centres

Managed networks

1990s
Network 
firewalls 

Streetwise users

?
?

21st Century
cyberspace 
road warriors
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Organisations are changing

Weak

Internal

relationships

Strong

External 

relationships

óSoftô óHardô

ñMachineò

ñOrganismò

Trend
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People will dominate your future

ñThe future of Information Security is pink 

and fluffyò

Debi Ashenden

UK Defence Academy  
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Power to the people

The death of institutional authority
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Individual productivity is down

Group productivity is up
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Teamwork has always been the key

ñThe fact is that the system that people work 

in and the interaction with people may 

account for 90 or 95 percent of performanceò 

W Edwards Deming
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A new world of partnerships 

Who controls them?
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Networks smash security perimeters

They can also leverage security
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How big is your security function?

As big as you want
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Proxies are the new foot soldiers

Who is the real enemy?
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Network versus network

Massively scalable power for good or bad



7

DL

Whoôs watching you?

Friends, voyeurs, fraudsters or spies? 
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The sneaky side of networks

ñDamn with faint praise, assent with civil 

leer, and, without sneering, teach the rest 

to sneerò

Alexander Pope
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What is organisation culture?

ñThe attitudes, 

values, beliefs, 

norms, customs of 

the organisationò

ñThe emergent result 

of conversations and  

negotiations between 

membersò
ñA pattern of basic 

assumptions thatôs 

worked well enough to 

be considered validò

ñIf it was an 

animal which one 

might it be?ò

ñWhat people do 

when you're not 

watching themò

ñThe insanity you can't 

see around youò
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What characterises a healthy security 

culture? 

ÅFear

ÅParanoia

ÅSuspicion

ÅStreetwise

ÅOwnership

ÅResponsibility

ÅTrust

ÅEmpowerment

ÅOpenness
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Aim to build a óno-blameô culture

No-blame cultures

Å Ask ñwhat went wrongò

Å Expect the fault to lie with 
training, supervision or design

Å Recognise that the most 
incidents are blameless

Å Identify the root causes of the 
incident

Å Understand that even the best 
staff make mistakes

Å Encourage teamwork and 
quality improvements 

Blame cultures

Å Ask ñwho screwed upò 

Å Assume that somebodyôs 
carelessness is the cause

Å Believe that someone must 
be to blame

Å Sack the most likely 
candidate 

Å Expect incidents not to be 
repeated

Å Discourage cooperation, 
honesty and risk-taking

x
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Thereôs no such thing as an isolated incident

Behind 

every major 

safety incident, 

there are 29 minor 

incidents, 300 near misses 

and thousands of bad practices

See and manage the whole incident space, 

not just the exceptions

http://www.ballylinney-pci.freeserve.co.uk/BB/Finger_Pointing_0231.gif
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Everyone makes a difference

Programmers must 

cut secure code

Top management must 

oversee security

Users, staff and 

customers must adopt 

secure  practices

Operations staff must maintain 

secure infrastructure

Project staff must 

specify security

Managers must 

manage risks 

Security staff must 

know their job

Their needs are not the same
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People canôt always be trusted

But can you spot a criminal?
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Emotion, not logic, drives crises

ñThe engine of risk response is outrageò

Dr Peter Sandman

Risk communications consultant
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Factors that affect risk perception

Age

Gender

Personality

Culture

Religion Knowledge

Familiarity

Role

Incentives

Experience

Media influence

Maths ability

?



12

DL

Awareness, attitude & behaviour

Awareness 

requires creative 

communications

Attitudes can only be 

changed through 

self-discovery

Behaviour is 

influenced by 

perception, 

experiences and 

external cues
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Analogies help understanding 

Motoring is the most popular

http://www.themonkeycage.org/boredom.jpg
http://www.jjhousing.co.uk/media/Image/ANTI_SOCIAL_BEHAVIOUR_MAN.jpg
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Other aids to understanding, learning & recall 

Stories are 

powerful learning 

vehicles

Symbols convey 

information 

efficiently

PlacesPeople Things

Associations help people remember

People remember things that are visual, vivid, colourful, 

3Dimensional, sense-laden, funny, positive, pleasant

DL

Long words can also be sticky

http://www.geocities.com/canalarts/photographs/signpost.jpg

