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Beyond IP Addresses. 

Monitoring Security Risks in Business Processes 

Fabian Libeau
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Scenarios:

- Privileged user monitoring 

- Shared account tracking

- Terminated user activity

- Separation of duties

- Online fraud detection
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Benefits:

- Easier to pass your audits

- Protect your critical processes+data

- Control your network while opening access

• Wire Fraud Detection

• Credit Card Number Theft

• Pump and Dump Stock Trades

• DBA Activity Monitoring

• SQL Injection

• DB Admin Rights Changes

• Shared Account Usage Tracking

• Terminated Contractor Activity

• Separation of Duties Monitoring

Top Scenarios

Identity

Data

Transactions

• Shared Account Usage Tracking

• Terminated Contractor Activity
• Separation of Duties Monitoring

• DBA Activity Monitoring
• SQL Injection

• DB Admin Rights Changes

• Wire Fraud Detection

• Credit Card Number Theft
• Pump and Dump Stock Trades
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Compliance Examples: Shared Account Usage

ID: Admin

PWD: Pa$$wd

Who entered the fraudulent transaction?

Compliance Examples: Terminated Contractor Activity

Why is he accessing the finance file server?
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Risk Management Example: Online Fraud Detection

Home Country: USA

Txn Country: Belgium

MCC Code: 5444 (ecomm)

Amount: $236.00

Home Country: USA

Txn Country: Belgium

MCC Code: 5444 (ecomm)

Amount: $224.00Home Country: USA

Txn Country: Belgium

MCC Code: 5444 (ecomm)

Amount: $98.20

Home Country: USA

Txn Country: Belgium

MCC Code: 5444 (ecomm)

Amount: $322.10

Is this guy really buying 

shoes in Brussels? 

Home Country: USA

Txn Country: Belgium

MCC Code: 5444 (ecomm)

Amount: $96.20

WHO is Accessing My Systems?

Unified User View
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WHAT Data Are They Seeing?

• Analyze logs to track history

• Correlate activity 

• Fingerprint confidential information

Unified User View

WHICH Actions Are They Taking?

• Report for PCI, GLBA

• Analyze logs to track history

• Correlate activity 

• Fingerprint confidential information

Unified User View
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