P tellngus

SIEM EVOLUTION
A day in the life of a Security Architect

What do | do? - aogn
o ;n;
AMy team provides solutions to underpin the on -site and managed SIEM
services, with a focus on the what and thehow!

AEngineer a grid/cloud/infrastructure to deliver these services to customers
(enterprises) with a focus on security operations.

A Steer the service catalogue with fresh use cases (add value).

Alntegrate technologies with our architecture to build automations and enhance
the richness of our private SIEM clouds based on ArcSight technologies.

A Data sources configuration documents
A Automatic ticket creation

A Portal visualizations

A Self monitoring

A3ndline support for security management related infrastructure problems
(application/systems) and forensic security investigations.

AA(_jvice in general on a diverse range of presales and service questions within
this domain.

AObjective : centre of excellence (SIEM think-thank for the BGC group)
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Agenda - aogn
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A Security Monitoring
ASIEM architectures

A Situational awareness
AUse Cases

The three key principles —

o ;n;

Confidentiality

Protecting sensitive information from
unauthorised disclosure or malicious
interception.

Availability BUSIness
Ensuring that vital IT services and I m p aCt

information are available when
required.

Integrity
safeguarding the accuracy and
completeness of information
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Firewall Security Monitoring - e

Firewall Internal
Inbound Network

Inbound Top Drops Outbound Top Drops
U Active list with U Can spot infected
confirmed scanners from internal systems or
Internet configuration errors (eg.
U If firewall accepts from IP wrong DNS or NTP client
addresses in the active list, configuration)

increase event priority

Security Analysis —

AUnlike firewalls, IDS/IPS provides information up to OSI layer 7 via
signature based detection methods

ATypical attacks detected by IDS/IPS: Worms, Exploits, Brute force
attacks, Backdoors, Cover channels.

Al DS/ I PS are best phased whlueoidit &r
server farm)

AIDS/IPS provide input for SIEM tools to correlate with Vulnerability
and Asset (VA) data
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IAS Security Monitoring

d
Arcsight

Device product

Event Transfer Method

Connectors Matrix

Service
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Connector type

| ArcSight b Arcsight login SuperConnector
|Aresight  |ArcSight Database |l ocal ArcSight DB connection - TP Parlition archiver
Juniper FTP (Device -> TSP +File Reader 21TCP SBR

niper

Infoblox Syslog (Device -> TSP) 5140JDP Syslog daemon
|Cisca
Cisco Ironport FTP (Device -> TSP} +File reader 21/TCP |IronPort
CheckPoint_|FireWall-1, VPN-1, SmartDefense |l EA connection (TSP -> Device) 18184/TCP CheckPoint
BlueCoat Proxy SG (includes AV) FTP {Device -> TSP) +File Reader 21/TCP BlueC oat
Mictosoft  [Windows SMB (Device <> TSP) +File Reader 137 138/UDP : 135,130 445/TCP_|Windows Unified
Cisco IPS, IDS, 1DSM-2 SDEE connection (TSP ->Device) 443/ CP Cisco SDEE

Log Sources

Correlation value

Security

events and
information

NIPS.
dv Q VA data
O Hies
Fw
Content
screening
Router & Reverse
proxy
onitol
rvers
K oxy
i OS logs
ail /
J smartphone
or
Application events

security information value

Diameter is proportional to the
Q event amounts

relevance with respect to
security information and
correlation capabilities
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Agenda —

A Security Monitoring
ASIEM architectures

A Situational awareness
AUse Cases

Security Information & Event Management

The SIEM platform is used for the Security Analysis & Security Re

porting
services. Ny

The SIEM has the following functions:
A Collection, Normalize and Event categorization
AThreat priority evaluation and asset categorization
A Advanced reak-time correlation capability
A Forensics-on-the-fly (monitor, analysis and action)
A Database partitions and archiving
AExtended and flexible log retention *




Some historyée e
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e telindus —— ArcSight<t

Belgacom ICT

ArcSight 2.1 (Sept 2003)

ArcSight 2.2 (POC)

ArcSight 2.5 (Production Jan 2004)

ArcSight 3.0 (Production Oct 2004)

ArcSight 3.5 (Production Mar 2006)

ArcSight 4.0 (Production Sept 2007)
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Security Event Lifecycle

S
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Log Source TSP Server

. Raw Events +  Event Normalisation

+  Event Aggregation

+  Customer ID
Mapping

+  Firsl Level Filtering

Customer Premises

Lower-Tier Manager /
Database Pair

«  Correlation

- Corelated & Base
Event Reporting

. Filtering

«  Customer Resource
Topology

Logger Appliance

Base Event Reporting
Base Evenl slorage
Additional Event
Retention

TOP Manager |
Database Pair

«  Cross-Customer
Correlation

«  Correlated Event
Reparting

«  Single Point of
Monitering

»  All Resource

Topology

Telindus Premises

SIEM audit report

Base Event Count Chart
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@ Stage MGR/DB (OS/ArcSight)

(Z) Deploy MSS content
() Add4.0 AreSight WES instance

@ Activate C2 (second ESM destination)



