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Company Overview

Riaz Khan, Director EMEA Region
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Corporate Background

ÅExperts in network monitoring, analysis, and troubleshooting

Founded: 1990 / Headquarters: Walnut Creek, CA

Offices throughout the US, EMEA, and APAC

ÅOur customers are leading edge organizations

Mid-market, and enterprise lines of business

Financial, manufacturing, ISPs, major federal agencies,

state and local governments, and universities

Over 7,000 customers / 60+ countries / 80% of Fortune 1,000

ÅAward-winning solutions that improve network performance
ÅDifferent approach to maintaining availability of network services
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Visualize Your Network

In Real-Time

©  WildPackets, Inc.

The Land of Fear ?
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Packet-based - OmniFlow

ÅDeveloped by WildPackets

ÅAnalysis of every packet AND payload

ÅUnrivaled info for each flow

ÅLayer 3 - 7

Å100% accurate

ÅMinimal network impact ï10ôs of Kbps

ÅMonitor AND troubleshoot
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How Much Security is Enough?

ÅYour security implementation should be consistent 

with the sensitivity of your data
Security costs money to implement

Security requires additional CPU overhead in the participating 

devices

Security requires additional network bandwidth

ÅWhere are the potential points of security exposure?
In the DMZ between the router and firewall

On the backbone with the servers

Where a WAN link enters your network

On the Internet side of your Web server

Guard the Doors!
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The Security ñBalanceò
ÅThere is no such thing as unbreakable Network 

security; only installations that are increasingly 

difficult to penetrate: 
The question isn't, ñHow am I going to keep intruders out?ò

Rather, it becomes, ñHow am I going to make it so difficult for 

intruders to get in?

ÅEach security mechanism that you add to the 

network makes it less convenient for legitimate users 

to utilize
Eventually, users will sabotage the system if it becomes too 

inconvenient

Security Accessibility
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Security Considerations
ÅWhat kind of data are you transmitting ?

Would exposure of the data be damaging ?

ÅHow vulnerable are your physical premises ?

Can an intruder sit in the parking lot or walk in the door ?

ÅDo you have sufficient wired security protection ?

Are security policies in place to protect the core network?

ÅWhat is the reasonable likelihood of someone attempting to 

break into your network ?

Do you have something that would be valuable to an 

intruder ?

ÅAre systems in place to monitor your wired or wireless 

network to detect potential unauthorized access?

You should be capturing and analyzing on a regular basis

©  WildPackets, Inc.

Technology

ÅReal-time and Retrospective Analysis

One Solution provides both Options

ÅFlexible Capturing 

Multiple concurrent Captures over one or all available Interfaces

ÅWireless LAN Analysis

Fast WLAN Troubleshooting and Security Audits

ÅVoIP Analysis

Troubleshooting, Certification tests and Monitoring

ÅUnique Remote Technology

Analyse from everywhere even with slow Bandwidth links
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Two Clicks Away

©  WildPackets, Inc.

VoIP Expert / Network
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Set Expert Events to Meet Your Needs

©  WildPackets, Inc.

Detecting Password Attacks ðExpert (1)

Forensic Analysis Tip: The Expert is designed to look for failed login attempts for many 

common protocols -open the Expert Event Finder for a list (Remember, a small number is 

normal.)
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Security Example

ÅLets look at good old radius 
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RADIUS

ÅRemote Access Dial-In User Service
Originally developed for dial-in network access

Described in RFC 2865

ÅRADIUS packets are carried by UDP (port 1812)

RADIUS

Server

Server Farm

Core RouterFirewall

Infrastructure

Switch



9/9/2009

9

©  WildPackets, Inc.

RADIUS

ÅRemote Access Dial-In User Service
Originally developed for dial-in network access

Described in RFC 2865

ÅRADIUS packets are carried by UDP (port 1812)

RADIUS

Server

Server Farm

Core RouterFirewall

Infrastructure

Switch

User attempts to 

access the 

network
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RADIUS

ÅRemote Access Dial-In User Service
Originally developed for dial-in network access

Described in RFC 2865

ÅRADIUS packets are carried by UDP (port 1812)

RADIUS

Server

Server Farm

Core RouterFirewall

Infrastructure

Switch

Is this an 

authorized user ?

?
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RADIUS

ÅRemote Access Dial-In User Service
Originally developed for dial-in network access

Described in RFC 2865

ÅRADIUS packets are carried by UDP (port 1812)

RADIUS

Server

Server Farm

Core RouterFirewall

Infrastructure

Switch

Access-Request 

is sent to the 

RADIUS server

?
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RADIUS

ÅRemote Access Dial-In User Service
Originally developed for dial-in network access

Described in RFC 2865

ÅRADIUS packets are carried by UDP (port 1812)

RADIUS

Server

Server Farm

Core RouterFirewall

Infrastructure

Switch

Access-Accept is 

returned from the 

RADIUS server

?
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RADIUS

ÅRemote Access Dial-In User Service
Originally developed for dial-in network access

Described in RFC 2865

ÅRADIUS packets are carried by UDP (port 1812)

RADIUS

Server

Server Farm

Core RouterFirewall

Infrastructure

Switch

User connection 

is accepted
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Is Your Security Good, or Bad ?

The OmniPeek Event Finder

Can Pinpoint Potential

Security Violations
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Digital Network Forensic Analysis?

ÅSeparate from Lawful Intercept (LI) Forensics
Concerned with the process of reconstructing a network event
ÅIntrusion such as a òHackó or other penetration
ÅNetwork or infrastructure outage

Provides the missing piece in Forensic Analysis (DPI)

ÅBased upon the use of packet capture (trace) files
A new way of looking at trace file analysis

Continues from where traditional troubleshooting ends 

ÅAttempts to answer 5 key questionsé

©  WildPackets, Inc.

Security Challenges ð5 Questions

1. Who was the Intruder?

2. How did the intruder penetrate 

security?

3. What damage has been done?

4. Did the intruder leave anything 

behind?

5. Did we capture sufficient 

information to effectively 

analyze and reproduce the 

attack? 
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Reviewing Payload

©  WildPackets, Inc.

Reviewing Payload
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Reviewing Payload
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Omnipliance Network Recorders
Solutions for every application

Portable Edge Core SuperCore

Ruggedized 

Troubleshooting

Small Networks

Remote Offices

Datacenter Workhorse

Easily Expandable

Our Largest DAS 

Appliance

Aluminum chassis / 17ò LCD1U rack mountable chassis 3U rack mountable chassis 4U rack mountable chassis

Quad-core Xeon 2.5GHz Dual-core Xeon 3.0GHz 2x Dual-core Xeon 3.3GHz 2 Quad-core Xeon 3.0GHz

2GB RAM (Up to 8GB) 4GB RAM (Up to 8GB) 4GB RAM (Up to 32GB ) 4GB RAM (Up to 32GB)

1 PCI-E/ 2 PCI-X Slots 1 PCI-E or 1 PCI-X Slot 2 PCI-E / 3 PCI-X Slots 2 PCI-E / 3 PCI-X Slots

2 Built-in Ethernet Ports 2 Built-in Ethernet Ports 2 Built-in Ethernet Ports 2 Built-in Ethernet Ports

400GB and 2.5TB SATA 

configurations

1TB SATA storage capacity 2TB, 6TB, and 8TB SATA 

configurations

3 4u storage subsystems 

can be added for up to 

64TB SATA or 20TB SAS
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SAN Connected 

via Fibre Channel 

Omnipliances Connected to

Ethernet and Fibre Channel 

Omnipliances for Streaming Packets and 

Data Mining with SAN Storage

Packet Capture

Data Mining

©  WildPackets, Inc.

Omnipliance TeraCore

ÅThe largest high-performance

network traffic recorder on the market
Combines real-time analysis with

long-term archiving

ÅTested and certified by Hitachi Data 

Systems

ÅCompliance and Data Protection
Full audit logging and RAID-5 reliability

ÅMirrored cache and battery backup 

eliminate system downtime

Å64 TB base configuration, field-

expandable to over 450 TB

http://www.emc.com/products/networking/servers/index.jsp
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Wireless subject to Physical Layer Security

threats
WiFi IDS systems canôt defend against

physical layer attacks

Traditional WiFi security systems cannot detect and resolve 

Non-WiFi physical layer threats

Non WiFi 

Rogues

RF DoS 

Attack

Back-door and

Bridging Attacks

©  WildPackets, Inc.

OmniFlow Data
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Why Are Payloads Important?

©  WildPackets, Inc.

Wireless Analyser Capture

ÅRF Monitor Mode
Install custom driver

ÅScan Options
Channel Scan

Fixed Channel

Multi-Channel Capture

ÅRemote Monitor Probes
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Protocol Analysers (OmniPeek)

ÅWireless LAN environment scan

ÅRogue access point and station detection

ÅIntrusion detection

ÅEnsuring wireless LAN policy

ÅDetailed Protocol Troubleshooting

ÅRoaming Analysis

What does your wireless environment really look like?

©  WildPackets, Inc.

Rogue Access Point Protection

Wireless Network Policy

Configure Trust Settings

Rogue AP Detection

Rogue AP Notification
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Configuration Policy
Monitor Authorized Devices to ensure Correct Behavior of APôs 

and Stations

©  WildPackets, Inc.

Wireless Security 
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Wireless Encryption Enforcement 1

Unencrypted Data

Encrypted Data

©  WildPackets, Inc.

Unknown Protocols
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Unknown or Untrusted Communicators (1)

©  WildPackets, Inc.

Unknown or Untrusted Communicators 

(2)


