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Corporate Background

A Experts in network monitoring, analysis, and troubleshooting
Founded: 1990 / Headquarters: Walnut Creek, CA
Offices throughout the US, EMEA, and APAC

AoOur customers are leading edge organizations
Mid-market, and enterprise lines of business
Financial, manufacturing, ISPs, major federal agencies,
state and local governments, and universities
Over 7,000 customers/ 60+ countries / 80% of Fortune 1,000

A Award-winning solutions that improve network performance
A Different approach to maintaining availability of network services

© WildPackets, Inc.
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\what’s in your network? P

Visualize Your Network
In Real-Time
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Packet-based - OmniFlow

Meveloped by WildPackets

Asnalysis of every packet AND payload

Aunrivaled info for each flow

Aayer3-7

AL00% accurate

Avinimal network impacti 106s of Kbps

Avionitor AND troubleshoot
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How Much Security is Enough?

AYour security implementation should be consistent
with the sensitivity of your data
Security costs money to implement
Security requires additional CPU overhead in the participating
devices
Security requires additional network bandwidth

AWnhere are the potential points of security exposure?
In the DMZ between the router and firewall
On the backbone with the servers
Where a WAN link enters your network
On the Internet side of your Web server

Guard the Doors!

© WildPackets, Inc.
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T h e S ecur | t Security Accessibility

AThere is no such thing as unbreakable Network
security; only installations that are increasingly
difficult to penetrate:
The question isn't, AHow am | g
Rat her, it becomes, fAHow am | g
intruders to get in?

AEach security mechanism that you add to the
network makes it less convenient for legitimate users
to utilize

Eventually, users will sabotage the system if it becomes too
inconvenient

© WildPackets, Inc.
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Security Considerations

Awhat kind of data are you transmitting ?
Would exposure of the data be damaging ?

A How vulnerable are your physical premises ?
Can an intruder sit in the parking lot or walk in the door ?

a A Do you have sufficient wired security protection ?
= Are security policies in place to protect the core network?

] * A Whatis the reasonable likelihood of someone attempting to
= break into your network ?
Do you have something that would be valuable to an
intruder ?
= A Are systems in place to monitor your wired or wireless
network to detect potential unauthorized access?

You should be capturing and analyzing on a regular basis

© WildPackets, Inc.
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Technology

AReal-time and Retrospective Analysis

One Solution provides both Options

AFlexible Capturing

Multiple concurrent Captures over one or all available Interfaces

Awireless LAN Analysis
Fast WLAN Troubleshooting and Security Audits

AVolP Analysis

Troubleshooting, Certification tests and Monitoring

AUnique Remote Technology

Analyse from everywhere even with slow Bandwidth links

© WildPackets, Inc.
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Two Clicks Away

pel omniPesk - ° X
© File Edt Miew Capture Send  Monbor  Tooks  Window  Help WildPackets rOmaneek
(R U-HRRAREEE e h T 2O EMW @3
4 OmniEngines Alarms Filers Start Page General_Wired_Fortiorth.pkt Detail Statistics b
|Details for IP-207.172.110.102
Total packets: 1,181 Largest packet: 1,518
Total bytes: 901,046 smallest packet: &4 & - S dw
kbits/s: 132,524 Average packet size: 762
Node Fercentage Bytes Packets
- 744,096 536
1§ 1P192.216.124.26 ™ .51 - 26,496 414
13.759% - 123,579 132
i IP-192.216.124.35 ﬁ e s b475 5
3.859% g 32,971 513
i§ IP207.172.110,102 ﬁ - g i
Pratocol Percertage Bytes Packets
=Y Ethernet Type 2 [ 0.000% ] ]
BT P 0.000% 0 [
=8 e L 8,273 568
B FTR 0.000% 0 ]
S Contral W 0.994% 4,500 45
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Dashboards Flows analyzed: 48 Flows recycled: 0
Hetwark Events detected: 35 Packets dropped: 0
vore B0 g - Flows  Events  Pacets Bytes Duration | Avg Response Tine
(ap'::’jzx E] e & lideo B3 % 33924 514425 _00:08:31,56352
Log ©45,2103.36 L) 1 2 14263
Expert $45.210.3.58 2| & 5 8548
" Herarchy ©45,210,3.59 3 3 2198 573403 Setting
Flat 245.210,3.90 22 6 1593 aseedr | | Event Ll Enable @ [ e
» Application $45.210.9.97 3 . 8 4574 geazs | | Vel 0
web e P 8 =B o H.225 RAS Reject Minor millseco
o Bt el | ey o
19769 <--auk-prof.. 0 1 64
15758~ >avt-prof.. v 1 213 04234 245 Contrcl Reject Hiror
Low MOS-CQ Major
b 2 0 4 535 Low R Factor Conversational Major
CHCP ! o 4 2376 MIGCP - Transient Error Major | |
NElNeneovs i ® 9 230 MGCP - Permanent Error Majer
TFTR * e 2 le32 MGCP - Connection Deleted of Restar.., Majer
$B 3 0 8 7l RTP Excessive Jitter Detacted Major
OFING Reply z® 1 z 2106 RTP Excessive Jitter Reported Major
Modes 1 - RTP Excessive Patket Loss Deterted  Major Vemory Usage |
T4 Detal Event Sunnary [ Eventlog. |
Prototals RTP Excessive Patket Loss Reported  Major
Summary | L2V, Eveny (LS RTP Not Marked for Qo5 Finor
& Client/Server Gne-Way Traffic 13 RTP Late Packet Arrival Miror Maximum Flows:
) network, ICHP Port Unreachable 1 RTP Packet Out of Sequence Informational | L
& vaP RITP Lats Packet Arrival 6 _
A volP SIP Cliert Errar 2 Mate: Settings that are saved take effect the next time you hide. [
@ vor RTP Not Marked for Qo5 2 packets, read a i, or mmediately I you are capturing,
A\ volP Low MOS-CQ 2 L
2\ Vol RITP Excessive Packet Loss Detected 1 RTP Excessive Jitter Detected
1 Vo RITP Excessive Jiter Detected 1 .
Description
By checking the tinestamps of arriving RTP packets, the Expert has detected excessive interarrival iter (packets
are not arriving st constart intervals). Idealy, iter should be near zero. To report events based on the jiter values
contsined wikin RTCP packets, see the RTP Excessive Jtter Repcrted evert.
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= xi
Severty. Enable
|}
[Crzsrasrepc Mror i |
.25 Cal Signaing (Q.931) - Call Dropped. Fajor 2
H.225 Call Signaiing (Q.931) - Cal Rejected Minor v
H.245 Control Reject Mior v
Low MOS-CQ Major £
Low R Factor Conversaticnal Major
MGCP - Transient Error Major v
MGCP - Permanent Error Major v
MGCP - Connection Deleted or Restart in Progress Major v
RTP Excessive Jiter Detected Major v
RTP Excessive Jeter Reported Major v
RTP Excessive Packet Loss Detected Major v MemoryUsage |
RYP Excessive Packet Loss Reported Major v W [0 — J
RTP Not Marked for QoS Mioor v
RTP Late Packet Arrival Minor i Maxmum Flows: 50,000
RTP Packet Out of Sequence Informational v Maxximum Events: 50,000
SCCP Station Alarm - Advisory Minor v
SCCP Station Alarm - Critical Alert Major v
[ sccp station Regster Repect Minor v |
1P Post-Dia Delay Exceeded Tréormationsl I
SIP Redrection Minor v
SIP Chient Authentication Requred Minor 2}
1P Clent Error Wajor o
SIP Server Errce Major v
SIP Global Error Major v
# Chent/Server v
# Applcation =
- Session v
# Transport C
= Network -]
# Data Unk ]
* Physical v
St | oo ey o ety £ vou e oot = e
2
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Deecting Password Attacks 0 Expert (1)

EF Oracle

Oracle Logon Denied

Oracle Slow Response Time
Cracle TNS Connection Refused
-POP3

o

POP3 Server Returned Error
= POP3 Slowy Response Time
[ SMBICIFS

- EME Logon or Access Denied

SMB Command Rejected

SMB Invalicd Metwork Resource

SMB Repeated or Looped Transaction
SMB Excessive Transaction Loops

Forensic AnalysisTip: The Expert is designed to look for failed login attempts for many
common protocolsopen the Expert Event Finder for a list (Remember, a small number i
normal.)

© WildPackets, Inc.
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Security Example

ALets look at good old radius

© WildPackets, Inc.
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RADIUS

ARemote Access Dial-In User Service
Originally developed for dial-in network access
Described in RFC 2865

ARADIUS packets are carried by UDP (port 1817

Firewall

Core Router

RADIUS
Server

T;-j Server Farm

© WildPackets, Inc.
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RADIUS

ARemote Access Dial-In User Service
Originally developed for dial-in network access

Described in RFC 2865
ARADIUS packets are carried by UDP (port 1817

Core Router

Firewall

RADIUS
Server

User attempts to
access the
network

Server Farm

© WildPackets, Inc.
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RADIUS

ARemote Access Dial-In User Service
Originally developed for dial-in network access

Described in RFC 2865
ARADIUS packets are carried by UDP (port 1817

Core Router

Firewall

RADIUS
Server

Is this an
authorized user ?

Server Farm

© WildPackets, Inc.
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RADIUS

ARemote Access Dial-In User Service
Originally developed for dial-in network access

Described in RFC 2865
ARADIUS packets are carried by UDP (port 1817

Core Router

Firewall

RADIUS
Server

Access-Request
is sent to the
RADIUS server

Server Farm

© WildPackets, Inc.

RADIUS

ARemote Access Dial-In User Service
Originally developed for dial-in network access

Described in RFC 2865
ARADIUS packets are carried by UDP (port 1817

Core Router

Firewall

RADIUS
Server

Access-Accept is
returned from the
RADIUS server

Server Farm

© WildPackets, Inc.
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RADIUS

ARemote Access Dial-In User Service
Originally developed for dial-in network access
Described in RFC 2865

ARADIUS packets are carried by UDP (port 1817

Firewall

Core Router

RADIUS
Server

User connection
is accepted

Server Farm

© WildPackets, Inc.

Ef‘J ﬁ% ﬁ n % 838 enabled out of 91
Event Severity |Enable |A
POP3 Slow Rezponze Time Winor v
SMB Logon or / i Major v
SMB Command Rejected Winor v
SMB Invalid Network Rezource Minor v
SMB Repeated or Loop on a Tranzaction Informational v
SMTP Server Returned Error Major W

TheemniPeek Event Finder
“Z%aN, PinpgintPotential

S0QL Server Hesource Errur

w8 Logon or Access 3@ (3 || [ | £\/ \/mlaflnnq

A Server r1essage Bluck (SH&; at‘tempt tu Iugun or share a remute resuurce has failed.

Often caused by an invalid u=er name or password as a result of browsing or connecting via the
network neighberhood when the local user name and password does not authenticate to a remote
rezource. May alzo be caused by inadeguate 2erver rezources.

Check with the offending client for the proper user name and/or password. Ensure that the server
has adequate resources for desired number of simultaneous sessions.

MNote: Settings that are =aved take effect next time you hide
packets, read a file, or immediately if you are capturing. QK. ] ’ Cancel

© WildPackets, Inc.
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Digital Network Forensic Analysis?

ASeparate from Lawful Intercept (LI) Forensics
Concerned with the process of reconstructing a network event
Alntrusion such as a oHackoé6 or ot
A Network or infrastructure outage
Provides the missing piece in Forensic Analysis (DPI)

ABased upon the use of packet capture (trace) files
A new way of looking at trace file analysis
Continues from where traditional troubleshooting ends

AAttempts to answer 5 key

© WildPackets, Inc.

1. Who was the Intruder?

2. How did the intruder penetrate
security?

3. What damage has been done?

4. Did the intruder leave anything
behind?

5. Did we capture sufficient
information to effectively
analyze and reproduce the
attack?

© WildPackets, Inc.
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Reviewing Payload

pe) OmniPeck - |

! File Edit Wiew Capture Send Monitor Tooks  Window Help WildPackets 'OmniP
&-8-H EREHE S P HTIOEM T = @6

4 OmniEngines Alarmms Filters Start Page wireless 09 - London.pkt

Expert A By | Message List hd

Hierarchy

Flat Screen Names Pkt Date Time Type | Sender Recelver Direction | Src Dst Message

application 77564 05/20/09 0349:09PM MSN heypau@lve.c.. - Incoming 1863 SO816  yes what do you wank m...
web heypaui@ive.co.uk

Servers
Clients
Pages
Requests
Voice & Video
Calls
Media
Visuals
Peer Map
Graphs
Statistics
Nodes
Pratocols
Summary
Wireless
WLAN
Channels
Signal
Tools
Email Capture
Feedback
LB nk
Mo Packets
WLAN Filter
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Reviewing Payload

Pl OmniPeek - & X
¢ File Edit Wiew Capture Send Mombor  Took  Window  Help WildPackets OmniPeek
(P-U-HL L BRERER SR TROEMS FLiE @8,
4 OmniEngines Alarms Filters Start Page MWireless 0% - London,pkt General_Wired_FortWorth.pkt % 2
Dashboards A Servers: 1 Clients: 1
Network Pages: ¢ Requests: 36
V”‘;E&Vidw Name RequestID | Client Addr Response Code | Respanse Text Content-Type ~
cap’::rzx GET fimages/m_Movies.gif 70 192,216.124.44 200 0K image/gif
= packets GET fimages/m_Politics.gif 21 192,216.124.44 200 OK image/gif
Lag GET fimages/m_Products. gif 22 192,216.124.44 200 OK image/gif
Expert GET fimages/m_Religion. g 23 192.216.124.44 200 K image/gif
Hierarchy GET fimagesr_Scence.gf 74 192.216.124.44 200 K image/gif
Flat GET fimages/m_aFU_FAQ.af 25 192.216.124.44 200 QK image/gif
Application GET fimages/m_Other _Sites.qif 26 192.216.124.44 200 QK image/gif
Web GET jimagesim_Sex.aF 27 19221612444 200 0K image/af
Servers
Clients
Pages GET fimages/m_Tv.aif 23 192.216.124.44 200 OF image/gif
P Requests GET fharkin/BIG. gif 300 192.216.124.44 200 OF image/gif
Yoice & Yideo GET fimages{tafkactb.af 31 192.216.124.44 200 OF image/gif
Cals GFT iimanesfthe iasnn award ver.nif 37 197.71R.174.44 200 OF imanenif s
Media ad | >
Visuals 4 Detsls | Headers  Contents | Timeine 3
Peer Map Client Server A
Graphs _ T
i LRTHost fimagesim_Songs.qf v Urbarlegends, com
Statistics Response Code 200 oK
Nodes Referer httpsffuwm.urbanlegends....
Pretocols Content-Type image/af
SUmmary Request ID 26
Tools Ll PageID 1
Emal Capture: Flow 1D 43 B
- Address 192.216.124.44 206.221.233.102

13
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i File Edk  Wiew Capture Send  Monitor

Reviewing Payload

OmniPeek

OmniPeek

Tooks  Window  Help

(R2-U-Hs PR EE S T 2D EMW T

CHEI IR

Ll wireless 09 - Londarn. pkt

[=l@|

250 <tim@aggroup.com>. ..

DATA

General_Wired_Fortworth,pkt

Recipient ok

354 Enter mail, end with "."™ on a line by itself

Flow 169.199.29,5:2778 <-> 192.216.124.1:smtp

Received: by AUHSD-EXCHANGE with Internet Mail Service (5.0.1458.49)
-id <S1GAWSRL>; Tue, 23 Sep 19587 09:41:02 -0700
Message—-ID: <307B5AC7161BD1118BES500A0CS7373181CD9RAUHSD-EXCHANGE>
From: Larry Larson <llarsonBacalanes.kl2.ca.us>
To: 'Tim McCreery' <tim@aggroup.com>

Subject: Tech Coordinator

Date: Tue, 23 Sep 1997 09:40:59%9 -0700

X-Priority: 3
MIME-Version: 1.0

X-Mailer: Internet Mail Service (5.0.1458.49)

Content-Type: text/plain

We have had lots of conversations within the district about this
positon. I had talked to you earlier and we had even begun to

advertise.

Since then we have re—thought the position in light of budget

constraints and the needs of the schools.
our current broucheres by the office.
tell them to contact me.
q Packetyisuslizer.  Payload | Graphs

send
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what IF | Compare | Summary

I would like to bring some of
If you know anyone interested

WildPackets OmniPeek

Flow 169.199.29.5:2778 <-> 192.216.124.1:smtp > »
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Omnipliance Network Recorders
Solutions for every application

Ruggedized
Troubleshooting

Small Networks
Remote Offices

Datacenter Workhorse
Easily Expandable

perCore
Our Largest DAS
Appliance

Quad-core Xeon 2.5GHz
2GB RAM (Up to 8GB)
1 PCI-E/ 2 PCI-X Slots
2 Built-in Ethernet Ports

400GB and 2.5TB SATA
configurations

Al umi num chas

1U rack mountable chassis
Dual-core Xeon 3.0GHz
4GB RAM (Up to 8GB)

1 PCI-E or 1 PCI-X Slot

2 Built-in Ethernet Ports
1TB SATA storage capacity

3U rack mountable chassis
2x Dual-core Xeon 3.3GHz
4GB RAM (Up to 32GB)

2 PCI-E / 3 PCI-X Slots

2 Built-in Ethernet Ports

2TB, 6TB, and 8TB SATA
configurations

4U rack mountable chassis
2 Quad-core Xeon 3.0GHz
4GB RAM (Up to 32GB)

2 PCI-E / 3 PCI-X Slots

2 Built-in Ethernet Ports

3 4u storage subsystems
can be added for up to
64TB SATA or 20TB SAS

© WildPackets, Inc.
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Omnipliances for Streaming Packets and
Data Mining with SAN Storage

Data Mining

SAN Connected

via Fibre Channel
/
— —

©©Omnipliance Core &

©OmniPeek’

Packet Capture

Omnipliances Connected to
Ethernet and Fibre Channel

© WildPackets, Inc.
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Omnipliance TeraCore

AThe largest high-performance
network traffic recorder on the market

Combines real-time analysis with
long-term archiving

ATested and certified by Hitachi Data
Systems

ACompliance and Data Protection
Full audit logging and RAID-5 reliability

AMirrored cache and battery backup
eliminate system downtime

A64 TB base configuration, field-
expandable to over 450 TB

© WildPackets, Inc.
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Wireless subject to Physical Layer Security

threats

i |-DS: systems
physical layer attacks

ccanot def

Non WiFi
Rogues

Back-door and
Bridging Attacks

Traditional WiFi security systems cannot detect and resolve

Non-
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WiFi physical layer threats

WildPackets, Inc

OmniFlow Data

4 OmniEngines | StartPage - protosmatter.pkt x 3
Dashboards Flows analyzed: 2,317 Flows recycled: 0
Hetwork Events detected: 78 Packets dropped: 0
Voice BVideD e Flows | Everts| Apdex | Packets|  Bytes|  Duration | BestResponseTime  Avg Response Time | Worst Response Time A
Eav’::‘:z* °@ web 3 O 16 092 19852 13639742 0:03:3D,
e o&usil a7 0 w0 s 26T 003
Lon JFe s o 50 4w monon -
Erpert “m A o 623 7003 00323
Hierarchy B Voice & Videa ' [ 2150 1830872 0:03:28...,
t B 82.149.226.226 ' [ 2150
» Cipeation] B 1045129 1 i 2150
Web © 1200 tsp 0 2150 0.166746 0.188094 0.471444
i:;:;s TP Fragment 3 o s
Paes B TELNET i o s
Requests B O 104568 i o s
Yoice & Yideo B 10.4.3.220 1 0 8
T cal 52112 stelnet i s
480 o 9991
2 o 40 15967 00306,
9 [ 36 13393 0038,
2O 1 09 1486 392046 (:03.25
4 0 2625 256269 0:03:28 -
4 Details | EventSummary | Eventlog 3
Clent Server Response Tine C-#5bps 5-3Chps
Name 10.4,3.129 62,149,226.226 Best 0.166746 878,000 78212000
Network Address 10.4.3.173 62.149.226.726 worst 0.171444 510,000 57356.000
Packets Serk 643 1507 average 0.168094 1628.000 68779.000
Peckslayer Bytes Sert 42379 1788493 Turn 4
s versge o (B7e) 1,18 Layer Event Caunt
rst Packet Time  11/1/2005 176445 11/1/2005 1754145

Last Packet Time

Rauted Haps
TCP i Window
TCP Mac window

11/1/2005 17:58:13
1

65156
egE3

1112005 17:56:13

64303
6883

Packets:| 137,730 Duration: | 0:03:30

VildPackets, Inc.
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Why Are Payloads Important?

= L£168.94.104.98
B §4060<- mms-sql-s
) Busy Network or Server
0 Apdex Task Ended - Tolerating User
0 Apdex Task Ended - Frustrated User
A 50L Server Client Error
0 S0L Server Slow Response Time

1 olysin. s iz o soaes e s P R ——
e Fr - o ww 1e an i
130 aosLson. e ey o Toas e 03 -
13193 0:02:51.522. 0.017456 13208 TCP .. 7043=h L= 172 8= 8359 5CA Server Clierk Error
1w ooz, o s o a1 0
v aoee.  oaseent - o - prg
124 aoso.. oovess . o s e s wa v s
11 om0 O o o na 1. 0 -
ez mame ir..| ot 1zn o e 550 U 0504
vom s oo e o a1 335 e P
1o amme. oo ez o e e 0 [ P———
.
e coomn
oo oarsaen..  zowse - — wie 7 T o ow swareh e st
13279 0:02:54.692.. 0018700 - 13277 13269 IP L= 150 TCP .. . 7484-A L= 110 5= 5027 W= 7918 SQL Sarver Chark Ermor
1527 oz ook - e a0 ToE tasa L -
-
2 coono
s oomn
1 ccoomo
< oo

. .¥Your server command (process id 169) was deadlocked with another process and has been chosen as deadlock victim. Re-run

© WildPackets, Inc.
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Wireless Analyser Capture

ARF Monitor Mode
Install custom driver

AScan Options
Channel Scan
Fixed Channel
Multi-Channel Capture

ARemote Monitor Probes

-

© WildPackets, Inc.
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Protocol Analysers (OmniPeek)

What does your wireless environment really look like?

Awireless LAN environment scan

ARogue access point and station detection
Antrusion detection

Ansuring wireless LAN policy

MDetailed Protocol Troubleshooting
ARoaming Analysis

Essto

© WildPackets, Inc.

Name: | MarQuest Access Point

Type: [ Ethernet Address ~ [ cance

Entry: | 00:40:96:A9:0C: 54

G (o) B | =

Wireless Network Policy

W Wirgless Wireless AP - Broadcasting ESSID 4
4 Wireless Wireless AP - QoS Not Enabled 3
A, Wirsless 4
& Wirgless Wireless AP - Weak Signal 4
b Wircless Wireless Channel Overlap 4

Rogue AP Detection

Rogue AP Notification

© WildPackets, Inc.
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onfiguration Policy

Moni tor Aut horized Devices to elnsu
and Stations

Network Policy Network Policy ['i|
Vendor ID vendor D Channel
Channel Channel
WLAN Encryption WILAN Eneryption

WLAH Authentication Aecept 1 vendor ID. Report all cthers. WLAN Authientication Brotocol: [802.11 All Bands

Accept 1 channel, Report ol athers.

[wo)oR A 7w 2 i
ST | vendor wac Verdor Name LR
[m] Xerox #ccept | Channel &

00:00: 00

1-2422 Mz (al)
2- 2417 e (al])
2- 2427 Wi (al)
3- 2422 M (all)
3-2432 Wi (al)
4- 2427 Mt (all)
4- 2437 e (al)
5- 2422 Mtz (al)

gt ] [ oportn C o J e ) JF T (B

[m]
[m]
[m]
[m]
[m]
[m]
(m]
[m]

© WildPackets, Inc.
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Fie £l | Fle B Vew Catiee Send Mookor Took Wndw Heb Wild?ociects GmniPeek
BUIP U UG EANIABESSATLODEL ®H D Q3
< we ¢ Mode Jatutics  Metory Fatwis . WAANStotmtks x ey Saxs  Cacban Loh L
= Wireless Networks: (. Ad Hoc Networks: 0 = RS
oo Wt e R T AT

ety

T Mode Type

sopicarce @ rorriserec:15:06:0 » ] it
»
»
»
» & Node Detads
16:5148:C3CD 97 *» Gacata e .
Visuats 1E4600008074 » rbromn po,c:
Feer Map 8 1LF6090C2075 » Urbrown bl Save WeaN spatistics L
Graghs 1EF6 0982076 » Urbrown P ba,ox
Statistics 1EF609.8E2077 » Urbrown bo,
Podes 2ACHBNBASICO » ™ Ubronn § | O View Setaction ba.e
Protoccls @ 2a.cypoeasICL » bz 2%
SIOEY @) IACHENBASICH » ko 3,3
Tin gnaemes C o
Chanrets x N Selecz s oz
Sonal AECOTCDLUID = Unkrown Redad e 5.7
Toats BB » Urbrown e b
Enal Cact @) 4E:CET4.COFBI2 » Unbnown s .5
* bk e Tobie
Feadtiack @) 4E:CET4.COFBFI » Wbrown i remt oz
Yrotank W) TACF 74P FC B0 » wer Urbeown I wsn o,
Mo Facket: @) 7a.cr 3708 $C81 » Uriown @ Moo Han. Ly
VRNFRS G racr e sCe: » Urrown s
SHOME G o ey w0y e e M Upbeonn o ¥
< e >
sacd Tnsted L
Packets per busst:
Packets per bx
oy botween bursts:
Colay batweer
For ¥elp, press F1 WD LriSys
For velp, prest
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W Monkor Taols

Window  Help

L 8- b [0 (A @ e
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