
1

L-SEC SIEM Seminar, 8 September 2009

SEM SIM SIEM ... 
Just More Technology or Truly Adding Value?
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Definition 

SEM – SIM – SIEM

•Security information and event 

management (SIEM) technology 

provides real-time monitoring and 

historical reporting of security events 

from networks, systems and 

applications. 

•Historically, two segments:
–SEM focused on fast response i.e. 

identifying a potential security event 

and generating a notification within a 

short time frame

–SIM focuses on periodic reporting, 

auditing and trend analysis

•SIEM products are offered either as 

enterprise software or as an appliance
Source: Gartner Group, Magic Quadrant for Security 

Information and Event Management, 29 May 2009
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IT Security Scope Change

The Extended Enterprise

•The Perimeter? Where is the Perimeter?

•Yet we stick to „perimeter security‟ thinking:
–Assuming that the outside is bad and the inside it trusted

–Ignoring the „Extended‟ Enterprise, only considering our „own‟ 

organization

–“32% of breaches involved business partners”

The majority of breaches involving a business partner was the result of 

third-party information assets and connections being compromised and 

used to attack the victim’s systems.
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IT Security Scope Change

Moving Up The IT Stack

•Applications and Data are the prime targets for hackers
–“The bulk of attacks targets applications and services rather than the 

operating systems or platforms on which they run”

–“SQL injection appears to be the uncontested technique of choice”

•Yet we limit security controls to network security:
–Ignoring that network security controls cannot effectively protect 

information

Attack PathwaysAttack Pathways

Attack pathways by number of breaches (black) and percent of records (red)
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IT Security Scope Change

Traditional Security Controls Reaching Limits

•Signature-based security controls no longer do the job
–“The percentage of customized malware more than doubled to 59 

percent of all samples encountered”

•Yet our core security controls are still signature based
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IT Security Scope Change

Everybody Talks „Risk‟ 

•Security made is to the board room, so better talk in terms the 

board understands
–Reputation risk 

ÅExample: Due to data leakage or 

unauthorized information access

–Operational Risk 

ÅExample: Productivity loss due 

to outbreaks and spam

ÅExample: Revenue loss due to 

Denial of service attacks and phishing

–Compliance Risk

ÅExample: Due to failing PCI audit

–Third party risk

ÅExample: Due to hacker coming in 

exploiting a security weakness with a third party

•Yet we still talk and report in security techy language

Risk = (Threat * Vulnerability) * Impact

Likelihood Impact
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IT Security Scope Change

Compliance Rules The World

•Legislation and industry mandates requiring compliance
–PCI-DSS: credit card data

–HIPAA: patient info

–Privacy regulation: personally identifiable information (e.g. social 

security number)

–SOX and other: financial information

–Data Breach notification laws: customer information

–And more …
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Prepare For Your SIEM Adventure

Step 1: Define Your Objectives

•There is only ONE good first question to ask yourself:

„Why am I considering buying SIEM technology?‟

•Reasons we hear from clients:
–Log management

–Security monitoring

–Compliance

–Any combination of the above

•The answer to this question 

drives everything else: 
–Skill sets you need

–Vendors/technologies 

to consider

–Processes to develop

People

Technology Processes

Security

Intelligence
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Prepare For Your SIEM Adventure

Step 2: Define Your Scope
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Prepare For Your SIEM Adventure

Step 3: Build a Risk-Based SIEM Model

Threat Vulnerability

Impact
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Likelihood based upon the triangulation of the threat 

versus the vulnerability knowledge associated with the 
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Impact of the vulnerability given 
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Prepare For Your SIEM Adventure

Step 3: Build a Risk-Based SIEM Model
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Prepare For Your SIEM Adventure

Step 4: Put „People‟ and „Processes‟ In Place

SIEM Platform Policies, Processes and Procedures

SOC Staff Organization and Profiles Training and Coaching 

of SOC Staff

Corporate Security

Policy

Security 

Organisation Policy

Personnel

Security Policy

Communications 

and Operations 

Management Policy

System 

Development and 

Maintenance Policy

Security Standards

Asset Classification 

and Control Policy

Physical and 

Environmental 

Security Policy

Access Control 

Policy

Business Continuity 

Management Policy

* Contingency Plan

* DR Plan

Physical Access 

Procedure

* Change Management 

Process 

* Configuration Management 

Process

* Incident Handling 

Procedure

* Patch Management Process

* Backup & Recovery 

Procedure

Logical Access 

Procedure

Audit Procedure

* Acceptable Use Policy

* Training & Awareness 

Policy

* Data Handling Policy
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Cisco IDS

via RDEP

Cisco Pix 

via syslog

TrendMicro

via ODBC
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Conclusions

•Learn from the root causes of many SIEM failures:
–Lack of expertise to set-up correlation rules

–Lack of resources and processes to continuously tune the SIEM

–Lack of around-the-clock monitoring

–Lack of training of security analysts

–Lack of means to keep them „fueled‟ with security intelligence

•And define a 4-step implementation plan:
–Define SIEM objectives

–Define SIEM scope 

–Build a risk-based SIEM model

–Put „people‟ and „processes‟ in place

•As a closing remark … consider also other options:
–Managed Security Services

–Managed SIEM Services
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Questions?


