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SIM and SEM Definitions

SIM = Security Information Management

Functions

» Event collection

» Event normalization

Log record integrity protection

Event storage and retention management
Report generation

Forensic query



SIM and SEM Definitions

SEM = Security Event Management

Functions

 Event collection

* Event normalization

Event filtering and aggregation
Event correlation

Alert and alarm generation
Incident workflow support
Frequent log review support

Market
drivers
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Market Driver — Complexity & Scale AL

Businesses
need to manage
more event
information with
flat staffing

Increasing scale
of attacks,
events drives
SIM and SEM

Source : Burton Group

Volume of event
data threatens
to overwhelm

storage and
processing
capability

Variety of attack
types places
strain on expert
manual analysis
of events

Market Driver - Compliance LT

Compliance - particularly PCI - drives SIM and especially

SEM

PCI-DSS requirement 10 is the major current driver

* 10.2: Implement automated audit trails for all system components to

reconstruct the following events...

+ 10.3: Record at least the following audit trail entries for all system

components for each event...

+ 10.5: Secure audit trails so they cannot be altered

+ 10.6: Review logs for all system components at least daily. Log reviews
must include those servers that perform security functions like intrusion
detection system (IDS) and authentication, authorization, and accounting
protocol (AAA) servers (for example, RADIUS)

+ 10.7: Retain audit trail history for at least one year, with a minimum of three

months online availability

Source ; Burton Group



Threats and Regulations A%

External attacks

Malicious insiders
taking financial info

Careless
users leaking

Costly audit
requirements

New Web 2.0
Ever-changing and P2P
business requirements technologies

7\
AA
IT Staff Feels the Pressure =
Security team lacks visibility Overwhelming to process
into the IT environment. raw log and event volume.

Compliance is costly and Real-time security posture is
resource-intensive. difficult to understand.



Finding a needle in a HUGE haystack

Dozens of high priority events

Three Key
Objectives
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Three key objectives A8
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Three key objectives AL

Simplifying Enhancing Optimizing IT &
Compliance Security Network Operations
Compliance reports Real-time security IT monitoring across

for regulations and alerting and analysis the infrastructure
internal policy

Reporting  Auditing Forensics Alert/ Network  visibility

correlation baseline
%
(. “~ L J\ ]

Purpose-built
database Log Management platform w/o agents
(non relational)

s
security network applications/ servers storage

devices devices dataiiii



Three key objectives

Optimizing
Simplifying IT&
Compliance Network

Operations
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Incident detection and response

» Combining data from across the network with security
knowledge to get the bigger picture

=

Firewall rabili
) Vulnerability
Router logs
logs 9 Assessments

= -
Security device ‘

Server alerts

Logs Network flows

Event source Built-in Current threat
knowledge correlationrules data



Example : Detecting Botnets 28

An increase in detected AV activity

Changes in DNS utilizati(_)n g_! Inbound or outbound IRC traffic

Name, g/
I

Host file modifications Outbound SMTP traffic

volume increase

-

Built-in correlation rules automatically detect if two or
more of these are happening

4
Example : Vulnerable Server Attacked 3

~ ~.

IDS VA Scanner

e

Knows it’s being attacked Knows it’s vulnerable

\ / Analyst
- SIEM platform

Knows a critical, vulnerable server Alert
is being attacked




Three key objectives AL

Enhancing
Security

Optimizing
IT&
Network
Operations
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Top 5 Things SIEM must do to Simplify .
Compliance AL

1 Collect ALL the event log data, ALL the time!

Store the data from across the organization in a secure
common data repository for global analysis

Ensure that the data is not filtered, edited, or changed
in anyway

4 Ensure that the data is verifiable and authentic
5 Maintain an audit trail of all activity

3

10



Compliance - Alerting & Reporting As

o © Canned reports for easy
BlackBerry response to auditors

— Mapped to common regulations

— Reports against common

controls frameworks (e.g. ISO-
Sarbanes Gley Govics ooup s up 200% 17799)
from the hour baseline

© Asset grouping to identify in-
scope event sources

— Prioritize alerts based upon
regulatory or contractual
requirements

. . 7\

Example: privileged users logs AL
> «,
0 R

Active
l K o

. GREP... ? GREP... . GREP... ’ GREP... r— GREP...

Firewall Security device

Server alerts Applications/

logs Router logs databases
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Three key objectives

Enhancing
Security

Simplifying
Compliance

SIEM Platform

System
Reboot

Application
= — Timeout

Application logs Error

Database
Design

Database change
— Program
Installed
Server
— Replication
Started
Storage logs
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Single dashboard for security, compliance N
and IT operations issues

Dashboard - RSA en¥ision - Microsoft Internet Explorer
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Dashboard

Use this tool to revie
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[T alerts - Trends IDS - Top Threats

w multiple dashboard items (reports and graphs) showing current systern data. You
items display.
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Recommendations

Avoid agents

Validate scalability in terms of events
per second

’ Beware of data explosion

’ Data integrity is absolutely critical

’ Don’t underestimate the complexities
of correlation

’ Be realistic about your in-house
capabilities — outsource if required
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Thank You

Stefaan Hinderyckx - Security Director Europe
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