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Security Challenges in VoIP

A wake-up call

Stefaan Hinderyckx - Security Director Europe
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The need for secure VoIP

üPrivacy for Voice & 

Collaboration

üCompliance

üProtection of both voice and 

data communication is critical 

to organizational continuity
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Security Everywhere

Collaboration anywhere, anytime, and 
anyplace, using any media, device or 

operating system 

UC

Controller

Mobile WorkerServicer

Connector

Security

Secure Unified
Communications

SecOps

TelOps
Execs

NetOPs

ñParticipation of a cross-section of relevant IT personnel in the 

planning process is crucial to a comprehensive and actionable 

Unified Communications strategic plan.òGartner, March 2007

Secure VoIP stakeholders
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VoIP

Security

Networking =      Secure VoIP

Required expertise in three domains

+

+

Value-Added Components Applications

User InterfacesEndpoints

System Config and Operation Call Control

Network FoundationInfrastructure

Messaging, Customer Care, 
and Other Application Software

IP Phones, Video Terminals, 
and Other Delivery Devices

Infrastructure and Protocols for 
Call Management and Operation

Secure, Reliable 
Communications that Connects 
All of the Other Components

This requires a 

Holistic

Approach to 

Unified 

Communications 

Security

A holistic approach



5

8 September 2009© Copyright Dimension Data 2000 - 20099

So whatôs different?

VoIP

Uses an existing network (and its flaws) 

Increase in potential attackers

Offers more services

PBX

More difficult to access

Required specialized knowledge 
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VoIP Networks today


