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Agenda

ÁWeb Services Security

ÅApproaches and Standards

ÅTechnology, solutions and architecture

- TFIM

- TSPM

ÅCase studies/use cases



IBM Confidential 2

© Copyright IBM Corporation 2005

IBM Software Group

SOA Security  |  28-May-093

Security Considerations for SOA

ÁEntities/Identities ïusers, services

4 Services have identities

4 Identities and/or credentials are propagated across services

4 Users and services are now subject to the same security controls

ÁOrganizational/enterprise boundaries

4 Perimeter is obscure 

4 Identities are managed across boundaries

4 Trust relationships are established across boundaries

ÁComposite applications

4 Ensuring proper security controls are enacted for each service and when 
used in combination 

ÁGreater focus on data/information

4 Protecting data at transit and at rest 

4 Apply consistent protection measures 

4 Access to data by applications and services

ÁGovernance, Risk, and Compliance 

4 Auditing ie. entity identification to specific transactions
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Web services zone page:                                                                           

http://www-106.ibm.com/developerworks/webservices/

SOAP Foundation

WS-Security

WS-Policy WS-Trust WS-Privacy

WS-Secure

Conversation
WS-Authorization

Web Services Security Roadmap

WS-Federation
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WS-Security : SOAP Message Security

ÁWS-Security : SOAP Message Security
Ʒ defines ñéa standard set of SOAP extensions that can be used 

when building secure Web services to implement integrity and 
confidentiality.ò

ÁAllows:
Ʒ sending Security Tokens to authenticate requests

Ʒ signing Data to ensure data integrity and verify sender

Ʒ encrypting Data to ensure privacy of data

ÁGoal:
Ʒ ñEnd-to-end message content securityéò
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Federated Web Services

ESB

Web Service invocation

Web based interaction

User interaction

App

App

App

Portal

Enterprise B

Enterprise C

Enterprise A

Gateway

ÁKey security requirements for both inbound & outbound 

requests:

Ʒ Security Token Mapping

Ʒ Identity Mapping
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WS-Trust : Overview

ÁWS-Trust defines mechanism for:
Ʒ ñésecurity token exchange to enable the issuance and dissemination of 
credentials within different trust domainsò

ÁDefines the Security Token Service (STS):
Ʒ Request security tokens

Ʒ Validate security tokens

Ʒ Exchange security tokens

ÁThe TFIM STS provides:
Ʒ Token mediation (validation, mapping, issuance)

Ʒ Identity mediation

Ʒ Authorization (via TAM)

Ʒ Auditing (to CARS)
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TFIM Trust Service : Provides Security Token Service

ÁTFIM provides the Security Token Service

Ʒ implementation of web service defined by WS-Trust

ÁSupports WS-Trust clients built with Trust Service WSDL

Ʒ FIM components for secured WebSphere services

ÅTokenGenerator (requestor) and TokenConsumer (provider)

Ʒ XML Gateways such as DataPower

Ʒ Custom clients

Trust

Client
WS-Trust

Clients

Security Token Service of WS-Trust

exposed as WSDL

FIM Trust Service

Trust ChainTrust Chain

Module1 Module2 Module3

Request-to-Chain Mapping

WS-Trust
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Trust Service Token Modules

ÁToken Modules Implement Trust Service Functionality
Ʒ Validate tokens 

Å confirm structure and required content

Åconfirm ñproof materialò such as signature, password
Ʒ Generate tokens

Å form token from original or mapped data

Ågenerate ñproof materialò to allow validation by intended recipient

ÁToken Modules shipped in FIM 6.2
Ʒ SAML 1.0, 1.1, 2.0

Ʒ Liberty 1.1 and 1.2

Ʒ OpenID

Ʒ CardSpace

Ʒ Access Manager Credential

Ʒ PassTicket

Ʒ Username Token

Ʒ Kerberos

Ʒ JAAS

Ʒ X509 (validate only)

ÁThis list can be extended as necessary
Ʒ Trust Service uses pluggable modules
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FIM WSSM ïGeneric Design Overview

Web Service Server/Gateway

Web Services Security
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WSSM Token Module
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SOA Credential Translation 
Powered by Tivoli Federated Identity Manager

ÁIntegrate identities for web services / SOA 
environment

ÁImplement centralized identity mediation 
& token mapping across multiple, diverse 
enforcement points
Ʒ DataPower Gateway

Ʒ WebSphere Application Server (WAS)

Ʒ WebSphere Portal

Ʒ Enterprise Service Bus (ESB)

Ʒ WebSphere Message Broker (WMB)

Ʒ .NET environment

Ʒ Java2 Connector (i.e JDBC)

Ʒ CICS protected by RACF

Ʒ SAP Integration

Ʒ InfoCard for consumer identities

Ʒ ITCAM for SOA for identity-based monitoring

Ʒ Custom token types

Delivering End-to-End Identity Propagation in a SOA environment

Secure Token Service

(Tivoli Federated Identity Manager)

SAML

X.509v3 cert

Kerberos

TAM cred

RACF Passticket

JAAS Principal

SAML

TAM cred

RACF Passticket

JAAS Principal

Kerberos
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Use Cases/Scenarios
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Mid-sized financial and insurance company 

example
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Customer Details

Á Client Name: A mid-sized financial and insurance services 

company

Á Country: Germany

Á Industry: Finance

Á TFIM Use Case: Identity Service

Á Current state of deployment, details of timelines: 

In production since Jan 2008
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Business Requirement

ÁThis mid-sized financial and insurance services company 

wanted to get more use out or their existing applications

Á IBM Global Business Services (GBS) started the 

engagement to help the customer replace old host-based 

applications.

ÁThe main purpose of these applications is to support 

contract-related activities for their increasing insurance 

customers. The application function is primarily to retrieve 

or update the customerôs contract information.
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Use case description

Á This is a portal-based approach for the insurance field service and office 

workers, giving them the possibility to access contract data through a web 

portal (WebSphere Portal).

Á The portlets access and authenticate against the host backend as shown on 

the following slide (Business Portlet -> Business WebService -> JCA -> 

Host)

Á The core pain, from a security perspective, was the authentication against 

RACF. The first technical approach relied on the Portal credential vault, 

where each user had to administrate its own RACF credentials. However the 

customer articulated his requirements very clearly: the user should not be in 

charge for administrating RACF credentials. 

Á This provided and opportunity to position TFIM's identity service for RACF 

PassTicket creation and validation. The RACF PassTicket feature is 

currently the main reason for the customer to use TFIM. Some developers 

thought about to write their own JAAS login module, that would be able to 

create PassTickets, the IBM team were able to convince the customer to 

continue the TFIM tests, prototype and eventual deployment.
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Architecture (brief description + picture)

Service Creation Use Case

Web-
Sphere 
Portal

WebSEAL
WAS6.1
FIMserver

Business

Web 

Service

LTPA

FIM Trust
Service

WS Sec

<LTPA Token>Forms 
Based 
Login

HostUN Token

Passticket 

JCA

LDAP 

Registry 

TC

IMS via 

IMSConnect

WebSphere 6.1 CellTAM 6.0

WAS 6.0

Business 

Portlet
WAS 6.1

server1

FIM TrustChain: 

1.Username Token (no 

validation)

2.LDAP Mapping

3.Passticket Generator
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An Immigration Agency Example



IBM Confidential 10

© Copyright IBM Corporation 2005

IBM Software Group

SOA Security  |  28-May-0919

Customer Details

Á Client: An Immigration Agency

Á Country: in Asia Pacific IOT

Á Industry: Government

Á TFIM Use Case (Fed SSO and/or Identity Service): 

Identity Service 

Á Current state of deployment, details of timelines 

(production/pilot/PoC):  

In production since early 2007
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Business Requirement

Á The business requirement is to create a new front end for the 

immigration agency staff. 

Á Instead of accessing a variety of legacy mainframe applications using 

terminal style interfaces,  the staff should have a consolidated view 

via a Portal interface.

Á In the current deployment the users are all employees (6000+).  

Later, Internet users (millions) may be added.

Á The web service ñenablingò of the legacy systems requires a new 

approach for propagating and mapping identities.
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Use case description

Á The WebSphere Portal and Siebel applications issue web 

services requests to an Enterprise Service Bus (ESB).  The 

web services requests carry Username Tokens that identify 

the user.

Á At the ESB (WebSphere Message Broker),  TFIMôs identity 

service is called to exchange the username token, for a token 

with ACF2 username and passticket.

Á The WS-Trust client calls are handcrafted at WMB, although 

this will be replaced soon with the WMB service pack 

solution.
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Architecture (brief description + picture)
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End to End Solution
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European Country Tax Office
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Customer Details

Á Client Name: A European Country Tax Office

Á Location: EU ïNorth East IOT

Á Industry: Public Sector

Á TFIM Use Case: Identity Service

Á Current state of deployment, details of timelines 

(production/pilot/PoC): Proof of Concept successfully completed, 

Pilot is under deployment at a subsidiary business unit of the Tax 

Office
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Business Requirement

ü The business objective for the Personal Domain application 

is to provide a unique place where citizens and enterprises 

can interact quickly, easily, orderly and securely with the Tax 

organization accessing personalized information and utilizing 

transaction services. 

ü The vision is that citizens and enterprises can create, edit 

and submit tax declarations electronically and access 

personalized data with confidence that the process will be 

secure and protected.  To reduce the burden on the taxpayer, 

the declarations will be pre-filled with existing data already 

known by the tax office increasing the accuracy of the 

declaration process. 
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Use Case Description

ü The Pilot use case scenario (pictured on the next slide) that 

is underway at a subsidiary business unit of the Tax office is 

one where a web services message comes into the 

Datapower (DP) appliance with a custom identity token in the 

security header. The DP box then calls out to TFIMôs identity 

service to validate this custom token and exchange (issue) a 

SAML 1.0 identity token. The SAML tokens will then be 

mapped to a single subject that will be added to the WAS 

registry. Once this step is accomplished successfully, the 

TFIMôs SAML JAAS module on WAS will consume this 

mapped credential. An attribute statement in the SAML 

assertion will contain an identifier for the true user to help 

maintain the audit trail.
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Architecture (Brief Description + Picture)
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Why use TFIM ?

ƷWS-Fed, WS-Security, WS-Trust, SAML & Liberty Support

ÅSupport for standards

Ʒ Integrated Capability (versus specific development) 

Ʒ Faster integration time (when adding new external service provider) 

Ʒ Flexibility & Scalability

Ʒ IBM commitment
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IBM Tivoli Security Policy Manager
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How can customers demonstrate compliance back to the business?

Security 
Officer

Corporate
Intranet

The business requirement 
is to protect access and 
disclosure of client and 

customer PII 
(e.g. Client Transaction, Patient 

Records, Financial Results)

Security
Architect

Internal Tool 

Translates it as need to encrypt 
that information in all services 
using message security policy

App Owner

Eclipse

Translates it as application 
specific data entitlement policy

Translates it as configurations 
and tool-specific access policy

IAM Console

IT Operations

Todayôs Challenge: How to apply entitlements consistently?
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Whatôs new!

ÁPolicy-driven approach to drive business-level 

security need to strengthen application access

Ʒ Entitlement Management 

Ʒ SOA Security Policy Management 

ÁApplication Owners are able to improve business 

agility to access control and drive compliance with 

entitlements management for new composite apps 

& services

Ʒ Centrally manage application roles, entitlements and 

data-level access for consistent security management 

Á IT/Security Operations are able to strengthen 

security and establish operational governance with 

unified SOA security policy management

Ʒ Provide consistent security policy management across 

multiple DataPower SOA appliances

ÁDeliver standards-based interoperability 

Ʒ XACML standard for entitlements management

Ʒ WS-Policy, WS-SecurityPolicy for SOA security

ÁReleased in November 2008

Á VisibilityïProvide a single view into application roles, entitlements 

and data-level access across LOB

Á ControlïCentral policy decision source to manage message 

protection and complex authorization policies 

Á AutomationïReduce redundant application logic and to securely 

deploy and manage a diverse set of applications. 

Business Benefits

Introducing Tivoli Security Policy Manager V7.0

http://images.google.com/imgres?imgurl=www.mc3.edu/it/st_at_pc_smiling.JPG&imgrefurl=http://www.mc3.edu/it/mainIT.htm&h=150&w=118&sz=6&tbnid=3Ivhz8sLs2UJ:&tbnh=88&tbnw=70&prev=/images%3Fq%3Dsmiling%2Btechnology%2B%26start%3D60%26svnum%3D10%26hl%3Den%26lr%3D%26ie%3DUTF-8%26oe%3DUTF-8%26sa%3DN
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Demonstrate Compliance and Enable Identity Governance 

Security 
Officer

Corporate
Intranet

The business requirement 
is to protect access and 
disclosure of client and 

customer PII 
(e.g. Client Transaction, Patient 

Records, Financial Results)

Security
Architect

App Owner

IT Operations

TSPM provides the ability consistently define, manage and 

enforce entitlements across the enterprise 

TSPM  Policy 

Design Tool

TSPM  Policy 

Server / Console

TSPM  

Runtime 

Security Service

TSPM  

Runtime 

Security Service

TSPM  

Runtime 

Security Service
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Sample Policy: Who can Access to Approve a Funds transfer?

TSPM provides ability to author entitlement based on one or more conditions

Á Role

Ʒ The user must be in the tfr_approver role

Á Service attribute

Ʒ The transfer amount must be less than the maximum transfer limit for the type of 

transfer

Á User attribute

Ʒ The transfer amount must be less than the maximum transfer limit for the user

Á Relationship

Ʒ The user must have been assigned responsibility for the source account.

Á Environment

Ʒ The transfer must be made during business hours and from the corporate network

Á Request/Session Context

Ʒ The user must have authenticated using 2-factor authentication

Á Other Decision Engines

Ʒ The transaction must pass the criteria checked by the Fraud Detection system

http://images.google.com/imgres?imgurl=www.mc3.edu/it/st_at_pc_smiling.JPG&imgrefurl=http://www.mc3.edu/it/mainIT.htm&h=150&w=118&sz=6&tbnid=3Ivhz8sLs2UJ:&tbnh=88&tbnw=70&prev=/images%3Fq%3Dsmiling%2Btechnology%2B%26start%3D60%26svnum%3D10%26hl%3Den%26lr%3D%26ie%3DUTF-8%26oe%3DUTF-8%26sa%3DN
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WebSphere 

Application Server

WebSphere 

Application Server

Tivoli Security Policy Manager Enables IT Operations to Centrally 

Manage Web Services Access Control and Drive Governance
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Policy 

Administration 

(PAP)

Tivoli Security Policy Manager Enables Application Owners to Easily 

Implement Entitlements for New Applications

XACML policy expressions

XACML policy query

Subject attributes 

(User Repository)

Resource(s) (web services, 

applications, data, etc.)
Subject(s)

Action(s)

Container, Intermediaries, 

Applications 

(e.g. Java, NET, Mainframe) 

TSPM  Policy 

Server / Console

Policy 

Decision

(PDP)

TSPM  

Runtime 

Security Service

Policy 

Enforcement

(PEP)
TSPM  

Plug-in 

(Enforcement  

for WAS)

Policy 

Information

(PIP): runtime & 

environment data

Resource attribute sources 

(DB, LDAP, service registry, 

CMDB, etc.)
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Logical Architecture Deployment for Tivoli Security Policy 

Manager 

JDBC

Policy 
Information 

Point

LDAP

Service Registry 
and Repository

SharePoint

DataPower

Authorization

Request/Response

Service 
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TSPM Policy 
Management Server

TSPM Runtime 
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Policy DB 

Service Import

Distribute 
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Container
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Web 
Services

Application
Level

TSPM Policy 
Design Tool

PEP

PEP

Policy 
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Repository
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Tivoli Security Policy Manager complements TAM to deliver user 

access management services to new apps and services  

Tivoli Security Policy Manager adds 

Ʒ Application and data entitlements management 

for fine-grained authorization (roles, rules-, 

attributes)

Ʒ SOA security policy management (message 

protection)

Ʒ Multiple policy enforcement points including 

DataPower, WAS, .NET environment 

Ʒ Web Services & Custom Application resources 

Ʒ XACML, WS-SecurityPolicy standards support

While, Tivoli Access Manager delivers

Ʒ Central authentication and web single sign-on

Ʒ Coarse-grained authorization (roles, static 

rules)

Ʒ Delivered as web application resources proxy, 

similar to DataPower as a web services proxy 

Ʒ Web Application resources


