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SOA - Securing Your Services Environment
Martin Borrett
Lead Security Architect NE Europe, WW Tivoli Tiger Team
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Agenda

ÁSOA

ÁSOA Security Considerations

ÁSOA Security Scenarios
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Source: IBM Global CEO Survey, March 2006

Innovation that Matters To CEOs

The Goal: Strategic Flexibility Through Innovation

ÁImprove customer-focused, go-to-
market areas

ÁRestructure and extend the 
enterprise 

ÁIncrease effectiveness and efficiency 
of core functional areas

Top Innovation Priorities:

78% of CEOs believe 

integrating business and 

technology is fundamental

for innovation
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ñTodayôs IT architectures, arcane 

as they may be, are the biggest 

roadblocks 

most companies face when 

making strategic moves.ò 
McKinsey  ñFlexible IT, Better Strategyò

ÁComplexity

ÁMonolithic and siloed 

applications

ÁInconsistent information sources

ÁCustom coded connections

ÁNot designed for change

Business Flexibility Depends on IT Flexibility
But Todayôs IT Architectures are the Roadblocks
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Process-oriented

To:

Function-oriented

From:

SOA Enables Innovation Through a Shift in IT Approach

Implementation abstraction

Re-use

Orchestrated services that work together

Incremental development cycles

Build to change

Known implementation

Re-build

Tightly coupled

Application silos

One long development cycle

Build for permanence

Loosely coupled

Open standardsProprietary standards

6

A programming model complete with standards, tools, 

methods and technologies such as Web services

Capabilities that a business wants to expose as a 

set of services to clients and partner organizations

An architectural style that requires a service provider, 

requestor and a service description. It addresses 

characteristics such as loose coupling, reuse and simple 

and composite implementations

Implementation

Architecture

Business

Operations
A set of agreements among service requestors and 

service providers that specify the quality of service and 

identify key business and IT metrics

Roles

Service Oriented Architecture 
Different Things to Different People
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ÁGather 
requirements

ÁModel & Simulate

ÁDesign

ÁDiscover

ÁConstruct & Test

ÁCompose

ÁIntegrate people

ÁIntegrate processes

ÁManage and integrate 
information

ÁManage applications 
& services

ÁManage identity & 
compliance

ÁMonitor business 
metrics

ÁFinancial transparency

ÁBusiness/IT alignment

ÁProcess control

The SOA Lifecycle
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Interaction Services Information Services

Partner Services Business App Services Access Services

Development

Services

Management 

Services

Infrastructure Services

Enables collaboration 

between people, processes & 

information 

Manages diverse data and 

content in a unified 

manner

Connect with trading 

partners

Build on a robust, 

scaleable, and secure 

services environment

Facilitate interactions with 

existing information and 

application assets

Integrated 

environment 

for design and 

creation of 

solution assets 

Manage and 

secure 

services, 

applications & 

resources

Optimizes throughput, availability and utilization
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Process Services

Business Services
Supports enterprise business process and 

goals through businesses functional service

Enterprise Service Bus

Orchestrate and automate 

business processes

SOA Reference Architecture
Supporting the SOA Lifecycle
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Security Considerations for SOA

ÁOrganizational/enterprise boundaries

4 Perimeter is obscure 

4 Identities are managed across boundaries

4 Trust relationships are established across boundaries

ÁComposite applications

4 Ensuring proper security controls are enacted for each service and when used in 
combination 

ÁEntities/Identities ïusers, services

4 Services have identities

4 Identities and/or credentials are propagated across services

4 Users and services are now subject to the same security controls

ÁGreater focus on data/information

4 Protecting data at transit and at rest 

4 Apply consistent protection measures 

4 Access to data by applications and services

ÁGovernance, Risk, and Compliance 

4 Auditing ie. entity identification to specific transactions 
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Web services zone page:                                                                           

http://www-106.ibm.com/developerworks/webservices/

SOAP Foundation

WS-Security

WS-Policy WS-Trust WS-Privacy

WS-Secure

Conversation
WS-Authorization

Web Services Security Roadmap

WS-Federation
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SOA Security ïReference Model

Business Security Services

Identity & 

Access

Data Protection &

Disclosure Control

Secure Systems 

& Networks

Governance, Risk, 

& Compliance

Trust 

Management

Business Process and Policy Management

Security Policy Infrastructure

Policy Distribution & 

Transformation

Monitoring &

Reporting
Policy Administration

Policy Decision & 

Enforcement

Authentication 

Services

IT Security Services

Authorization &

Privacy Services

Audit

Services
Identity Services

Confidentiality & 

Integrity Services
Non-repudiation

Services
Building blocks to provide 

security functions as services

Leverage IT security services and 

policy infrastructure to build business 

specific security services

Policy lifecycle management 

specific to security

Policy distribution and 

transformation
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http://www.redbooks.ibm.com/redpieces/abstracts/sg247310.html?Open


