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Living on the frontline

Global risks bring new challenges

Business continuity is evolving and
responding

The resilient organisation is the
ultimate goal

Flexibility and simplicity are key




215t Century risks —a new dimension

Economist Intelligence Unit: Economist Intelligence Unit: World Economic Forum:
Catastrophe risk management survey Business resilience survey Global Risks 2007
November 2006 March 2007

resilience
rability and increasing

® Focus on high impact- “Business as usual” 23 global risks
ili threats remain . .
low probability events Majority are *
Interdependence
matters

e Communication and Reputation is biggest
collaboration are weak concern

links Regulators are key

external influence

KPMG




Living on the frontline

The World Economic Forum Global Risks Report identifies 23 global risks. Which

of the following risks do you consider to be most important to your organisation in
the context of resilience and business continuity planning?

-ital markets impacting financial stability

Ifects of climate change

. -al iInformation infrastructure




Effective response and shareholder value

Effective responders

Time
(250 days)

Ineffective responders

Source: Knight / Pretty 1996




The resilient organisation

Resilience

ability of an organization to absorb the impact of a
major operational disruption and continue to

maintain critical operations or services




The resilient organisation

e The human factor

~ people come first

e Diversity of options

— ‘one solution fits all’ doesn’t
work anymore

e Co-ordination with other parties

— competitive but co-operative




The human factor

Ability to manage potentially devastating human consequences of events,
while maintaining critical operations
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Diversity of options

Remote working

Telecomms challenges —
bandwidth, up during crisis, ... ?
(both internal + of ext. suppliers)

Investment in technology and
equipment (security)

Testing to create Business as
usual conditions (company
culture)




Diversity of options

Existing infrastructure - can it support the increased volumes of use
and can it be relied upon during an emergency situation?

IT support functions — have these been checked to make sure they
are geared up to handling the switch to remote working?

External suppliers eg. telecommunications companies — are they
able to maintain their level of service provision?

Systems — do these need to be upgraded to provide additional
capacity? If so, the lead times and costs will have to be taken into
account.

IT licences held for the business and financial software — do the
existing licences cover the eventuality of home-working or will new
licences need to be purchased?

KPMG




Diversity of options

FINANCE PROCESS

Split site processing
® Larger scale processes

® Run from 2 or more
geographical locations

e Workload transfer
e [nfrastructure required

e Robust common processes




Diversity of options

Transfer
e Move the work not the people

e Sustainability — often a short term
measure

e Unigue elements
— Systems
— Process

® Testing

The correct blend of a diverse number of recovery options is the central
challenge for the resilient organisation

KPMG




Co-ordination

No organisation is an island

Sharing experience Co-ordination Stakeholder

& knowledge communication

Market-wide
Exercises
Benchmarking




Market-wide Exercises

Singapore Industry
Wide Exercise
2006, 2008




Monetary Authority of Singapore Industry-
wide Exercise, 2006

Key Facts

120 Participant
organisations

4000 Individual
participants

120 Observers from 70
organisations

Facilitated from participants’ own
locations

Opportunity to develop in-house
exercises

Simulated terrorist attack testing
different responses:

— Civil contingency and media
responses; and

— Financial markets and systems.

GPB 1,500 — 15,000 participation
fee, depending on size of market
participation




Monetary Authority of Singapore Industry-
wide Exercise, 2006

Learning points

e Co-ordination of response should be
further developed
- Civil authorities single point of
co-ordination
- Financial organisations should
document critical dependencies
- Financial organisations should
work with the civil authorities to
validate planning assumptions
Greater focus should be given to
people issues
e Crisis management plans and
command centres should be
reviewed
e The role of Association of Banks
of Singapore was clarified

Participant feedback

An excellent exercise. The best

and most realistic simulation [my

organisation] have undertaken to
date

It certainly illustrated the
external [agencies] which would be
heavily relied upon in such a scenario
and their vulnerabilities

The role of the regulator was clarified
in the event of the whole finance
iIndustry being impacted

Very realistic with real-time information
making it useful to see how we
respond to developments as they arise




Monetary Authority of Singapore Industry-
wide Exercise, 2006

Delivering the exercise

e Participants operating from their
own premises

— Opportunity to exercise their
Own responses more
thoroughly

In-house simulation cells set up

to dynamically react to the

scenario and create

organisation specific content e

Exercise Raffles... Simulated Market Data..

® Free-form un-scripted decision
making Py
e Variety of media J

KPMG




Monetary Authority of Singapore Industry-
Wide Exercise “Raffles II”, 2008

Key Facts

147 Participant
organisations

Over 9500 Individual
participants

120 Observers from 70
organisations

2 Interactive sessions
1 day practical drill
1 cluster session

Simulated pandemic flu outbreak
(increase to WHO phase 5 + 6;
10 week simulation in 6 hours)
testing different responses




MAS IWE 2008 “ Raffles
money.
This is

nationwide drill to test
flu-pandemic readiness

|” — Press coverage

THE STRAITS TIMES SATURDAY, SEPTEMBER 6 2008 PAGE €2,

not a clinic - it’s a bank

SEFTEMBER 6-F, ioall 29 WEEREND TODAY

DISASTER PREPAREDNESS
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MAS IWE 2008 “ Raffles II” — Sessions

» The exercise was delivered from the Central Command Centre where
the exercise management team was housed

e The storyboard, questionnaires, scenario injects and video media were
presented to the participants through an exercise website, SMS, phone
and email.

 Absenteeism rates at various DORSCON levels were also simulated
based on pre-defined criteria

 Participants reacted and responded from their own premises based on
scenarios and injects from the Exercise Command and Control Centre
and with the assistance of Red Cell Facilitators

KPMG




MAS IWE 2008 “Raffles II” — Cluster Session

 Participants shared experiences, identified issues and sought to
strengthen functional response to pandemic scenario collectively across
the industry

e Sessions were open and informal without assessment and rating of
participants’ responses.

* Facilitated sessions focused on issues drawn from the earlier IWE
Interactive sessions and practical drill

 Participation from the MAS, MHA, medical experts and utility/service
providers




Thank you

Dirk De Maeyer

Manager Advisor
IT Advisory — Information Protection
& Business Resilience

Phone: +32 2 708 4707

E-malil: ddemaeyer@kpmg.com




