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Business continuity management - workshop
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Aware versus

Committed
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Deloitte Global BCM Benchmark 2008

A Participants in virtually every region of the world and across
multiple industries
A Provides interesting insight into the relationship between senior
management behaviour and the ability of businesses to recover
from disruptions
A Two groups of senior managers:
Aware
Low |l evel of involvement in their
Committed

Either routinely informed or actively involved in planning for recovery
from information technology or business process interruptions

Committed to effective BCM in their organizations
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Mini survey
Is your senior management aware or committed to BCM?

Number
a. Aware
b. Committed
a
= Number
b
0 5 10 15
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Deloitte Global BCM Benchmark 2008
Figure 1. Percentage of companies
with a tolerance for downtime of
no more than two hours
Committed
61%
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Deloitte Global BCM Benchmark 2008
Awareness is NOT a function of organizational size

Less than 100

100 - 499

500 - 999

1,000 - 4,999

5,000 - 9,999

15%

10,000 - 49,999

50,999 or more

0% 5% 10% 15% 20%
M Aware [ Committed
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Analysis of impacts and

risks
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Business Impact Analysis

The Business Impact
Analysis (BIA) is the

, establishing the
basis for understanding a
companyds con
needs
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Mini survey
Have you conducted a formal business impact analysis (BIA)?

Number

H Yes

No, but we plan to conduct
one in the next 12 months

No, and we don't have
plans to do so in the next
12 months
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Have You Ildentified Your Most Critical Business

Processes?

“Have you conducted a formal business
impact analysis (BIA) to support business
continuity strategy development and
planning?”

No, and we don't
have plans to do so
in the next 12 months

13%

No, but we plan
to conduct one

inthe next 12
months
19%
Yes
68%

Base: 295 global business continuity
decision-makers and influencers

“How often do you refresh the business
impact analysis?”

We haven't updated our BIA
in more than five years

5%
Every three to
five years
19%
Once a
year
50%

Every
two years
26%

Base: 201 global business continuity
decision-makers and influencers who
have conducted a formal BIA

Source: Forrester/Disaster Recovery Journal Business Continuity Preparedness Survey, Q4 2008
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A risk assessment views potential threats, which are
infinite, in terms of finite impact on the company

-

Arisk analysis provides an understanding of the threats and

vul nerabil iti
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Risk analysis techniques

BCMis a
and includes the
- - use of similar business
risk analysis as:

A Internal audit
A Information security

A Enterprise risk management

a) This creates an opportunity
for between
different disciplines
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Mini survey
Have you conducted a formal risk assessment (RA)?

Number

H Yes

No, but we plan to conduct
one in the next 12 months

No, and we don't have
plans to do so in the next
12 months
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Do You Know What Risks Your Business Will Likely Face?

“Have you conducted a formal risk “How often do you refresh the risk
assessment (RA) to support business assessment?”
continuity strategy development
and planning?”

No, and we don't
have plansto do so
in the next 12 months

We haven't updated our RA
in more than five years

16% >%
Every three to
five years
19%
No, but we plan
to conduct one
in the next 12 Once a
months year
25% 54%
Yes
599 Every
two years
22%
Base: 295 global business continuity Base: 175 global business continuity
decision-makers and influencers decision-makers and influencers who
have conducted a formal RA
Source: Forrester/Disaster Recovery Journal Business Continuity Preparedness Survey, Q4 2008
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AESRM i Deloitte 2007 Study (*)
Risks included in an ERM Program

Operational

IT security
Regulatory/compliance
Business continuity
Legal/litigation
Reputational

Strategic

Market

Credit

Hazard or insurable risks
Liquidity

Geopolitical

Other

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Results may not total 100 percent as respondents were allowed to select more than one answer.
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BCM responsibility
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Mini survey

What team/group is primarily responsible for Business Continuity
management within your organisation?

IT Security

Operational Risk Management

IT operations/Data centre operations
Finance

BCM Programme

Other

To Do Do Io o Do
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Mi ni survey (Contdd)

What team/group is primarily responsible for Business
Continuity management?

Don't Know

14%  \
(ﬂ:;r IT Security
0
15% Operational
Risk
Management
15%
IT
BC >~_Operations/Da
programme ta centre
14% 14% Opiza(’t/ions
(1]
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What team/group is primarily responsible for Business
Continuity management?

“What team/group is primarily responsible for
business continuity management?”

Don't know
4%
Finance .

7% IT operations/
data center
operations

41%
IT security
21%

Operational risk management
23%

Base: 750 North American and European enterprise IT security
decision-makers who have a formal BCM in place

Source: Forester: December2008fi The St ate Of Enterprise | T Security: 2008 To 20
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Plans and enablers

Mini survey i moving

A Aware C Move to the left
of the room =
A Committed C Move to the =
right of the room :
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Mini survey

Does your organization have a facility recovery plan?

o

23

Dondét know

There is limited company
awareness regarding the need for
alternate workspace and the
relocation of critical business
processing

Relocation strategies have been
identified, however back-up facility
plans have not been documented
Facility relocation plans have been
developed but only partially
implemented

Facility relocation plans have been
implemented and are included in
annual testing

Facility plans include Public/Private
response and incorporate a level of
functional decentralisation

Business continuity management - workshop

Deloitte Global BCM Benchmark 2008

24

Don’t know

There is limited company awareness regarding
the need for alternate workspace and the
relocation of critical business processing

Relocation strategies have been identified,
however back-up facility plans have not
been documented

Facility relocation plans have been developed
but only partially implemented

Facility relocation plans have been
implemented and are included in
annual testing

Facility plans include PublicPrivate response
and incorporate a level of functional
decentralization

149%

B Aware M Committed

0% 10% 20% 30% 40% 50%

Business continuity management - workshop

Committed
m Aware
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Deloitte Global BCM Benchmark 2008
Program enablers in place

Remote Electric Data Vaulting

Off-site storage for critical recovery materials
Server Remote Mirroring

Remote data replication software

Business continuity plan development software
Business Impact Analysis Software

Second data center configured for disaster recovery

Pre-configured office space, ready for occupancy

Disaster kits for emergency teams

Emergency notification system/software for
rapid message dissemination

E-mail server backup/recovery capability

Hot Site
Cold Site

in a disaster

66%

87%

0% 20% 40%

W Aware  ECommitted

60%

80% 100%
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BC spending increases with company revenue

AHow much

>$9.9B

$5B - $9.9B

$2B - $4.9B

$1B - $1.9B

Revenue

$500M - $.9B

$250M - $499M

<$250M

does your company
technology, servi

e 7 7 A
TN : s : 0
e
I ¢ (2.
e s 32
. 21
21

DR spend

Base: 250 disaster recovery decision-makers

spend annually o
ces, and | abor) ?c
B <1.49M
B $1.5M - $2.9M
B $3M - $5.9M
$6M - $9.9M

H $10M - $19.9M
H $20M - $49.9M
B >$49.9M

Source: Forrester/Disaster Recovery Journal Global Disaster Recovery Preparedness Online

Survey, October 2007
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Testing
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Mini survey
Does your organization test the BC/DR plans?

a. Notesting of DR and BC plans has
occurred during the past year

b. A formaltesting program is
included within the overall BCM
program

c. ADR and BC testing program
exists and periodic tests are
performed

d. Arange of tests, from table top to
simulation, are performed regularly 1
and are tracked for follow up of
missed objectives

e. Integrated tests involving crisis 1
management, DR, BC, and critical
vendors are performed at least
annually

c = Committed
H Aware
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Deloitte Global BCM Benchmark 2008
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BC tools
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