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Security will ultimately enable virtualization

Reality

Myth
Red Pill and Blue Pill programs make 

virtualization insecure 

Security is the primary driver for 

desktop virtualization

Reality
Security will drive more secure server 

environments
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Desktop virtualization, server virtualization: all 
require the same tools as before . . .

ÅVirtual machines think they are real ï

you must treat them as such

» Patch management

» Configuration management

» Antivirus security updates

» Access control

ÅEach tool will keep machines up-to-

date with latest security updates and 

secure configurations
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. . . However, there are a few additional 
processes you must add

Offline

VM

ÅOffline VMs brings new challenges to 

the environment

» Supplement agent-based tools with 

tools that can update an offline 

machine

» Or, make sure to scan VMs so old 

vulnerability donôt make their way 

into a production environment

ÅFirewall-enable each VM ïyou canôt 

guarantee a physical appliance is 

inspecting traffic
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Recommendations

> Security is an enabler

> Data centralization

> Better endpoint security

> Standardization of server environment

Shift your mindset

> Virtualization can strain organizational silos

> Train desktop, server, network, and 

storage admins on VM management

Cross train VM 

management

> Create óGoldô images for rapid VM 

deployment

> Eliminates error associated with 

configuring systems for hardware variants

Use standard templates 

> Offline patching and preflight checks for 

production VMs

Look for virtualization-

aware tools
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