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Security will ultimately enable virtualization

Reality

Myth
Red Pill and Blue Pill programs make 

virtualization insecure 

Security is the primary driver for 

desktop virtualization

Reality
Security will drive more secure server 

environments
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Desktop virtualization, server virtualization: all 
require the same tools as before . . .

ÅVirtual machines think they are real ï

you must treat them as such

» Patch management

» Configuration management

» Antivirus security updates

» Access control

ÅEach tool will keep machines up-to-

date with latest security updates and 

secure configurations
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. . . However, there are a few additional 
processes you must add

Offline

VM

ÅOffline VMs brings new challenges to 

the environment

» Supplement agent-based tools with 

tools that can update an offline 

machine

» Or, make sure to scan VMs so old 

vulnerability donôt make their way 

into a production environment

ÅFirewall-enable each VM ïyou canôt 

guarantee a physical appliance is 

inspecting traffic
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Recommendations

> Security is an enabler

> Data centralization

> Better endpoint security

> Standardization of server environment

Shift your mindset

> Virtualization can strain organizational silos

> Train desktop, server, network, and 

storage admins on VM management

Cross train VM 

management

> Create óGoldô images for rapid VM 

deployment

> Eliminates error associated with 

configuring systems for hardware variants

Use standard templates 

> Offline patching and preflight checks for 

production VMs

Look for virtualization-

aware tools
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Hypervisor

ÅMonolithic ÅMicrokernelized

ïSimpler

ïCheaper

ïUse existing drivers

Hypervisor
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Windows Hypervisor

Server Hardware

ÅStack canaries (/GX)

ÅNoExecute (NX)

ÅCode pages marked read-only

ÅLimited exception handling

ÅDigitally signed

ÅSecurity Development Lifecycle

ïThreat modeling

ïStatic analysis

ïFuzz testing

ïPenetration testing
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ÅMemory protection

ïMapping of physical memory to partition memory

ïCan supersede R/W/X guest page table access rights

ÅI/O protection

ïHV enforces parent policy for guest access to I/O
Åv.1: guests have no access

ÅHV interface

ïParent sets policy for guess access to hypercalls, 

instructions
Åv.1: guests have no access to privileged instructions

ÅIntegrates with AzMan

ïDepartment- and role-based administration

ïSegregate who can manage groups of VMs

ÅDefinable functions:

ïStart, stop, create, add hardware, change image

ïNone require server or domain admin

ÅShared resources are protected

ïISO disk images always read-only

ïWrite functions invoke copy (differencing disks)
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Patching the hypervisor

Windows Update

Managing lots of virtual machines

System Center ïVirtual Machine Manager

Minimize risk to the Root Partition

Utilize Server Core
Donôt run arbitrary apps, no web surfing

Run your apps and services in guests

Use AzMan to reduce admin privilege

Connect to back-end management network
Only expose guests to internet traffic

Enable NX and Virtualization in BIOS

Networking

Virtual Switches

VLANs

Dedicated NIC for root partition

Storage

BitLocker
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