&) vimware:

The Future Of Datacenter Security

Disclaimer

This session may contain product features that are
currently under development.

This session/overview of the new technology represents
no commitment from VMware to deliver these features in
any generally available product.

Features are subject to change, and must not be included in
contracts, purchase orders, or sales agreements of any kind.

Technical feasibility and market demand will affect final delivery.

Pricing and packaging for any new technologies or features
discussed or presented have not been determined.

AiThese features are representative of feature
subject to change, and must not be included in contracts, purchase orders, or sales agreements of
any kind. Technical feasibility and mar ket dema
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Virtual Datacenter OS from VMware

J2EE Web 2.0

Availability Security Scalability

vCenter VMware Infrastructure -> Virtual Datacenter OS

vServices vCompute vStorage vNetwork

Where Does Security Fit In The Architecture?

J2EE Web 2.0

vCenter VMware Infrastructure -> Virtual Datacenter OS

vServices vCompute vStorage vNetwork




Agenda

K The Impact Of Virtualization On Security
Technologies

1 Security Advantages of Virtualization

1 New Security Architectures Through
Virtualization

M Virtualization Security Futures

Letds Focus On The | mpmaSeturit®d

B What 6s new?
& Desktops That Look Like Servers
2 Insight Thr ough Hypervisor API 6s

2 Appliances Go Virtual
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What 6s New Wi th VMirtuali za

K Virtualization decouples physical resources from the
OS & applications

2 Allows for interposition and introspection

ML Machines are now Afreeze dr
& Allows for online and offline operations

i HW to SW machine transformation

2 Enables deployment flexibility and increased density

K Machine mobility within the datacenter

& Requires deeper integration of security products
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Virtualization 7 Any Free Lunch?

~

MANo free luncho rule appl

The Good The other side

Easy machine creation AVM sprawl o

Mobility Breaks static security
Hypervisor New layer to be secured

&) vmware'
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What 6s The I mpact

Virtualization decouples applications and OS from
underlying HW

Core hypervisor platform is in
intelligenceis moved up to the next layer

Intelligentinfrastructure dynamically manages machines
Machines go online/offline

Machines move in the cluster

Machines are cloned and multiply

DRS & Power Management

Automatic load balancing across compute resources

Dynamic capacity for security solutions

Relieves pressure to overprovision up-front capacity

= 0= W 8 =

Virtualization Drives Re-Centralization Of Systems

s : ] Service-Oriented
Mainframe Client Server Web/n-Tier Web 2.0

Decentralized
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Offline Access
Clients Virtual Desktop VMware
Manager Infrastructure

| —

AEnd-users can check in and out of
their Virtual Desktops

AAdministrators can extend security
policies to the local PC

AProvides full user experience

VirtualCenter

Power Management [& Of f i

Client VMware
IEHES Infrastructure

E E Offline Ops
D g ' D Patch
s 2 Malware Scan

Configuration
Backup

=

VirtualCenter

() vmware



() vmware

ALIinked Cloneo Techng
Updated

K Currently in Workstation/View products

p Benefits
Storage cost savings
Quick Provisioning
Simplified updating
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What 6s The | mpact

K Ability to apply server-strength security to the desktop

|1 Better updates, patching, compliance, firewalling,
protection, signature updates é

M Security can be applied to machines through file
operations

M Many fAonlined operations ca

m Patching, compliance checks, configuration, etc.
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Il nsight Through Hypervisor API 6s
Security solutions are facing a growing problem

& Protection engines do not get complete visibility in and below the OS

& Protection engines are running in the same context as the malware they are
protecting against

@ Even those that are in a safe conte
protection has no host visibility).

Virtualization can provide the needed visibility

& Better Context i Provide protection from outside the OS, from a trusted
context

& New Capabilities i view all interactions and contexts
CPU
Memory
Network

Storage
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VMsafeE Enabl es Application P

2 Virtual appliances from partners protect VMs by inspection of
virtual components

2 Application-specific policies
2 Complete integration with VMotion, Storage VMotion, HA
2 Integrated security solutions within the virtual infrastructure

ESX with VMsafe

&) vmware'
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VMsafeE API s
APl 6s for all virtual hardware compo

CPU/Memory Inspection

QQ m Inspection of specific memory pages being used by the VM or it applications
m  Knowledge of the CPU state
m Policy enforcement through resource allocation of CPU and memory pages

Networking
m View all 10 traffic on the host

m Ability to intercept, view, modify and replicate 10 traffic from any one VM or all V M bos
a single host.

m Capability to provide inline or passive protection

Storage
m  Ability to mount and read virtual disks (VMDK)
m Inspect IO read/writes to the storage devices
m Transparent to the device and inline of the ESX Storage stack
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Another member of the Ecosystem

VMware and Cisco are
collaborating to enhance
workload mobility and
simpler management with
virtualization-aware
networks

i
clsco Nexus 1000V

&) vmware'
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What 6s The I mpact

K Gives security products the ability to
2 Introspect machines

2 Interpose on machine activities

& Operate in an isolated context
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Virtual Appliances
o A safer way to distribute and run applications
2 i J uEsnto u g h JeO®S)oThig and hardened

m Does not need to support special hardware

m Only needs to support the specific functions needed by the
service,

2 Less infrastructure needed for development
m No dedicated hardware --- much more extensive QA possible

m Result: a more thoroughly vetted product.

2 VMware Certified Virtual Appliances T

m Securely designed
m Genuine

VIRTUAL
| AFPLIANCE §

m Guaranteed to be maintained

&) vmware'
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Virtual Appliances

K HW appliances already moving into VMs

2 Load-bal ancers, |1 DS, Firewall s,
2 Virtualization helps manageability and capability

| Partners plug into common service interface
ETodayd6s Examples: SRM, VCB,
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What 6s The I mpact

Overcomes the limitations of physical topology and
architecture

Deploy anywhere

Increases the density and granularity of security
within the datacenter

2 Leverage the same benefits of not having a hardware appliance

2 Deploy as many appliances as necessary
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