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The Problem

Organizations are adopting virtualization technology to 

reduce total cost of ownership and improve quality of 

service of IT. 

While virtualization offers substantial benefits, the 

virtualization platform -virtual machine relationship 

introduces new security considerations. 
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Agenda
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Source: Pandit, Vivek and Rajesh Srinivasaraghavan. ñA Fresh Wind for Offshoring Infrastructure Management.ò 
Information Technology , October 2008.

Virtualisation
The Promise

> Between 2008 and 2010, non labour costs are 

expected to fall by ____ percent, thanks to 

innovations such as virtualisationé

a) 11

b)

c) 29

d) 70

54

Virtualisation
The Bright Side 

> Extremely Efficient Use of Hardware

Á Approaching 100% utilization

Á Server Consolidation and Containment

> Faster, More Flexible Provisioning 

Á New ñmachinesò up in minutes; not days

Á Consistent and repeatable

> Greatly Decreased Downtime/High Availability

Á VMotion; VMware High Availability

Á Isolation: One VM crash affects no others

> Vastly Improved Disaster Recover Capabilities

> Substantial Cost Savings
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Virtualization
The Dark Side

> Resource concentration means greater exposure

Á Each physical system becomes more critical

> Virtual Machines != Physical Machines

Á Copying VMs becomes a possibility

> Lower threshold to provision new machines

Á Can lead to ñVM Sprawlò.

> Increased Complexity

Á More to account for and control
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> What is it and why does it matter?

PRIVILEGE

Yes to virtualisation...but not without protection                                                                 Copyright © 2 009 CA

Privilege
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Privilege ïWhy Does it Matter?
Unix Admin Pleads Guilty
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Privilege ïWhy Does it Matter? 
Admin steals data
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