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The Prob‘iem
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Organizations alr;e:‘agloppng virtualization technology to
reduce total cost awnership and improve quality of
serviceof IT. =
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While virt,ualization offers substantial benefits, the
virtualization platform~ -virtual machine relationship
introduces new security considerations.




Virtualisation
The Promise

> Between 2008 and 2010, non labour costs are

expected to fallby  percent, thanks to

i nnovations such as virtual.
a) 11
b) 54
c) 29

d) 70
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> Whatisit and why does it matter?
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Privilege 7 Why Does it Matter?

Unix Admin Pleads Guilty

Unix admin pleads
guilty to plantin9
logic bomb

A former Unix system administrator at a
us prescrip\ion management firm has
pleaded guilty ina US court to attempting
to sabotage critical data on more than 70
servers, including individual prescription
drug data.

Computer World, September 24th, 2006

Apparently angered by the prospect of
losing his job, on 2 October 2003 Lin
created a "logic bomb" by modifying
existing computer code and inserting new
code into Medco's servers.

The case is one of the most egregious
examples yet of attempted computer
sabotage by an insider, assistant attorney
Erez Liebermann told Computerwoﬂd.
Unlike most malicious logic bombs, which
are designed 10 disrupt operations Of
inflict financial damage. Lin's malicious
code could have affected "life and limb,"
Liebermann said.
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Admin steals data

Yest
o virtualisation...butnot without protection

Copyright

©2 009 CA m



