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Enterprise Risk Management frameworks

Committee 
of sponsoring 
organizations 

(“COSO”) 
ERM

Her Majesty‟s (“HM”) 
Treasury UK

Turnbull / Flint UK

Australia / New 
Zealand (“AS/NZ”) 
Risk Management 

standard 4360

Organizations should select a framework or confirm the existence of a framework that is appropriate and robust.

There are a number of frameworks to choose from:

The content of the framework will provide a clear structure for your 
risk management activity. 

KPMG Risk Management Framework
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Frameworks

AS/NZ 4360 standard Treasury 

Assess risk

Establish the context

Identify risks

Analyse risks

Evaluate risks

Treat risks
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Assessing risks
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and learning
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Frameworks (continued)

COSO ERM

Internal environment
 Philosophy regarding risk management
 Establish risk culture
 Affect on risk culture

Objective setting
 Consideration of risk strategy in objective setting
 Forms the risk appetite of the entity
 Risk tolerance aligned with risk appetite

Event identification
 Differentiates risks and opportunities
 Opportunities channelled into   strategy setting
 Addresses how internal and external factors combine 

and interact to influence the risk profile

Risk assessment

 An events‟ impact on objectives
 Quantitative and qualitative methodologies
 Time horizons
 Inherent and residual

Risk response
 Identifies and evaluates responses to risk
 Evaluates options in relation to risk appetite, cost vs. benefit, effect on 

likelihood / impact
 Selects and executes response

Control activities
 Policies and procedures
 All levels and functions

Monitoring
 Ongoing monitoring activities
 Separate evaluations
 Combination of two

Information and Communication
 Identification, capture and communication of 

pertinent information throughout the organization
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Frameworks (continued)

KPMG’s View on ERM:

Enterprise Risk Management (ERM) is an organization-
wide approach to the identification, assessment, 
communication, and management of risk in a cost-effective 
manner – a Holistic Approach to managing risk

ERM is a dynamic process which is focused on protecting an organization’s value proposition

• Business and industry risk environment

• Risk management and organizational objectives
• Risk Appetite

• The control environment
• Roles and responsibilities

• Organization structure for risk management
• Training and education

Risk Governance

• Risk categorisation

• Risk tolerance and appetite
• Gross and net risk

• Risk assessment and evaluation processes
• Risk management language

• Controls analysis

Risk Assessment

• Risk mitigation and control improvement

• Cost of risk and risk-based performance 
assessment

• Risk and control support to decision making
• Risk and control information supporting 

capatical allocation and compensation 
processes

Risk and Control Optimization

• Management self-reporting and monitoring

• Risk management KPIs and KRIs
• Functional oversight (board, risk committee, 

audit committee)
• Risk-based audit and third party assurance

• External reporting and disclosure

Risk Monitoring and Reporting

• Risk quantification techniques

• Market, operational, credit and business 
environment risk

• Risk management and capital allocation
• Entity-wide risk aggregation

Risk Quantification and Aggregation
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Risk Register Risk Template and Risk 
Profile

Risk Profile and Heatmap Risk appetite and Risk 
Analysis

Risk action status reporting 
and business planning

• Annual process

• Simple risk register format, 
group-wide, including risk 
improvement actions 

• Biannual process

• Detailed risk template for 
key risks

• Prioritized risk profile 
reported

• Basic categorization model

• Bi annual process

• Categorization based on 
key business objectives

• Focus is on key areas of 
weakness

• Top down & bottom up info 
to create the Group risk 
profile

• Business Units use to 
prioritize daily activities

• Quarterly process

• Risks assessed against 
Group & individual risk 
appetite

• Risk appetite & analysis 
integrated in Group 
business planning

• Risks assessed against 
business plan actions & 
goals

• Risk information used by 
all Group Functions

• Risk assessment is well 
understood group-wide

• Quarterly risk reporting 

• Focus on actions, progress 
& other KRIs

• Regular Management and 
Board agenda item

• Embedded into management 
information systems

• Integrated into the business 
planning cycle at all levels

• Risks and business plan 
actions are intrinsically 
linked

• Acts more as a database 
rather than a management 
tool

• Group risk profile based 
solely on either „bottom up‟ 
or „top down‟ information

• Risk information is not 
formally linked to the 
business planning cycle

• Limited use of KRIs to 
assist with the 
management of risks

• Objective setting and 
business planning process is 
immature

Determining the risk profile 
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Example Executive Summary Risk Management dashboard

Strategic, Business Unit and Support Function risk distribution - Residual

Action status for red and orange risks 

Support FunctionsCorporate Finance
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EMEA (Excl. UK & 

Ireland)

FinanceUK & Ireland

PiedaStrategic
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Deferred or passed proposed completion date In progress Completed

Action status for red and orange risks 

(Includes Business plan actions and Further actions for control)

March  updateDec update
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Example Strategic risk action status scorecard

SR9

SR8

SR7

SR6

SR5

SR4

SR3

SR2

SR1

Risk 

No
Owner Next steps /  completion date

Actions deferred or past completion 

date
StatusRisk Description

Failure to manage and meet city 
expectations

Failure to recruit and retain key team / 
office in support of business plan

Failure to manage adequately a major 
client conflict

A major and prolonged pan-European / 
Asian economic downturn

Infrastructure and systems do not 
adequately support current and future 
needs of the business

Lack of management team capacity to 
deliver the business plan

Failure to make appropriate investment 
decisions and integrate successfully

Failure to respond to changing client 
needs (geographic/services)

A major and successful claim against the 
business which is uninsured or in excess 
of Professional Indemnity (PI) cover

2

1

1

10

10

10

10

10

10

10

10

10

10

10

10

10

10

10

10

10

10

10

10

10

10

10

10

Company 

Risk Ref

Local 

Risk 

Ref

Risk Source Risk Type Risk Description

Probability Impact 

Risk 

Score

Existing Risk 

Treatment

 Existing 

Treatment 

Cost

Probability Impact 

Risk 

Score

Action for Further 

Risk Treatment

Unique ID No Where is the 

source of the 

risk?

See Risk 

Source

What is the 

nature of the 

risk?        

See Risk 

Type

What might occur and the impact if  it 

does?

(1=Rare, 

2=unlikely, 

3=moderate, 

4=likely, 

5=almost 

certain)       

See Risk 

Scoring

(1=Minor, 

2=moderate, 

3=signif icant, 

4=major, 

5=catastrophic)                                                

See Risk 

Scoring

Do nothing 

in this 

colomn       

X

What existing processes 

/ controls are in place to 

manage the risk?

What is the 

est. cost of 

these 

treatments

(1=Rare, 

2=unlikely, 

3=moderate, 

4=likely, 

5=almost 

certain)       

See  Risk 

Scoring

(1=Minor, 

2=moderate, 

3=signif icant, 

4=major, 

5=catastrophic)                                                

See Risk 

Scoring

Do nothing 

in this 

colomn       

X

Consider w hether 

further risk treatment is 

necessary in 

accordance w ith 

w hether the residual risk 

is Red, Amber or Green.

See Risk Scoring 

CR9 AS4 Ext Sources Finance If County level local Government is 

abolished there might be the potential 

loss of business affecting revenue 

generation 4 4

28 Developing relationships 

w ith the Districts and 

Private Sector customers 

w ho w ould take over the 

activities to influence 

transfer of activity

4 3

24 No further action can be 

identif ied.

CR19 AS15 A/Relationships Finance Failure of partnership w ith LCC might 

lead to cancellation of the contract 

and loss of future revenue
2 5

26 Regional infrastructure 

designed to carefully 

manage deliverables 

under contract and 

customer relationship 

strategy in place

1 5

23 No further action can be 

identif ied.

CR1 HR1 Ext Sources Governance Externalisation of LCC w ould result in 

loss of services by both National and 

local politically driven initiatives 

affecting revenue generation

3 3

21 Efforts are being made to 

sell these services to 

other customers as it has 

been proven that there is 

market

£20K pa

3 3

21 No further action can be 

taken 

CR3 HR3 Ext Sources Finance Loss of business for Options 

Services ow ing to Government 

changes in funding mechanisms and 

market changes resulting in a loss of 

revenue stream

4 3

24 Find new  partners and 

consider changes of 

ow nership of service

<£10K

3 3

21 Discussions are ongoing 

w ith the Council for them 

to pick up any shortfall

CR4 IT1 Resource Mgt Technology Loss of IT capability w ould mean that 

service streams reliant on technology 

w ould be halted effecting KPIs and 

the Region w ould not be able to pay 

our suppliers etc.

3 4

25 In negotiation w ith Logica 

re IT disaster recovery 

and some documented 

processes w ithin service 

streams on behalf of 

service delivery to the 

Council.

£50K 

regionally

3 3

21 Service streams to 

identify and document 

manual processes to be 

held w ithin SAP manual 

in the event of loss of  IT.

CR10 AS5 A/Relationships Integrity The political corruption issue w ithin 

the Council betw een the Leader and 

CE might mean that the company is 

caught in the middle leading to 

potential loss of business and long 

term delay in decision making for 

existing business  

4 3

24 Provide support to Senior 

Officers and CE by 

providing suff icient 

information to make 

decisions that could 

otherw ise be delayed

3 3

21 No further action can be 

identif ied as this is 

outside of Regions 

control

CR13 AS8 Strategic Mgt 

Process

Finance Regional parochialism might lead to 

loss of business opportunity and 

eff iciency of w orking resulting in 

duplication of effort and cost

4 3

24 Cross regional w orking 

groups being established 

eg Sales, SDMs and 

Operational Managers.

3 3

21 Continuing to participate 

in w orking groups and 

influence strategy and 

approach at a company 

level

CR5 AS1 Ext Sources Int Environ In the event of a f ire, f lood, or loss of 

pow er to Mill House the Region 

w ould be unable to provide services 

to LCC and other customers

1 4

19 No business continuity 

plans currently in place

1 4

19 Business Continuity Plan 

to be developed

CR6 PR1 Ext Sources Reputation Failure of a building design by the 

Property Team may result in injury to 

occupants eg new  school resulting in 

liability claims 2 5

26 Professionally qualif ied 

staff employed and 

placement of professional 

indemnity and public 

liability insurance.  Use of 

contracts to limit liability.

1 4

19 No further action can be 

identif ied

CR7 CA2 Service Streams Compliance Failure in compliance w ith food 

safety may result in food poisoning 

leading to liability claims

2 5

26 Continued staff training 

and compliance w ith 

Hygiene Legislation

1 4

19 No further action be 

identif ied

CR11 AS6 Ext Sources Finance The company is not hitting its 

f inancial target might lead to Terra 

Firma removing f inancial support 

resulting in no funding being available 

to support the delivery of the 

business plans

2 4

22 Identify alternative 

funding opportunities and 

developing alternative 

w ays of developing 

business regionally

2 3

18 No further action can be 

identif ied regionally - 

discussions on 

corporate strategy to be 

progressed

CR15 S4 Markets Finance The company's strategic bid strategy 

for major PPP contracts might mean 

that the Region is not considered for 

smaller new  business by the Council 

3 3

21 Specif ic services for 

marketing have been 

identif ied and marketing 

proposals are being 

developed

2 3

18 Continue to develop an 

active marketing plan but 

w ill not be resolved until 

new  business is w on in 

this area

GROSS Risk Assessment RESIDUAL Risk Assessment

Risk Categorisation (Prior to the influence of treatment) (After the influence of treatment)

RISK IDENTIFICATION RISK ASSESSMENT RISK ACTION
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Analysis of Strategic risks identified

Following the completion of the Strategic Risk Register update we have analysed the risk information captured and observed the following:  

• All 14 strategic risks identified have an impact on the 2005/06 Business Goals;

• „Lack of management team capacity to deliver the business plan‟ (SR4) potentially 
impacts each of the business goals in the 2005/06 Business Plan, as demonstrated 
in Figure 1;

• Four of the strategic risks identified have a clear impact on the achievement of a 
number of the business plan goals, namely:

 „Failure to make appropriate investment decisions and integrate 
successfully‟ (SR3); 

 „Lack of management team capacity to deliver the business plan‟ (SR4);

 „Infrastructure and systems do not adequately support current and future 
needs of the businesses‟ (SR5) ; and

 „Failure to recruit and retain key team / office in support of business plan‟
(SR8).

• In support of this Figure 3 shows the 2005/06 strategic risks mapped to the 
business goals.

The number of 2005/ 06 Business Goals directly impacted by 

each strategic risk
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Figure 1

Figure 2

• Only a limited number of business plan actions address the risk „Lack of 
management team capacity to deliver the business plan‟ (SR4) although this risk 

affects all of the business goals, as demonstrated by Figure 2;

• „Failure to respond to changing client needs (geographic / services)‟ (SR2) has the 
most business plan actions associated w ith it, although it is not the risk that affects 

the most business goals, as demonstrated by Figure 1;

• 9 strategic risks identified have two or less business plan actions associated w ith 
them, therefore putting greater emphasis on their successful implementation and 

need to ensure that additional actions are identified and delivered; and

• It is difficult to assess the strength of management focus on a particular business 

plan action as they are not currently prioritised.  Moving forward business plan 
actions could be prioritised w ith reference to the strategic risks therefore providing 

focus on the key business plan actions.
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CONTENT REPORTING PERFORMANCE & DECISION MAKING
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Example Strategic risk action status scorecard

SR9

SR8

SR7

SR6

SR5

SR4

SR3

SR2

SR1

Risk 

No
Owner Next steps /  completion date

Actions deferred or past completion 

date
StatusRisk Description

Failure to manage and meet city 
expectations

Failure to recruit and retain key team / 
office in support of business plan

Failure to manage adequately a major 
client conflict

A major and prolonged pan-European / 
Asian economic downturn

Infrastructure and systems do not 
adequately support current and future 
needs of the business

Lack of management team capacity to 
deliver the business plan

Failure to make appropriate investment 
decisions and integrate successfully

Failure to respond to changing client 
needs (geographic/services)

A major and successful claim against the 
business which is uninsured or in excess 
of Professional Indemnity (PI) cover
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Reporting risks

There are a number of simple tools that present risk information in such a way as to make it easy to review and challenge.

Risk Profile

2. What does this tell you?

• Key risks and their significance vs. appetite

• Concentrations of risk

• Control effectiveness and reliance

• Gaps in perceived risk across business

• Opportunities for control rationalization

• Controls that reduce likelihood and those that reduce 
impact

3. What else is important?

• Movement over time

• Risk trends

• Where assurance comes from 

• Context commentary from management

• Improvement areas and associated actions

• Action and accountability update

1
2

3
4

Lik
eli

ho
od

?

?

?

1. What are our key risks?

4. What should be reported and when?
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Example Executive Summary Risk Management dashboard

Strategic, Business Unit and Support Function risk distribution - Residual

Action status for red and orange risks 

Support FunctionsCorporate Finance

Marketing
EMEA (Excl. UK & 

Ireland)

FinanceUK & Ireland

PiedaStrategic

10 10 10

10 10 10

10 10 10

10 10 10

10 10 10

10 10 10

10 10 10

10 10 10

Deferred or passed proposed completion date In progress Completed

Action status for red and orange risks 

(Includes Business plan actions and Further actions for control)

March  updateDec update
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Our experience of a typical risk profile confirms there are broader 
risks to think about

When you look at a typical risk profile now compared to three years ago there are many more potential risks.  To make sense o f this, you need to 
think about the time horizon to know where to focus.

Key: Timeline

3-5 years
1-3 years
Now
Additional risks

Source: KPMG LLP (UK)’s aggregated experience facilitating client risk assessment workshops

Geopolitical and 

security risk

Oil prices

Rising cost of 

employee 
benefits

Innovation

Regulatory 

compliance
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pressures

Outsourcing

Changing 

market 
conditions

Bankruptcy & 

credit risk

Management data and 

transparency

Macroeconomic 

& financial riskCountry risk

Attract and 

retain staff

Governance

Major 

customer 
default

Demography

IT networks and 

security

Self-reporting 

relationships

Fraud 

Insurance 

coverage

Energy & climate

Financial 

reporting

Corporate 

responsibility 

Emerging 

markets

Supply chain

Transfer pricing

Health

Off-shoring

Ecological

Business 

continuity

Human rights

Pensions

Product pipeline

Product 

liability 

Physical asset 

protection
Tax

Treasury

Reputation

Technology

Market risk

Financing risk

Foreign 

exchange risk

Commoditisatio

n

Terrorism

Natural hazard 

risk

Inflation

Human capital 

risk

Now

IP 

Managemen
t

3-5 Years 1-3 Years

Start-ups, 

alliances and 
acquisitions
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Risk Management within an Information Security Management System

Source: ENISASource: ENISA publication: Risk Management: Implementation principles and Inventories for Risk Management/Risk Assessment

methods and tools, June 2006
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Risk Management within an Information Security Management 
System

Source: ENISA publication: Risk Management: Implementation principles and Inventories for Risk Management/Risk Assessment

methods and tools, June 2006
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Techniques for Management of IT Security

Source: ISO TR 13335-3, Information Technology – Guidelines for the management of IT Security –

Part 3: Techniques for the management of IT Security
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Information Governance – Information LifeCycle Management

KPMG‟s Information Governance services 
assist organizations with designing personnel, 
process, technology, and controls that address 
compliance requirements, while also protecting 
the most important information assets

KPMG‟s approach encompasses the complete 
governance lifecycle, helping to enable clients 

to choose the appropriate services to achieve 
their specific business needs.

Information Governance is KPMG„s management framework 

that helps clients protect information based on its business 

value and associated risks.
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Information Governance – Information LifeCycle Management

Privacy
The handling and protection of personal identifiable information 
(PII) that individuals provide in the course of everyday 
transactions, electronically or otherwise. 

IT Security
The process of protecting data from unauthorized access, use, 
disclosure, destruction, modification, or disruption.

Third-Party Management
The process of managing external entities that may process or 
store information owned or originated by an organization.

eRecords Management
The planning, controlling, directing, organizing, training, 
promoting, and other managerial activities related to the creation, 
maintenance and use, and disposition of electronic records.

Data Flow Analytics
The process of classifying and managing the flow of information 
assets within an organization.

Data Classification
The process of dividing data sources (documents, applications, 
databases, etc.) into groupings to which defined level of controls, 
protection and policies can be applied to support business 
objectives.

Information LifeCycle Management (ILM)

The core of our approach focuses on ILM which 

comprises the policies, processes, practices, and 

tools used to align the business value of 

information with the most appropriate and cost 

effective IT infrastructure -- from the time 

information is conceived through its final 

disposition. 
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Information LifeCycle Management

KPMG‟s approach also aims to gain an understanding of the risks associated with your information 
across its lifecycle.  Key considerations are as follows:

Phase 1 – Generation
• Ownership

• Classification

• Governance

Phase 5 – Storage
• Access Control

• Structured versus Unstructured

• Integrity/Availability/Confidentiality

• Encryption

Phase 2 – Use
• Internal versus External

• Third Party

• Appropriateness

• Discovery/Subpoena

Phase 3 – Transfer
• Public versus Private Networks

• Encryption Requirements

• Access Control

Phase 6 – Archival
• Legal and Compliance

• Offsite Considerations

• Media Concerns

• Retention

Phase 7 – Destruction
• Secure

• Complete

Compliance
• Audit & Regulatory

• Legal

• Measurement

• Business Objectives

Phase 4 – Transformation
• Derivation 

• Aggregation

• Lineage

• Integrity
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Where is my information ?

Microsoft submission to Federal Rules Committee
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Notebooks

Mainframes &

Storage Servers

PCs & Workstations

CD’s & DVD’s

Tapes

Solid State

Storage

Scanner

Printer

Copier

Fax Machine IP Telephone

Ipods/Mp3

players

Removable

Disks

Recycle Bin

Voicemail

E-mail

PDAs & Cell Phones

6

What about here?
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Potential Data Privacy Breach Costs

Measurable Costs *

Average costs to 
address a breach:

Direct incremental 
cost:

Lost productivity 
costs:

Customer opportunity 
costs:

• $197 per 
compromised record

• $6.3 million per 
breach, ranging from 
$226,000 to $22 
million

• $54 per lost record

• Unbudgeted, out-of-
pocket spending. 
Includes free or 
discounted services 
offered; notification 
letters, phone calls, 
and emails; legal, 
audit and accounting 
fees; call center 
expenses; public and 
investor relations; and 
other costs.

• Averaged $30 per lost 
record for lost 
employee or 
contractor time and 
productivity diverted 
from other tasks

• Averaged $128 per 
lost record, covering 
turnover of existing 
customers and 
increased difficulty in 
acquiring new 
customers

*Ponemon Institute, LLC, November 2007, “2007 Annual Study: Cost of a Data Breach” -- Examined the costs incurred by companies after experiencing an 
actual data breach. Results were not hypothetical responses; they represent cost estimates for activities resulting from actual data loss incidents.
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What could a Data Privacy Breach Cost Me?

Data breach costs by center per record compromised, 2005–2007 *

*Ponemon Institute, LLC, November 2007, “2007 Annual Study: Cost of a Data Breach” -- Examined the costs incurred by companies after experiencing an 
actual data breach. Results were not hypothetical responses; they represent cost estimates for activities resulting from actual data loss incidents.

Data Loss Barometer - Survey
September 2008

FINANCIAL ADVISORY SERVICES

ADVISORY
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Data loss – The scale of the problem

Data loss incidents vs. year

 1034 data loss 

incidents since 

January 2005

 Increasing technology 

reliance contributes to 

an increasing number 

of incidents

0 100 200 300 400 500

2008

2007

2006

2005

Number of incidents

Actual Estimated

Source:  KPMG LLP (UK)
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Data loss Incidents

Number of incidents vs. type of breach

0 20 40 60 80 100 120 140 160

Web / network exposure

Removable media theft / lost

PC theft

PC lost

Improper disposal

Human / system error

Hard copy theft / lost

Hacking

Dishonest current / former employee

Number of incidents

Internal

External

Unknown

Source:  KPMG LLP (UK)

 589 incidents since 

January 2007

 25% involve PC theft

 16% web/network 

exposure

 13% hacking
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Data loss source

Security breach source

 External breaches are 

more difficult to 

predict and control

 Internal breaches are 

more common

Internal

50%

Source:  KPMG LLP (UK)

External

44%

Unknown

6%
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Types of data loss

People affected vs. data type

 77m people had 

personal data 

revealed

 139m disclosures 

relate to financial 

information

 Preventative rather 

than reactive 

measures are key to 

data protection

Source:  KPMG LLP (UK)
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Information LifeCycle Management – Data Classification
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Why classify data?

Increasingly, organizations are leveraging data classification programs as a foundation for (a) 
identifying their most valuable and risky information assets and (b) re-allocating resources to 
address its most valuable and risky information assets. 

Specifically, a data classification program can assist with:

Client & Customer

Meet client expectations and requests

Assist with marketing initiatives

Improve and instill confidence of customers, clients, 
employees, and business partners

Meet regulatory and compliance obligations

Achieve and sustain the increasing number of external 
partner and audit requirements

Improve information management and protection

Re-allocate resources to align financial spend to the 
information assets that are most valuable or risky

Improve business intelligence by further understanding 
how the organization utilizes its information assets

Compliance & 
Financial
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What is Data Classification?

Data Classification Defined

• Framework by which value is placed on information, so it can be 
managed with appropriate levels of sensitivity and protection;

• Used as a tool to determine how much effort, money, and resources 
are allocated to protect data and control access and use; and

• Program to be used by all employees and trusted third parties who 
handle information on behalf of the organization.
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Sample data classification

Sample data classifications include:  

– PUBLIC:  Information used to promote, 
share, or openly communicate with 
anyone;

– INTERNAL USE ONLY:  information 
shared internally across business 
units, teams, and partners;

– CONFIDENTIAL: information 
distributed on a “need to know” basis 
only; and

– SECRET:  confidential information that 
is purposefully designated or identified 
as restricted due to its significant value 
and/or risk to the organization 

Remember…

Information assets may start 
out as Confidential, but then 
end up as Public.

Information can change its 
classification over time!!
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Public Internal Use Only Confidential Restricted

Four classifications provide a practical way to manage the costs 
associated with protecting information assets

Ex. Information Asset

Information Asset 
Distribution 

and

IT Security Cost of 
Control (factors are an example)

Representative Controls

Classification Schema

No controls  Strong password

 Inactivity Timeout

 Current Antivirus

 “Confidential” Label

 Transfer Encryption 

 Confirmation of 
receipt

 Printed reports 
locked away

 Storage Encryption

 Transfer encryption

 Host IDS

 Audit Trail

 Character Masking

Charitable Announcement Intranet Customer Application Password File

Public Internal Use Only Confidential Secret

x

14x

85x
80x

Note: the red line 
and text indicate 
example IT cost of 
control

© 2009 KPMG Advisory, a civil limited cooperative company (known by the Dutch initials BCVBA; known by the French initials SCRL civile) and a 

member firm of the KPMG network of independent member firms affiliated with KPMG International, a Swiss cooperative. All rights reserved. 33

Sample Data Classification Controls Matrix

Actions  Accessing Delegating Storing Sending Bulk 

Distrib. 

Backing-

up 

Copying Retaining Disposing

Secret Granted to select 

individuals only.  
System specific 

authorization; 
network 

authentication at a 
minimum. Dual 

factor 
authentication 

should be 
considered. 

Not permitted Encrypted  Encrypted Not 

permitted 

Encrypted. Should be 

encrypted 
on 

removable 
media. 

Granular 

and non-
automatic 

retention 
required. 

Physically 

destroy all 
disposable 

removable 
media.  Secure 

wipe all copies 
from hard disks, 

and from 
permanent 

removable media 
etc. 

Confidential Granted to 

discrete user 
groups only. 

System specific 
authorization; 

network 
authentication at a 

minimum. 

User controlled 

delegation is 
permitted; 

delegation may 
not be 

automated.  No 
external 

delegation.  
Granularity of 

actions 
delegated 

should be 
considered. 

Clear text is 

permissible. 
Encryption 

should be 
considered 

where 
appropriate. 

External

Encryption 
required 

for external 
transmissi

on; clear 
text 

permitted 
with client 

consent. 

Internal 
Clear text 

permitted. 

Encrypted Encryption 

should be 
considered 

where 
appropriate

. 

Should be 

encrypted 
on 

removable 
media. 

Granular 

and non-
automatic 

retention 
required. 

Physically 

destroy all 
disposable 

removable 
media.  Secure 

wipe all copies 
from hard disks, 

and from 
permanent 

removable 
media. 
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Sample Data Classification Controls Matrix

Actions  Accessing Delega-

ting 

Storing Sending Bulk 

Distrib. 

Backing-

up 

Copying Retaining Disposing* 

Internal

Use Only 

Granted to internal 

XXX staff, 
recruitment 

agencies, and 
business partners.  

Network 
authentication is 

required. 

N/A Clear text is 

permissible. 

Clear text 

permitted. 

Clear text 

permitted.  
Encryption 

should be 
considered 

where 
appropriate. 

Clear text 

is 
permissible

May be 

copied 
but 

custody 
should be 

limited to 
XXX 

Automatic 

retention. 

Physically 

destroy all 
disposable 

removable 
media.  Delete all 

copies from hard 
disks, and from 

permanent 
removable 

media. 

Public General Public 

No requirement for 
authentication. 

N/A Clear text Clear text Clear text Clear text No 

restriction
s. 

Automatic 

retention. 

Delete files from 

hard disks. 
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Case: mobile data on PDA

Which level of data can be used on the PDA ?

Confidential => Min. required controls:

• Accessing: password-based authentication

• Storage: encrypted

– Interal file system

–External file system (SD card)

• Transmission: encrypted

• Copying: encrypted on removable media

• Disposing: secure wipe
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Control domains

INFORMATION

SECURITY

IMPLEMENT

ASSESS

DESIGNMONITOR
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Questions ?

Dirk De Maeyer
Manager, IT Advisory – Information Protection 
and Business Resilience
Data Protection Officer
National IT Security Officer

+32 2 708 4707
ddemaeyer@kpmg.com

Want to know more ?    Contact us

mailto:ddemaeyer@kpmg.com

