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Agenda for today

» Research In Motion
» BlackBerry architecture
- BlackBerry Infrastructure(s)
- BlackBerry Enterprise Server in detail
» Secure connectivity
- How the BlackBerry enterprise Server connects to RIM
- How OTA provisioning works
- Encryption mechanism
» Secured deployment of applications - Beyond mail
» BlackBerry handheld security
» Management and control tools ( policies ) on the BlackBerry Enterprise Server
« Security threats
« View on future...
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Research In Motion - Corporate Overview

« Company founded in 1984

« Headquarters in Canada with offices in Europe, Asia Pacific and the
United States

»  Public company; TSE: RIM; Nasdaq: RIMM

e Over 21 million global BlackBerry subscriber accounts, of which
more than 33% is outside North America

. 2.6 million subscribers were added in Q3 FY2009

«  Partnership with over 425 distribution partners in 150 countries
across the globe

Pacific and has over 12,000 employees worldwide, after hiring

«  Operations in The Americas, Europe, Middle East, Africa and Asia
approximately 4,000 new people in 2008

«  Over 200000 BlackBerry Enterprise Server (BES) installations
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BlackBerry Infrastructure(s)

NOC - North America

(sm.na blackberry.net) NOC- Europe o ‘
(sfp.eublackberny.net) 4, NOC- Asia Pacific

.9 (srp.ap.blackbemy net)
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BlackBerry Infrastructure(s)
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BlackBerry Enterprise Server in detail

SlackBerry
Management
Console

Sendce

Biactbery
Messaging
"o

] Biacktary lackbany & Mobile
Controlier Disgatcher uter Routling oooon

—— RES Center
Smcronization e oo GPRS Tower
senice

P Firewall
Port 3101

Mobila Dt Outgolng Only
senice

*#zBlackBerry.

BlackBerry Enterprise Server in detail
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Secure connection

BlackB o . . .
] E:émfi;rey Each BES is identified with unique number, to be found on CD
Solution v4.1 .
= H Fi‘:d:u::t:a\:itcan SRP Identifier :
do for your business!

example S345656
With a 40-digit associated Authentication
SRP Autentication Key :

example y2jr-b8jn-kbea-rugp-bjvd-2xpe-5dfr-xgsd-249n-4nyq

This information is known and shared between custromer and RIM

Each BlackBerry Handheld is identified with a hard coded, unique
pin number

BBPiIn :

Example 2027668F
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Secure connection

BlackBerry Enterprise Server connection towards BlackBerry Infrastructure

BES GPRS

Enterprise Blackberry
Firewall Infrastructure

SRP Connection

@ rrerEsEEs R EEsEEEsEEsEEEsEEsEEEsEEsEEEsEEsEEEsEEsERRsRRERRnE

*First action of BES at startup is connecting towards the BlackBerry Infrastructure

*As firewall is set up with outbound initiated connection, only BES can initiate the
connection

*SRP is a RIM specific protocol, end to end applied on top of TCP/IP
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Secure connection

BlackBerry Enterprise Server connection towards BlackBerry Infrastructure

Enterprise Blackberry GPRS

Firewall Infrastructure

SRP Connection

1. BES sends packet to BlackBerry Infrastructure, containing SRP Identifier

*2zBlackBerry.

Secure connection

BlackBerry Enterprise Server connection towards BlackBerry Infrastructure

GPRS

Enterprise Blackberry
Firewall Infrastructure

SRP Connection

2. BlackBerry Infrastructure sends random response request package towards
BES
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Secure connection

BlackBerry Enterprise Server connection towards BlackBerry Infrastructure

Enterprise Blackberry GPRS
Firewall Infrastructure

SRP Connection

3. After receiving response request package, BES sends acknowledegment to
BlackBerry Infrastructure

*2zBlackBerry.

Secure connection

BlackBerry Enterprise Server connection towards BlackBerry Infrastructure

GPRS

Enterprise Blackberry
Firewall Infrastructure

SRP Connection

4. BlackBerry Infrastructureresends random response request package towards
BES, this response request is hashed with the authentication key, using
HMAC-SHAL. The 20 bit result is then send to BES

*2zBlackBerry.
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Secure connection

BlackBerry Enterprise Server connection towards BlackBerry Infrastructure

Enterprise Blackberry GPRS
Firewall Infrastructure

SRP Connection

5. BES responds to random response request package, hashes it with shared
authentication key
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Secure connection

BlackBerry Enterprise Server connection towards BlackBerry Infrastructure

GPRS

Enterprise Blackberry
Firewall Infrastructure

SRP Connection

A
A 4

6. If BlackBerry Infrastructure accepts the response from BES, a confirmation
will be sent and authentication process finishes. If BlackBerry Infrastructure
rejects response, session stops and connection is dropped.

*2zBlackBerry.
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Secure connection

BlackBerry Enterprise Server connection towards BlackBerry Infrastructure

SRP Connection
E?
—_—
£ T
BES

Enterprise Blackberry
Firewall Infrastructure

GPRS

*The SRP Connection is set up via a shared (RIM &Customer) key: SRP
Authentication key

*Authentication is mutual, 2-way between BES and BlackBerry Infrastructure

«If 2 simultaneous connections occur with same SRP Identifier, both connections
will be dropped and the SRP Identifier will be locked out by RIM

*2zBlackBerry.

Secure connection

BlackBerry Infrastructure connection towards Carrier

BBPinxxx
< SRP yyyy
Eﬁv , st1 GPR

=T Carrier
3] sL2 ( »

2

BlackBerry e
Infrastructure blackberr.y.net
Protected Area

*The BlackBerry Handheld can only connect to the Blackberry.net APN, hard coded
*The BlackBerry Handheld Creates a pdp GPRS context

*BlackBerry authentication is done via BBPin BBPin, then gets IP address from carrier
DHCP pool ( Carrier Private pool — not published on Internet )

*BBPin and IP address passed over secure line to BlackBerry Infrastructure
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OTA provisioning

L B 1=

nierprise Act¥ation
facrtivating
erifing encryption.
Encryption werified
atting for services.

‘nierprise Actvall
[Email. dmau@devian2k,
[Password: kg

Enterprise Activation

. \é‘{_:hsen activating, a password is entered and used to encrypt the ETP.DAT file send to the

o BES reads ETP.DAT and checks password, if valid BES sends hashed packet to the Device
with which the device can generate a Master Key

« Once both Device and BES have a shared Master Key, the data is send to the device,
encrypted with a session key, which Device can decrypt.

*2zBlackBerry.

Encryption mechanism

* Messages delivered to and from the BlackBerry have a standard message format that
includes routing information in clear text; a 3DES/AES encrypted session key and

3DES/AES encrypted message text.

Routing information: Transmitted over the wireless network in clear text and contains
minimal information : The address of the relay, the address of the BES and the type of
message that is being sent. No information about the sender, message recipients or

message content is contained in this layer.

Blackberry Message Format

Routing Information (Clear Text) {——m Address Of Relay
Address Of BES

Type of Message:

Encrypted Session Key
<0 | = s J EMAIL

CAL
IPPP

Encrypted Message:

To: Herb

=] cc: Tim

Subject: Regular Message
Text: Hello World!
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Encryption mechanism

Encrypteor No

Key: Session

i) _Routing
Information

i) Session
Keys

Secure application deployment
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BlackBerry Message Format

:l Encrypted:Yes o

Key:

:I Encrypteor No

Key: __Master
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http://jakarta.apache.org/tomcat
.

Applications on your BlackBerry
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BlackBerry handheld security

260000000

659800000

00890000,
c@»eo

Branding
APN: Blackberry.net
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Blackberry Applications
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BlackBerry handheld security

« Content Protection
- Locally Encrypt All User Data

- Leverages Existing Handheld Password
Protection

- Enforceable Via IT Policy
- Extensible To 3rd Party Applications
- AES 256 Encryption

ecurity
ecLriby Passuword: Enabled|
Password: Becurity Timeout: 2 Min.
Fecurity Timeout: d L Halstering: o)

Lock Handheld Upon Holstering: [HiEEE.|
ontent Protection:
ontent Cornpression:
urrent Services:

Hck No seruices sk

Aotk No seruices sk

*2zBlackBerry.

BlackBerry Enterprise Server Security

Remote password setup & lock

et Handheld Password and Lock x|

This command sends a message (o the user's handheld instructing it to set
the passwoid to the one specified below. IF a passwoid is already set on the
hamdheld, the ussr will be prompted to aecept the new possword. In ary

 BES Administrator Tool Sl e
- MMC Management Console ITW Bessoer
Mew Password Again:
» Set/Change Handheld Password |

(Passwrcrds are mot sct )

T Set Dwner Information as well

Lock Hand held This will send & message ko the user's handheld instructing it ta set the

DOwner Infarmation ta the information entersd below.

Owner Mame:

Owner Information:

Set Owner Information

=
[Ed

e you sure that wou want ta send this command to this user's handheld?

L |

*2zBlackBerry.
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BlackBerry Enterprise Server Security

Remote Disable/Wipe

warmin________ |
0 This will send a message to user's handheld o tell the handheld to disable itself, Information previously stored on the

Handheld will be deleted as well,
Are you sure you want todo this?

« BES Administrator Can Remotely Disable Handheld
- Wipes All User Databases
- Erases Encryption Key

« Device Must Be Synchronized
- Same As Keying Password Incorrect X Times

» 4.0 Provides Same Wipe Function From Security Screen

*2zBlackBerry.
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BlackBerry Enterprise Server Security

Managing Security Policies

Edic TPty |
» Set Global, Group and/or Individual _
Policies ‘-; Palicy Mame: IDElauIt

e Control Almost All User EDH — [ value -
Conﬁguration Options r AIIE:Brows:rCID‘en ’

I BlowOtheiBrowserS ervices
. ™ &llowDtherE maiServi
+ Pushed Over-The-Air [l |
- No User Overrides I #llawPhone
I #lowss
I it ackupEnabled
» Desktop And Handheld Policies I AutoBackupEscludeEmal
I AuteBrackupEcludeSpne
I Auto ackupFrequency
r AutoB ackuplneludedll
D AutoSignature ﬂ
L i N [T - .

*2zBlackBerry.
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BlackBerry Enterprise Server Security

Managing Security Policies

Near 500 Policies

Policy/Regulatory Compliance
- Disable Cut/Copy/Paste
- Disable Forwarding Between Services
- Disable Out Of Band Communications (PIN to PIN)

Device Security
- Force Content Protection
- Disable Persisted Plaintext
- Enforce Password Rules

Configuration Management
- Wireless Synchronization Options
- Default/Mandatory Settings
- Application Controls

*2zBlackBerry.
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BlackBerry Enterprise Server Security

Managing Security Policies

« Passwords & Security « Message Transport
- Plain Text, S/MIME
« Network Connections - Enterprise, PIN-to-PIN
- Internal/External - Other Email Services
- Split Pipe - Automatic BCC

- Browser / Phone
« S/MIME Configuration

« Desktop - Ciphers
- Automatic Handheld Backups - Key Length
- PIM Configuration - Force Use For All Email
- Force Software Upgrades
- Disable Application Loader « Browser Configuration
- Home Page

« 3rdParty Application Controls - Connection Boundaries

- Service Book
. Private PIN-to-PIN Key ervice Booxs

- Closed Messaging Community

*2zBlackBerry.
[ IR WS R OR——— |

15



BlackBerry Enterprise Server Security

Managing Security Policies

IT Policies In 4.1

« FIPS level o Duress password email address
« Periodic user challenge « Minimum security level for
« Disable 3DES transport - Signing keys
- Forces AES Usage - Encryption keys
« Content Protection strength « Background colours

« Disable persisted plaintext

. X « Disable forwarding of messages
« Disable use of certs with stale

between services

revocation status Disable Cut/Copy/Past
« Certificate revocation status stale + Disable Lut/topy/Faste ‘

age « Disable radio when USB cable is
« Accept unverified Certificate connected

Revocation Lists

*2zBlackBerry.
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BlackBerry Enterprise Server Security

Access Control Privileges

« Improved 3 Party Application | &g s D B
Management EEE:”\,“‘,.,".‘.’;"J.;".T.."‘ Sveim verions | Regded wweneorty WA
- Required, Allowed, Disallowed E§§-"::s, Srmie el weon
- Push Apps To Handheld B Do PR o oy
- Extension To IT Policy E%Ex: e e
& Bemoseres S b b
@ B 6700 Series System Verson> Optonsl Vireine Only. A
@ B 7200 Sevies. <System Verson> Optional Vieeine Only A
« Control Resource Access -
- Network Connections 9 B e e R et ot
- API Access & Blneee Pt el Folrpatarons
"2z BlackBerry.
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BlackBerry Enterprise Server Security

Access Control Privileges

» Required Applications  Bluetooth API

» Excluded Applications o Email API

« Inter-Process Communication * PIM API

« Internal Connections » Phone API

« External Connections « Event Injector API
« Local Connections » Browser Filter API

» Key Store Access

*2zBlackBerry.
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BlackBerry Infrastructure

Threat Scenarios

Man in the Middle (MITM)

» “Traffic Laundering”
- Used for stealing / planting information

« Traffic “Sniffing”

 BlackBerry Solution Answer:

- Encryption using pre-shared secrets defeats this as
adversary doesn’t have the key

*2zBlackBerry.
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BlackBerry Infrastructure

Threat Scenarios

Spoofing

» Malicious injection of traffic

 BlackBerry Solution Answers:
- Unencrypted Packets Are Discarded
o Attacker Doesn’t Have Access To Master Key
- Worst Case Is A Replay Attack
o Attacker Can’t ‘See’ The Payload

*2zBlackBerry.
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BlackBerry Infrastructure

Threat Scenarios

Hijacking
» Taking over a communications channel while it is in use or
being set up.

« BlackBerry Solutions Answers:
- BES Will Drop Connection To Wireless Infrastructure
- Connection Automatically Re-established When Needed
- BES And BlackBerry Infrastructure Mutually Authenticate

*2zBlackBerry.
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BlackBerry Infrastructure

Threat Scenarios

Bluetooth

 Bluejacking
« Bluesniffing

» BlackBerry Solutions Answers:

- BlackBerry handheld Bluetooth only to be paired with hardware
like headsets etc...

- No data transfer possible over Bluetooth
- Bluetooth chip can be powered down via Policy

*2zBlackBerry.
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BlackBerry Infrastructure

Threat Scenarios

Rogue Code, Trojans, Viruses

» BlackBerry Solution Answers:
- Trusted Application Execution Environment
- Application Download Controls
« Administrators Control What Applications Privileges
- Signed Applications Ensure Integrity And Authenticity

*2zBlackBerry.
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BlackBerry Infrastructure

Threat Scenarios

Rogue Code, Trojans, Viruses

» BlackBerry Solution Answers:

- Email Is Text Only - No Text Virus

- Attachments Process In Binary Format
« No Instantiation Of Office Components
« No Macro Execution
» XML Data To Handheld For Presentation

- Messages Use Existing Corporate Infrastructure
o Corporate Anti-Virus/Anti-Spam Measures In Effect

*2zBlackBerry.
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BlackBerry Infrastructure

Threat Scenarios

Data Siphoning Attacks

- Ap[)lications could “straddle” multiple communications channels
pulling data from one channel and sending it through another

BlackBerry Solution Answers:
- IT Policy Can Prevent This
» Disable Internal/External Connections
« Disable Inter-process Communications
« Only Approved Applications And APIs
- Device Firewall
» No Unauthorized Network Access
End User Must Authorize Applications

*2zBlackBerry.
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BlackBerry Infrastructure

Necessity

» BlackBerry Infrastructure is essential for delivering a
secure, efficient and scalable wireless solution

» NON- BlackBerry Infrastructure solutions have the
following critical issues:

- Consumes of 400-500% more network capacity than BlackBerry
Infrastructure solution

( = much higher utilization and service costs).

*2zBlackBerry.
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BlackBerry Infrastructure

Necessity

- No ability to manage network traffic flow, forcing enterprises to establish
direct connections with every carrier they deal with ( = significant
complexity and costs, especially for international organizations).

- Severely impacts battery life due to need for device to maintain persistent
connection with corporate network ( = poor end user experience and
usability)

- Severely compromise network security as the requirement for continuous,
multiple and unauthenticated inbound ports through the corporate
firewall leaves the enterprise open to Denial of Service attacks ( = high
risk of corrupting network infrastructure).

*2zBlackBerry.
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BlackBerry Infrastructure

Facts

» Rim is NOT able to decrypt any messages passing on the BlackBerry
Infrastructure, due to the Master/Session key Concept

« RIM Cannot access customer LAN, due to outbound initiated Firewall
connection

» NO data packages are stored on the BlackBerry Infrastructure, Carrier sends
out of coverage message to BlackBerry Infrastructure and from there to BES to
stop sending once device is out of coverage

*2zBlackBerry.
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e Questions?
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