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} Propped open door

Technology will never be a  
substitute for well - executed policies, 
strong processes , and involved & 
well - trained people

Would a stronger lock have mattered?

David Hernie
Microsoft Developer Platform Evangelist
Technical Advisor Microsoft Innovation Center
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}Microsoft Mobility Vision

}Risk & challenges

}Trustworthy Computing Framework

}Windows Mobile

}MS Exchange & Device Management

}Whatõs next

}Conclusion
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} Attacks against the device itself

} Attacks against data in transit (from/to the device)

} Attacks against data in storage (in the device)

} Attacks against the owner of the device
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Enterprise

Protect corporate data
Corp network security
Device management
Application management

Device Owner

User Friendly
Fast
Integrity of personal data
Full access to needed 
resources

Mobile Operator

Fight Badly - behaved  
network transmission
Application management
Branding
Deploy rich apps / 
services
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Goal: track and measure progress against the security objectives
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Applications signed with known certificate run 
with no further checks
Unsigned or signed with unknown certificate 
require additional policy checks before they run

SD3 + Communications

More Secure by 
Design

More Secure by 
Default

More Secure in 
Deployment

Communications

Security is built from the start
Security - enhanced architecture
Reduce vulnerabilities in the code

System defaults ensure good security
Reduce attack surface area
Unused features off by default

Protect, Detect, Defend, Recover, Manage
Process:  How Toõs, Architecture Guides
People:  Training
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More Secure by

Design

Application security model

Built-in support for FIPS 140-

2 cryptography

Platform support for 3rd-party 

smart cards + two-factor 

auth

Built-in storage card 

encryption and remote 

device wipe

Support for Information 

Rights Management

Includes improved certificate 

management toolset

WM6.X includes device 

encryption

Compliance with Security 

Development Lifecycle 

(SDL)

More Secure by

Default

Requires SSL for OTA 

synchronization

Ships with expanded 

set of trusted root CA 

certificates

No third-party network 

or NOC required for 

data synchronization
AES- 128, AES- 256, 
RSA, and SHA- 1

ActiveSync provides 

security-enhanced 

wired and wireless 

desktop sync

Integration with AD, 

PKI, and the network

Policy controls for 

device lock and 

password strength

Mobile versions of the 

programs you use

Integration with 

security features of 

ISA, Exchange, and 

OCS

More Secure in

Deployment
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