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Introduction to Privacy : Definitions

What is Data Protection & Privacy ?

■ Data Protection or Privacy generally refers to the right of individuals to determine when, 
how, and to what extent their personal information will be used and shared with others:

□ A strategic issue

— Involves choices about the use (or non-use) of a fundamental information asset

□ A compliance and operational issue: 

— It includes implications for the collection, storage and sharing of personal information 
by companies

□ A security issue

— Need for standards and system implementation for safeguarding privacy 
requirements 
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The legislative landscape has become increasingly complex, with increasing regulatory 

requirements in different countries

Australia

Amended Privacy Act 

Spam Act

California

California Online Privacy Protection Act 2003, 

Security Breach Notice (Civil Code 1798 Formerly SB 

1386)

European Union

EU Data Protection Directive, EU Privacy 

and Electronic Communications Directive 

as implemented by 27 different Member 

State Data Protection Laws

South Africa

Electronic 

Communications and 

Transactions Act

US Federal

HIPAA, GLBA, COPPA, 

CAN-SPAM, Do Not 

Call, Safe Harbor 

Principles

Hong Kong

Personal Data 

Privacy 

Ordinance

Canada

PIPEDA and 

Provincial 

Privacy Laws

Japan

Personal Information 

Protection Act (PIPA) 

Effective April 1, 2005

Argentina

Personal Data Protection 

Law, Confidentiality of 

Information Law

South Korea

Act on Promotion 

of Information and 

Communications 

Network Utilization 

and Data 

Protection

Taiwan

Computer-

Processed 

Personal Data 

Protection Law

New Zealand

Privacy Act

India

Legislative 

proposals under 

discussion

Philippines

Data Privacy 

Law proposed 

by ITECC

Chile

Law for the 

Protection of 

Private Life

Introduction to Privacy: Definitions

Switzerland

Federal Act on Data 

Protection

Russia

Federal Law of 

July 27tth 2006

No 152-FZ on 

personal data

Dubai

Data Protection 

Act 2007
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Introduction to Privacy: Definitions 

•Establishes minimum data protection requirements across 28 EEA countries
•EU Commission issues decisions, guidance and policy strategy
•Article 29 Working Party issues opinions and position documents

•Implements EU Directive 95/46/EC into Belgian law 
•Creates civil and criminal penalties for breach of the Law
•Empowers a Belgian supervisory authority

•Responsible for Belgian policy, supervision and enforcement for data protection
•Issues decisions, guidance, codes of practices etc.
•Represents Belgian interests in the Article 29 Working Party

European Data Protection 
Directive 95/46/EC 

Data Protection Law 
8/12/92

“Commission for the 
protection of privacy”

•Data Controller must ensure that 
processing is:
1. Fair and lawful
2. For limited purposes
3. Adequate, relevant and not excessive
4. Accurate
5. Not kept longer than necessary
6. In accordance with data subject rights
7. Secure
8. Not transferred to countries

without adequate protection

Documented or 
evidenced 

controls

•Data Controller can demonstrate 
compliance controls through :
- Documented data protection objectives
- Defined roles and responsibilities
- Clear internal policy framework
- Internal training and awareness
- External fair processing notices
- Ongoing monitoring and review

8

■ The Belgian and EU privacy laws and regulations establish a wide scope of application:

□ Personal Data/Information is any information which relates to a living individual that 
can be personally identified either through the data or through other information 
available to the Data Controller

□ Restrictions on transferring personal data from the European Economic Area to 
other countries without adequate privacy laws has led to EU equivalent laws to be 
adopted in countries like Argentina, Canada and Switzerland

□ The Data Controller is the entity/person who determines, alone or jointly with others, 
the purposes for, and the manner in which, personal information is or will be collected 
and processed.  It is responsible for ensuring compliance with the law whether it 
processes the information directly or through third parties (e.g. “processors”)

Introduction to Privacy:  Definitions 
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Introduction to Privacy: Definitions 

Examples of Personal Information as such can include, but are not limited to, each and all of 

the following unique identifiers:

□ Account number (Bank account, credit card, etc.)

□ Postal or email address

□ Biometric identifier including finger and voice prints

□ Vehicle identifiers and serial numbers incl. license plate number

□ Date of birth

□ Government identifiers (such as social security numbers or tax ID number)

□ Name and name of relative

□ Personnel number

□ Photographic or comparable  images identifiable to an individual

□ Other information related to an individual that may directly or indirectly identify that 

individual (e.g., salary, performance, purchase history, call history, etc.)

When these elements of Personal Information are combined, privacy risk may increase.  

Privacy risk may also increase when Personal Information is transferred outside the EU or the 

company itself. 
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Introduction to Privacy: Key issues & risks

Understand 

the Business

TECHNOLOGY

× Products and privacy impacts

× Embedding unique identifiers

× Upstream and downstream service providers

× Offshore development

× Registration or warranty cards

× Technical support

× ERP, CRM, etc.

CONSUMER BUSINESS

× Marketing campaigns

× Online access for consumers

× Consumer credit offerings

× Online stores Data mining & customer profiling

× Special considerations for travel & hospitality

× Special considerations for entertainment & 
gaming (especially those targeting children)

LIFE SCIENCES

× Globalisation / transborder dataflows

× Clinical trial information 

× Genetic information

× Adverse event reporting

× Websites collecting health information

× Movement towards the consumer business model

× Direct advertising to consumers

FINANCIAL SERVICES

× Identity theft concern

× Preference management

× Single view of customer (account vs. individual)

× Globalisation / transborder dataflows

× Outsourcing and offshoring

× Conversion from one financial system to another

× Merger or acquisition

× Credit risk

× Fraud prevention 
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Introduction to Privacy: Key issues & risks

■ Organizations that do not adequately manage the risk of compliance with 
privacy laws and regulations may face the following:

□ Suspension or stopping of data processing an data transfers

□ Restructuring of  local and global IT systems and processes

□ Relocation of services and renegotiation of contracts with vendors, suppliers etc.

□ Need to obtain consent from every individual to be able to lawfully use the data

□ Loss of potential revenues or opportunities where use of databases is restricted

BUT ALSO

□ Liabilities to customers, partners and others whose information is compromised

□ Time lost taking systems offline to do the forensics necessary to find out what went 
wrong

□ Extra Software and other upgrades to make sure the problem doesn’t happen again

□ Opportunity Cost (personnel performing all of these tasks are not doing any other 
revenue earning things that would be benefiting the company)

□ Damage to company reputation can affect future sales efforts

□ Loss of confidence with data protection authorities and/or employees/customers

□ Joint & severe liability for supplier failures 
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Introduction to Privacy: Key issues & risks

■ Examples of activities where non-compliance led to enforcement actions, 
lawsuits, or monetary fines:

□ Failure to comply with the organization’s privacy policies

□ Misrepresenting the purpose for collecting personal data

□ Failure to disclose the means used to collect data, i.e., the use and/or 

duration of cookies, web bugs, spyware, tracking technologies

□ Disclosing, sharing, or selling personal data to third parties contrary to the 

organization’s privacy policy

□ Export of personal data not in compliance with privacy laws of the 

originating country

□ Misrepresenting the security protection of personal data
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■ SPAIN - In February 2004, the National Court confirmed a fine of more than €840,000 
imposed by the Data Protection Agency on Spanish telecoms group, for failing to enforce 
a customers opt-out preferences and sharing personal data with its subsidiaries for direct 
marketing purposes

■ BELGIUM: A Belgian financial institution was convicted because of breach of privacy laws 
where it had gained unauthorized access to customer transactional data for commercial 
purposes (10,000 Euro/breach in case of non-compliance)

■ GERMANY - US based multinational prevented from transferring all its German data 
processing to the USA, and was required to set up a subsidiary company in Germany to 
process German employee data

■ US – FTC fined a US Company $815,000 for deceptive email marketing practices

■ US – US web-based company settled a class action for $1.9 million in response to 
allegations that confidential personal data was being collected on its behalf without users’ 
consent 

■ UK – A company was prohibited from exporting personal data to a mail order company in 
the US   

Introduction to Privacy: Key issues & risks

14

Introduction to Privacy: Security- Privacy Relationship

■ Misconceptions:

□ Security = Technology

□ Privacy = Policy

■ Current thought:

□ Think Holistic:  People, Process & Technology

□ Risk Based

□ Common Enterprise Security/Privacy 

Architecture/Program
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Introduction to Privacy: Security – Privacy Relationship

■ Two primary components of all privacy laws 

regulating Personal Information:

□ Usage (the appropriate use of personally identifiable 

information)

□ Security or Safeguarding (the protection of PI from loss and 

unauthorized access)

■ Security is about ensuring the Confidentiality, 

Integrity, and Availability of data (including the 

systems and networks that hold the data)

□ Confidentiality: Access to data is limited to authorized 

resources

□ Integrity: Assurance that the data is authentic and complete; 

changes to the data are restricted to authorized entities

□ Availability: Data should be accessible, as needed, by those 

who are authorized to access it

You can have security without privacy, but you 

cannot have privacy without security.

Security
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Introduction to Privacy :The Privacy-Security Paradox

Security is necessary for privacy, however the closer an individualôs identity 
is bound to their behavior, the greater the potential threat to the individualôs 
privacy.

PRIVACY
Strong privacy requires protecting a usersô identity from 

unauthorized access and use.

SECURITY
Strong security requires binding a userôs identity to their 
behavior to allow for authentication, authorization, non-

repudiation and identity management.

Individual Privacy 
and Personal 

Freedom

Identity 
Management and
Non-Repudiation
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Implementing a pragmatic privacy strategy

18

Compliance vs. Risk-Based Approach

The approach to solving privacy and data protection - related 
issues ranges between adopting a compliance strategy to a risk -
based strategy:

Advantages of the risk -based approach:

- Free the company from reactionary cycles
- Allocate scarce resources efficiently and according to level of threat 
- Deliver value as quickly as possible

COMPLIANCE-
BASED 
STRATEGY

ÁDetailed

ÁSpecific

ÁBinary

RISK- BASED 
STRATEGY

ÁRegulatory

ÁBrand

ÁCompetitive
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Taking Stock : Understanding the Movement of Data

■ Companies are organized by vertical business units

■ Data (i.e., IP, customer information, financial) moves horizontally in an organization (e.g., 
order fulfillment process)

■ Not easy to have a thorough understanding of the proliferation and evolution of data within 
your organization

Sales Product Development Product Manufacturing & 
Fulfillment

Product Support & 
Maintenance

Accounting/ Finance

Business Divisions

Customer System/
Operational

Activity

Third Party Vendor
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Taking Stock: Method of Data Analysis

Business Process 1

SYS 1 SYS 2 SYS 3 SYS 4 SYS 5 SYS 6 SYS 7 SYS 8

DB 1 DB 2 DB 5 DB 8DB 7DB 6DB 4DB 3

Business
Processes

Systems & 
Applications

Data 
Repositories

Understanding how an organization processes data assets entails taking a risk-based view of 
its business processes, supporting systems and associated data repositories that contain data.

Business Process 2

Business Process 3

Business Process 4
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Rationalize Requirements: Risk Ranking

■ Develop a Risk Ranking framework to prioritize key business processes 
and functions   

¶The Risk Ranking Matrix should include:

¶Risk criteria for privacy, including: Data Subject, Data Type, Data 
Sharing, Data Transfer, Data/Application Control, Size of Population 
accessing the Personal Information and Business Criticality (Brand, 
Financial and Regulatory Criticality)

¶Scoring and definitions associated with each risk criteria

¶Analyze business processes, functions and systems in the Risk Ranking 
Matrix, based on the risk criteria identified, to determine potential high-risk 
privacy areas 

¶Develop a recommended core sampling of the processes, functions and 
systems identified for further review in ñPhase Oneò

22

Analyze Requirements

■ Identify and capture key regulatory privacy requirements

□ Review, capture and develop a list of key privacy regulations from priority 
countries

■ Identify and capture key contractual privacy requirements

□ Evaluate significant third party contracts that include privacy requirements or 
obligations 

—Examples include customer contracts, outsourcing parties, seal 
program agreements

■ Identify and evaluate existing Privacy Policy Statements

□ Evaluate published privacy statements on your web sites or other locations 
for privacy-related assurances

■ Rationalize the Privacy Requirements

□ Using a risk-based approach and a privacy requirements framework to 
support the development of a set of rationalized requirements by identifying 
commonalities, resolving discrepancies, and defining baseline privacy 
requirements
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Implement: Finding the “right”  Privacy Strategy

Data Business needs and privacy requirements may be opposing or 
supporting forces in dictating a company’s data management practices 

Business Needs
Á Processed fairly and lawfully

Á Collected for specific, explicit, and 
legitimate purposes

Á Adequate, relevant, and not excessive

Á Accurate and secure

Á Not kept longer than necessary

Á Processed in accordance with data 
subject’s rights

Á Not transferred to countries with 
inadequate protection

Source: EU Data Protection Directive 95/46/EC

Privacy Requirements

ÁCentralized vs. decentralized databases 
(ERP, CRM, Legacy)

ÁData mining and business intelligence

ÁReplication and synchronization of 
information 

ÁPersonalized customer/employee 
experiences

Business Needs

Finding The Balance
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Implement: Main components for a privacy strategy

Challenges

■ Understanding personal data flows 
within the company

■ Understand possible privacy 
implications on data flows to other 
corporate entities or third parties 

■ Identify current practices of 
customer data flow management

■ Define organizational parameters 
for program implementation & 
maintenance

■ Create compliant systems and 
practices (project implementation & 
roll-out)

■ Value adoption throughout the 
enterprise

Risk Assessment

Metrics and Reporting

Taxonomy Procedures

Strategy

Policies

Audit
And Compliance

Evaluation
And Adjustment

Organization

Communications, 
Training, Awareness

The target is a privacy program that is pragmatic, actionable, and results oriented.   
This privacy program will include following  key components.
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1) Identify common baseline privacy requirements consistent with main legal, regulator and 
contractual obligations and existing privacy commitments

2) Identify where the highest risks exist and tackle the major issues

3) Deal with local unique privacy requirements on a case -by -case basis to achieve full compliance

Implement: Risk-Based and Rationalized Approach 

Standardized 

privacy 

regulations

Locations with 

unique privacy 

regulations
100%

0%

80%

Usage of  a “risk based” approach enabling efficiencies by identifying commonalities 
across geographies, allows limited resources to be allocated efficiently, helps 
overcome reactionary cycles, and delivers value as quickly as possible

Benefits:

Maintains a consistent 

level of protection of 

personal data worldwide, 

irrespective of local law 

variations

26

Implement: A Phased & Modular Strategy
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Taking stock: Inventory

Attributes

Enterprise Context
Associated Risk

Data Value

Data is an asset with multiple attributes.  The value associated with a piece of 
data is determined by its attributes, its context within the enterprise, and its 
associated risk .

Data LifeCycle

Collection Storage Use Sharing Destruction

The nature of data changes over time, as it is stored, used and shared.

Data

Context

28

Taking Stock: Inventory

Storage

A phase of the data 
lifecycle that 
pertains to the 
actual storing of an 
individual’s 
personal 
information.

Use/Transfer

A phase of the data 
lifecycle that 
pertains to what the 
company does with 
an individual’s 
personal 
information.

Destruction

A phase of the data 
lifecycle that 
pertains to how 
company removes 
or destroys an 
individual’s 
personal 
information.

» Consumer/employee data 

collected

» Collection methods

» Entities that collect data

» Consumer/employee  

data stored

» Storage locations

» Storage media

» Business use of data

» Data transactions, 

analysis, etc.

» Data transfer between 

entities

» Retention periods

» Entities that destroy data

» Destruction requirements

Sample Attributes in Each Phase of the Data Lifecycle

» Notice

» Choice

» Access

» Security

» Information Management

» Monitoring & 

Enforcement

» Access

» Security

» Information Management

» Monitoring & 

Enforcement

» Access

» Transfer

» Security

» Information Management

» Monitoring & 

Enforcement

» Security

» Monitoring & 

Enforcement

Privacy Principles Mapped to Phases of the Data Lifecycle

Collection

Personal 
information from 
either the individual 
directly, such as a 
web form, or from 
another party, such 
as a business 
partner.
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Taking Stock: Inventory

• Inadequate process 

• Deficient procedures

• Poor training

• Data leakage

• IT security breach

• Staff theft of data

• Local laws

• DPA 

sanctions/requ

irements

• Data 

ownership

• Exit 

management

Overall risk assessment; 
outsourced function

Understand 

the Business

Develop Review 

Framework

Undertake 

Review

Analysis 

and Report

Example: risks associated with an offshore outsourced call 

centre
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Rationalize requirements: Review Framework
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Impact

Low Medium High

Understand 

the Business

Develop Review 

Framework

Undertake 

Review

Analysis 

and Report

Legal challenge to customer data transfer: 

Non-adherence 

to Data 

Collection 

Notice 
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Assess/Analyse Risk: Undertake the Review

Legal challenge to customer data transfer: 

•Contractual clauses

•Volume of personal data transferred

Non-adherence 

to Data 

Collection 

Notice 

• Recruitment 

policy

•Training policy

Understand 

the Business

Develop Review 

Framework

Undertake 

Review

Analysis 

and Report
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Implement: Balanced  & Rationalized Program

Controls 
under 

developed

Controls 
well 

developed
Controls 

fully 
developed

Build it Fix it Assure it

Advise
on 

design

Identify 
remedial 
actions

Provide
Assurance

Understand 

the Business

Develop Review 

Framework

Undertake 

Review

Analysis 

and Report
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Impact

Low Medium High Risk Assessment

Metrics and Reporting

Taxonomy Procedures

Strategy

Policies

Audit
And Compliance

Evaluation
And Adjustment

Organization

Communications, 
Training, Awareness
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Risk Assessment

Metrics and Reporting

Taxonomy Procedures

Strategy

Policies

Audit
And Compliance

Evaluation
And Adjustment

Organization

Communications, 
Training, Awareness
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p
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m
e
n
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n
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o
a
d
m

a
p

1. Findings

2. Immediate actions

3. Build into strategy
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Privacy

Principles

Privacy Policy

Privacy Guidelines

Privacy Templates

Operational Controls

System Controls

Nurture adherence: Awareness, Metrics & Reporting

Privacy 
Principles

■ A set of guiding principles on which the privacy 
policy is based

Privacy 
Policy

■ Govern the manner in which the company process 
and protect Personal Information throughout the 
data lifecycle

Privacy 
Guidelines

■ Provide more specific guidance to the business 
areas for the processing of PII in accord with the 
Privacy Policy

■ Some Guidelines are common across the 
business while others are specific to particular 
business areas

Privacy 
Templates

■ Provide consistent approach, language, and 
format for privacy notices, notifications, consent 
forms, etc.

Operational 
Controls

■ Implement privacy controls within client service 
and internal operations business processes in 
accordance with policies and guidelines

■ Some processes are common across the business 
(e.g., privacy incident response) while others are 
business area specific (e.g., email marketing)

Systems 
Controls

■ Implement privacy controls within internal and 
outsourced information systems and business 
applications in accordance with policies and 
guidelines

Privacy governance is achieved via a framework that establishes requirements and guidance 

in increasing levels of specificity:

34

Managing expectations: 
How to succesfully 
measure ñprivacyò ?
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Expectations and Benefits

36

Expectations & Benefits

Data Controller can demonstrate compliance controls:

- Senior management support and resources

- Documented data protection objectives

- Governance structure

- Defined roles and responsibilities

- Clear internal policy framework

- Internal training and awareness

- External fair processing notices

- Ongoing monitoring and review

Risk Assessment

Metrics and Reporting

Taxonomy Procedures

Strategy

Policies

Audit
And Compliance

Evaluation
And Adjustment

Organization

Communications, 
Training, Awareness

Im
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Risk Assessment

Metrics and Reporting

Taxonomy Procedures

Strategy

Policies

Audit
And Compliance

Evaluation
And Adjustment

Organization

Communications, 
Training, Awareness

Im
p
le

m
e
n
ta

tio
n
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Issues

•Data Protection laws and regulations require personal data is kept secure against the 
unauthorised or unlawful processing of personal data and accidental loss or destruction of 
personal data 

•BS 7799 / ISO 2700 on Information Security Management can be used as a benchmark 
for adequate technical and organisational security

•Data Protection laws and regulations generally require written agreement with all data 
processors covering security and data protection issues

Questions

•To what extent do security measures align with 
ISO 27000?

•How is information security being managed?
•What controls are in place around data 

processors, including external IT support, 
developers, storage providers and other third 
parties with potential access to database 
records?

•How will local records be accessible to global 
staff or contractors?  Who will have access and 
how will this be logged?  

Actions

•Determine whether current IT controls are 
adequate for personal data held and processed 
by the company and its service providers

• Identify all third party relationships requiring 
data protection requirement in the relevant 
agreements prior to data processing

•Establish a data protection checklist for 
assessing vendors and service providers prior to 
the disclosure of personal data

•Undertake periodic reviews to ensure contractual 
requirements are being met

Sample building blocks: IT security
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Issues

•Data Controller remains responsible data disclosed to data processors

•Data Protection laws and regulations prohibit the transfer of personal data to a country 
without adequate data protection laws 

•Key outsourcing destinations such as US and India do not have adequate data protection 
laws

•Various options and exemptions exist to permit data transfers

Questions

•Will the company use service providers locally or 
in third countries such as e.g. India, for e.g. data 
centre hosting, network support,  document 
archiving?  

•Will there be any transfers of personal data other 
third parties?

Actions

•Determine the parties to whom personal data is 
disclosed

•Assess the most appropriate compliance option 
for managing the data transfers

•Coordinate with relevant global stakeholders and 
vendors to ensure that the measures can be put 
in place and that they will be complied with

•Undertake a data protection assessment before 
disclosing personal data to a third party service 
provider 

Sample building blocks: Transfers and disclosures
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Conclusive Remarks (I)

■ Data Protection & Privacy of Personal Information is not only an issue of 
regulatory compliance, it is also a factor in competitive advantage, 
business/security positioning and strategy

■ Organizations should look beyond the regulations to determine how 
Personal Information cross border handling practices influence 
business/security strategy, and attempt to mitigate risk appropriately 
through the development of the following:

o Privacy strategy, policies and governance

o Compliance & measurement

o Business process integration

o Training and awareness

o Public policy mapping/integration 
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Conclusive Remarks (II)

■ Possibility for security and privacy to conflict

□ Security-Privacy Paradox

■ In order to make cross border privacy “manageable”, you  need to:

□ Turn privacy risks into measurable tasks

□ Use a risk based/phased approach based on rationalized requirements

■ Main focus points regarding the cross border  privacy challenge:

□ Transparency, Awareness and Incident Response procedures are key focus points 
towards regulators

□ Notice, Choice, Access & Security as well as  Enforcement & Monitoring are key 
focus points towards your employees and customers 

□ Avoid “paper tiger syndrom” at all cost: no disconnect between people, processes and  
technology

□ Ensure that security and privacy programs are aligned

—Most regulatory action involves misstatement of safeguards

—Do what you say you do
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Questions to consider for your own firm

• What exactly is our cross border data privacy risk?

• (How) is it measured ?

• How does data privacy fit into our security approach?

• Who currently owns the risk?

• What policies & procedures are in place ?

• What is our desired level of data privacy management ?

42

Many thanks for your attention.
Any questions ?

Erik Luysterborg
eluysterborg@deloitte.com

+32 2 800 23 36

mailto:eluysterborg@deloitte.com

