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Agenda

ÅIncidents

ïWhat you donôt want to read in the press

ïBelow the Headlines ïdaily incidents

ïReasons for data breaches and losses

ÅSecure Information from Birth to Death

ÅSecurity Chill ïDangerous focus on Active Data

ÅInhouse versus Service

ÅRecommendation:
Start with Storage as a Service today
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Threats to Information
Big Incidents
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James Bond Style Disclosure:
Selling Bank Secrets to Spies

ÅA bank employee approached German authorities 
offering delicate information

ÅFeb 2008 ïGerman intelligence Service spend 5mill ú
on a CD after checking sample information

ÅDetailed records from approx 900 wealthy Germans 
are now evaluated by tax authorities

ÅGermany offered copies of the CD to other tax 
authorities as well

ÅThe Incident: May have 
happened as early as 2002 
ïby a disgruntled employee
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Abusing customers of your customer

ÅDeutsche Telekom serves 
more than half of the German 
households and often know 
their bank accounts. They 
use many subcontractors for telemarketing and cross 
selling

ÅThe Incident(s): Employees of the subcontractors 

ïfabricated contracts, 

ïused bank information to withdraw money, 

ïSelling personal information ï2-3úper address

ÅWhat made this possible: Low salaries, fierce 
competition among Call Centers and poor oversight
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UK government operations:
óLost in the Postô

ÅIncident: HMRC (UK) lost two CDs containing records 
from 25 million patients including bank information.

ÅTimeline of events:

ïMar. 07: National Audit Office (NAO) requested the 
Nation Insurance numbers

ïJunior HMRC official copied data onto password 
protected CDs, Posted CDs via TNT to NAO

ïAnother request: ñThis time those CDs sent on 18 
October failed to reach the NAO. And on being told on 
24 October by the NAO the package had not arrived, the 
junior HMRC official simply made another copy of the 
data and sent it again through the post - this time 
registered - to the NAO. Thankfully that package 
arrived.ñ




