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Alncidents

T What you dondt want to

T Belowthe Headlines i daily incidents

T Reasons for data breaches and losses
ASecure Information from Birth to Death
ASecurity Chill i Dangerous focus on Active Data
Alnhouse versus Service
ARecommendation:

Start with Storage as a Service today
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Threats to Information
Big Incidents
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MAINPAGE
HORLD State Department offers reward for missing
WEATHER laptop

7,2008 5:02 PM POT

Tax Seand

= Missing State Department laptops turn up

By CAl
Puslis

rep:

Aud & &

equChancellor squirms, revenue and customs chief
quits over 25 million lost records

S::;Dscs lost on way to National Audit Office... s

to ¢ By Computerworld UK reporter '
in2 e
n

2. Paul Gray, the chairman of Revenue and Customs, has resigned
over a security failure within his department that led to the loss
==wecs O 25 million child benefit records.

"

o tne frst
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James Bond Style Disclosure:
Selling Bank Secrets to Spies

digt sich fur Telekom-Datenklau
2r Vorfall"

+ Obermann hat sich fur den Skandal um

17 Millignen Kundendaten bei der
entschuldigt. Im Gesprach mit der
Obermann von einem "sehr

iger

igte hinzu: "Wir kénnen uns bei
. . chuldigen.”
FRANKFURT — s Elinor Mills L print 3] E-mail €}, Share B 12 comments
hidden their mo: als
has been a week ,
beenarivetings  UP0ated 11:10a.m. PST Thursday May 8 with information that Iaptops were located ;Z‘n
Hundreds of laptops used by the U.S. Department of State that were missing have been located, according to a ;r

Telekom-Chef
Obermann: "Wir
kénnen uns bei
unseren Kunden nur
entschuldigen.”

A RONMOUNTAN

offering delicate information

AA bank employee approached German authorities

AFeb 20087 German intelligence Service spend 5mill G
on a CD after checking sample information

A Detailed records from approx 900 wealthy Germans

are now evaluated by tax authoritie

S

A Germany offered copies of the CD to other tax

authorities as well

AThe Incident: May have 7 o
happened as early as 2002 . X
i by adisgruntled employee & —_—
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ADeutsche Telekom serves
more than half of the German
households and often know
their bank accounts. They
use many subcontractors for telemarketing and cross
selling

AThe Incident(s): Employees of the subcontractors
T fabricated contracts,
T used bank information to withdraw money,
T Selling personal information i 2-30 per address

AWnhat made this possible: Low salaries, fierce
competition among Call Centers and poor oversight

A RONMOUNTAN
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UK government operations:
OLost in the Post 0

Alncident: HMRC (UK) lost two CDs containing records
from 25 million patients including bank information.

ATimeline of events:

T Mar. 07: National Audit Office (NAO) requested the
Nation Insurance numbers

T Junior HMRC official copied data onto password
protected CDs, Posted CDs via TNT to NAO

T Another request: AThis ti me
October failed to reach the NAO. And on being told on
24 October by the NAO the package had not arrived, the
junior HMRC official simply made another copy of the
data and sent it again through the post - this time
registered - to the NAO. Thankfully that package

arrived. n
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