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ÁAverage cost of a privacy breach is 

around $200 per compromised record

Á63% IT executives rate compliance with 

regulations a top challenge

ÁAverage legal discovery request can cost 

an organization from $150k to $250k

ÁDowntime costs can amount up to 16% 

of revenue in some industries
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Sources: CIO Magazine survey 2007; IBM Tivoli Market needs and profiling study 2005; 

The Costs of Enterprise Downtime: NA Vertical Markets 2005" Information Research; IBM Market Intelligence
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Why Encrypt Data-At-Rest?

¸Compliance

ð35 states have data privacy laws with encryption safe harbors

ðNew data breach bills have explicit encryption safe harbors

ðPCI DSS requires rendering stored cardholder data unreadable

Ȩxposure of data loss is expensive

Ḑata center disk drives are mobile

ðNearly ALL drives leave the security of the data center 

ðThe vast majority of decommissioned drives are still readable

And not all leave under the ownerôs 

controlé
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Increased Pressure

ésuch glitches do not excuse companies from 

compliance with the directive. U.S. companies 

were given a grace period during the 

development of the Safe Harbor program, but 

that has passed. Failure to comply will be met 

with civil penalties (up to $500,000 in Spain) and 

criminal penalties (up to three years in France). 



3

Slide 4

Storage Threats

1. End device to network

2. Switch to Switch

3. Server to Storage 

Array

4. Management Interface

5. Denial of Service

Hijacking

Man-in-middle

Spoofing

6. Loss of media or 

media replacement

7. Storage array 

replication
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