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Increasing Risk of Information Theft

Nn19 peopl e eo
become new victims of
identity theft due to
data breaches:
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The value of data

$980-$4,900 ===
Trojan to steal =
account information

$147
Birth certificate

$98
Social Security card

$490
Credit Card
Number with PIN

$6-$24

STECE Credit card number

Billing data

e $6
o $147 rpzr @3|  PayPal account
Driver's license F logon and password

Protect what you value.
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under the Official Secrets Act, N

e SESSMEN]
the BBC has learned. RIS

LA

The man was on secondment ALQuIpA'S CONTEN

from the Ministry of Defence
when he left two highly classified
documents on a train from
waterloo, London,

p—

The individual who lost the documents
cannot be name
The documents were passed to

the BBC before being handed over to the police

The employee is being charged under clause 6.1 of the act, which
deals with safeguarding information

“They will have thought this was being dealt with intemally at the
MoD and Cabinet Office," he said

The Crown Prosecution Service recommended the official should be
charged by the Metropalitan Police due to the highly sensitive nature
of his work on the Joint Inteligence Committee,

The documents the individual, who cannat be named, misplaced
contained classified assessments about al-Qaeda and the capabilities
of Irag's security forces

He was informed of the decision on Monday morning and was moved
i W— —

0 sen at
o M.
SHIID It is the least sensitive charge under the act and there is no .
v
= 1 FliEkTES suggestion of criminal intent,
& milli Country Profiles [T}
T BBC defence correspondent Frank Gardner said the move would have
n come as a surprise to many in Whitehall,
us, v 57
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Data Loss: Why?

A2% of laptop inventory
ggannot be located

Corporate PCOs
Corporate Laptops +24%
Corporate Handhelds +38%

Compliance & Privacy Ld
“~rtune 500 comnanies

Over 250 privacy laws that mandate

disclosure of data breaches
The

Perfect
Storm

B

Growth of Mobile Devices External & Internal Threats

oot T
N e -
Ul S =

2 B %

Protect what you value.

Portability = lose-ability !

- A Fortune 500 Insurance company -

© Real world examples of device lost!
» 2006 London Black Cabs
A 54,872 mobile phones
A 4,718 handheld computers

[ A 3,179 laptops h 9%
A 923 computer memory sticks

)

hitp:/A co. 8.ece _/
.é + 2007 UK airports
— A 8500 mobile devices lost
A 400 laptops & 2500 mobile devices in London airports
. hitp: co )29: Jlers-lose-mobile-ci ports
_ » 1H 2008 London Black Cabs
' A Some 55,843 mobile phones

A 6,193 devices, such as laptops
http://news.bbc.co.uk/1/hi/technology/7620569.stm

)
Y
as

oA

Protect what you value.
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The Problem Has Already Arrived !

Encrypted
24m
5%

Unprotected
453m

95%

2006 worldwide professional PC installed base:

477 million

Note: (1) www.searchsecurity.techtarget.com based on data from The 451 Group

Protect what you value.

Just a few current examples in the UK!

Source: http://www.openrightsgroup.org/orgwiki/index.php/UK_Privacy Debacles

© . The names, dates of birth, ethnicity and contact details for about 5,000 nursery-age children living in the Leeds area were
found on a memory stick dropped by a council worker. It also contained confidential information about child protection and
whether or not the children's parents claimed state benefits. 8 December 2008

© . Names, addresses and contact details and other details of 7,851 children, parents and carers stored unencrypted on a
laptop have been stolen Surrey County Council collected the information as part of the Home to School Provision Scheme.
27 November 2008

© . Names and addresses of crime suspects sent to 150 farmers in police gaffe. Members of a ‘farm watch' scheme were sent
an email attachment containing the names, dates of birth and addresses of dozens of alleged offenders in their area. The
documentalso outlined what action the force intended to take against the 51 suspects. 20 November 2008

© . BNP membershiplisthas leaked onto the web. Names, addresses, jobs and phone numbers. More than 10,000 people. 18
November 2008

© . Royal London has lost the personal details of about 1,600 people in the Greater Manchester area. Lost hand-held
computer. Names, addresses and policy and contact details of customers. 18 November 2008

© . The details of 1,800 patients were contained on two computers stolen from Hull and East Yorkshire Hospitals NHS Trust
No encryption. The records contained the names, addresses, treatment and diagnosis of renal and urology patients. 17
November 2008

© . A USB containing the details of 80 children and their families has gone missing from a nursery. Details thought to be on the
stick, including names, addresses, dates of birth and telephone numbers. 14 November 2008

© . DWP loses a memory stick containing user names and passwords for a key government computer system. The stick,
whichwas subsequently discovered in a pub car park, could have allowed hackers to access the personal details of 12
million people registered on a government website. 2nd November 2008

© . Students signing up for an NUS discountcard at the University of Leicester were emailed their personal details along with
the personal data of the other 3,396 students who had also signed up for the card The email was sent out by the local
students' union and included course information as well as phone numbers and dates of birth. 31 October 2008
- MoD loses unencrypted portable hard drive. The portable drive contained the names, addre: po bers, dates

i 3 ¥ | a0l
v T
; 7 AW T
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stolen from an RAF station, the Ministry of Defence has admitted The driveS were eig stored in a doublé“sSecurediarealof
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http://news.bbc.co.uk/1/hi/england/7771787.stm
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http://www.thisissurreytoday.co.uk/golf/Details-thousands-Surrey-children-hands-criminal-laptop-theft/article-502569-detail/article.html
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http://www.manchestereveningnews.co.uk/news/s/1080193_anger_as_yet_more_private_data_is_lost
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http://www.telegraph.co.uk/news/newstopics/politics/defence/3190124/Ministry-of-Defence-says-up-to-two-million-records-of-potential-recruits-are-missing.html
http://www.telegraph.co.uk/news/newstopics/politics/defence/3089374/Thouands-of-personal-files-stolen-from-RAF-base.html
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Caroline Flint, UK Minister of Housing
13" May 2008, en route to 10 Downing Street

Protect what you value.

Gordon Brown

Compared 10 o year

Hiavog seen oo ot 2L : 5 g AL (10/05/08_) about

years, the figure for m""_m"m. B~ UK Housing
Gown on that crisis: "No

* Repossessions are aiso rising, . %
2007 figure was st only around 8 m"""’,,;h excessive

ST DR pessimism, we
will not give any
statisticsé

* Underlyng demand for housing reming |
he economy aro sound.  But the market i
©edt arunch, which is making it d&ficu® forl

go 5o, =

But itis vital that we show that at this time of uncertainty we show that
We are on people’s side:

Protect what you value.
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Data loss - the real costs

© Attempting to recovering the data
» such as physical searches, electronic scans, monitoring for the data to surface.

© Cost of notification - the incident and what steps they should take.

© Costs of analysis and remediation

» This may include as policy change, new technology implemented and staff
training.

© Costs to brand value, probably the most intangible, but not one to be
underestimated.

© Costs of litigation from clients whose data has been lost.

Protect what you value.

Why & how data loss is growing?

© The external attack
© The Internal leak

Protect what you value.
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How? - McAfee Datagate report 2007

produced by DataMonitor (survey of 1400 IT professionals across UK, US, DR, DE, and Aus)

Who?
Why? e

% from outside
39%

% unintentional
45%

% from inside
61%

% intentional but
not malicious
32%

© 33% believe an incident could put them out of business
© 60% experience a data breach last year

» Only 6% confident they have not had an incident in last 2 years
© 77% unable to audit or tack losses after data breach
© $1.82 million average total annual cost of data leakage

» IP and financial records accounted for up to $1.62million
> $268,000 to inform customers of data breach - )

Protect what you value

McAfee research reveals the extent of
d ata I O S S 600 office workers across Europe, conducted by ICM Research

© The average European worker transfers 11 confidential documents out of their
business weekly
© 39% readily forward customer data and records to others outside the company
© 52% of European employees would take company data with them when they
leave
© Web of Indiscretion (the methods used)
» 86% admitting to forwarding documents regularly by email
» 26% sent customer information using web-based email such as Yahoo or Hotmail

» 83% are printing customer records out to remove from the business

© USB sticks prove the most popular choice of portable devices with over a
qguarter of employees (26%) regularly use this device to remove information

Protect what you value


http://www.securitysoftwarezone.com/modules/news/files/data loss identity theft.jpg
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Is the user at fault?

Are they an IT expert or an employee?

© PEBKAC T Problem Exists Between Keyboard And Chair

Aan uncomplimentary way to indicate that a computer problem is the fault of the user.

RsnvUK office workers donét
corporate electronic data as their responsibility
Aearly 50% felt this sits with the organisation
R5% thought it is their boss
Aemainder believe it rests with the IT manager

McAfee 2008 UK research S ?

Protect what you value

EU legislation

European Union Data Protection directives (95/46/EC)

© Data must be processed fairly and lawfully.
© They must be collected for explicit and legitimate purposes and used accordingly.

© Data must be relevant and not excessive in relation to the purpose for which they are
processed.

© Data must be accurate and where necessary, kept up to date.

© Data controllers are required to provide reasonable measures for data subjects to rectify, erase
or block incorrect data about them.

© Data that identifies individuals must not be kept longer than necessary.

© The Directive states that each Member State must provide one or more supervisory
authorities to monitor the application of the Directive. One responsibility of the supervisory

authority is to maintain an updated public register so that the general public has access
to the names of all data controllers and the type of processing they do.

Source: http://ec.europa.eu/justice_home/fsj/privacy/docs/guide/guide-ukingdom_en.pdf

Protect what you value
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EU directive implementation

EU cogntries © Portugal Non-EU

° Belgium © United Kingdom © Switzerland

° Greece © Denmark © Canada

: 'I&atvtle_l o Ireland @ Argentina

: F_usl rle(lj © Hungary © Guernsey
inlanc o ° Isle of Man

© Bulgaria Germany

© Spain ° Italy

° Lithuania ° Malta

© Poland © Slovenia

© Sweden © Estonia

© Czech Republic © Cyprus

© France © Netherlands

© Luxembourg © Slovakia

Protect what you value

Data breaches across the EU
© Nationwide fined by FSA for stolen laptop - £980,000

Laptop stolen from a Nationwide employee's home which contained confidential
customer data.

Fﬁft[lénsn [I i [N ﬂsacur““ I]ﬂllclesd ulgtailstofaneasly Irlra ¢ustbners
LaphsinHeay || n | ed names, addresses and account numbers. Customers
were exposed t e risk of financial crime!

© HMRC lost two disks in transit - 25 million records of UK people
recelvmg Chl|d beneflt

** Bai processmplimentation

VAN .n.o| mauon |nclud|ng names, addresses, dates of birth, national
insurance numbers & bank/ building somety numbers.

* Board suspended following review (Apr 08)

Protect what you value.
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US Disclosure laws

© SB 1386 (Peace)/AB 700 (Simitian) of 2002

Notice of security breach: This bill requires a business or a State agency that
maintains computerized data that includes specified personal information to
disclose any breach of the security of that data to any California resident whose
unencrypted personal information was, or is reasonably believed to have been,
acquired by an unauthorized person. By giving consumers such notice, the bill gives
them the opportunity to take proactive steps to ensure that they do not become victims of
identity theft. [Chapter 915 of 2002]/[Chapter 1054 of 2002]

Arkansas S.B. 1167, Connecticut S.B. 650, Delaware H.B. 116, Florida H.B. 481,
Georgia S.B. 230, lllinois H.B. 1633 & S.B. 1799, Indiana S.B. 503, Louisiana S.B.
205, Maine L.D. 1671, Minnesota H.F. 225/ S.F. 361 & H.F. 2121, Montana H.B. 732,
Nevada S.B. 347, New Jersey A.B. 4001, New York A.B. 4254 / S.B. 3492 & A.B. 8937
/ S.B. 5827, North Carolina H.B. 1248 / S.B. 1048, North Dakota S.B. 2251, Ohio H.B.
104, Pennsylvania S.B. 712, Rhode Island H.B. 6191, Tennessee H.B. 2170 / S.B.

2220, Texas S.B. 122, Washington S.B. 6043

Protect what you value

Data breaches across the world

© TK Maxx 1 100 million credit & debit card numbers taken, through poor Wifi links!
> Visaissued "a substantial fine" in connection with the TJX data breach dubbing it an

“egregious violation" of s-runty nrnrnri -x- H
F‘Pﬂﬂr"sec“r ‘ m ra Iﬂ | of the 12 applicable PCI requirements.

S0 ~,0|nply wn.. nme of the 12 applicable PCI requirements.
Both Visa and MasterCard have fined TIX.
Estimated impact them to the tune of $168 million

P

© DuPont scientist admits downloading, stealing $400M worth of trade secrets

Gary Min downloaded approx 22,000 abstracts and vi:
Electronic Data Library (EDL) server, between Aug,& De.ﬂ,2005

- ld ack ' dwh[ iah o rsrage I]ﬂ“ndarIESUt did not inform DuPont about the job until Dec
- au 7 n\,oveucu nis unusually nigh EDL usage --

- about 15 times higher than next-highest user, after he

u

resigned.

© Hannaford, US grocery chain - 4.2million cards taken as transaction in transit

» 300 servers use\d to nrn(‘ﬂs“ [ e“lm POS infected with Trojan
- Sto[nre gm
(

»  forl

BatcHes [0 offshore ISP

Protect what you value
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http://www.arkleg.state.ar.us/ftproot/acts/2005/public/act1526.pdf
http://www.cga.ct.gov/2005/ACT/PA/2005PA-00148-R00SB-00650-PA.htm
http://www.legis.state.de.us/LIS/LIS143.nsf/vwLegislation/HB+116?Opendocument
http://www.myfloridahouse.gov/Sections/Documents/loaddoc.aspx?FileName=_h0481er.doc&DocumentType=Bill&BillNumber=0481&Session=2005
http://www.legis.state.ga.us/legis/2005_06/fulltext/sb230.htm
http://www.ilga.gov/legislation/publicacts/fulltext.asp?name=094-0036&GA=94&SessionId=50&DocTypeId=HB&DocNum=1633&GAID=8&Session=
http://www.ilga.gov/legislation/publicacts/fulltext.asp?Name=094-0041
http://www.in.gov/legislative/bills/2005/SE/SE0503.1.html
http://www.legis.state.la.us/billdata/streamdocument.asp?did=320093
http://www.legis.state.la.us/billdata/streamdocument.asp?did=320093
http://janus.state.me.us/legis/LawMakerWeb/summary.asp?ID=280017964
http://www.revisor.leg.state.mn.us/bin/bldbill.php?bill=H0225.3&session=ls84
http://www.revisor.leg.state.mn.us/bin/bldbill.php?bill=S0361.1&session=ls84
http://www.revisor.leg.state.mn.us/bin/bldbill.php?bill=H2121.3&session=ls84
http://data.opi.state.mt.us/bills/2005/billhtml/HB0732.htm
http://www.leg.state.nv.us/73rd/bills/SB/SB347_EN.pdf
http://www.njleg.state.nj.us/2004/Bills/A3500/4001_U1.HTM
http://assembly.state.ny.us/leg/?bn=A04254&amp;sh=t
http://assembly.state.ny.us/leg/?bn=S03492&amp;amp;amp;sh=t
http://assembly.state.ny.us/leg/?bn=A08937
http://assembly.state.ny.us/leg/?bn=S05827&amp;sh=t
http://www.ncga.state.nc.us/gascripts/BillLookUp/BillLookUp.pl?Session=2005&amp;BillID=h1248
http://www.ncga.state.nc.us/Sessions/2005/Bills/Senate/HTML/S1048v6.html
http://www.legis.nd.gov/assembly/59-2005/bill-text/FRBS0500.pdf
http://www.legislature.state.oh.us/bills.cfm?ID=126_HB_104
http://www.legislature.state.oh.us/bills.cfm?ID=126_HB_104
http://www.legis.state.pa.us/WU01/LI/BI/ALL/2005/0/SB0712.HTM
http://www.rilin.state.ri.us/Billtext/BillText05/HouseText05/H6191.pdf
http://www.legislature.state.tn.us/bills/currentga/BILL/HB2170.pdf
http://www.legislature.state.tn.us/bills/currentga/BILL/SB2220.pdf
http://www.legislature.state.tn.us/bills/currentga/BILL/SB2220.pdf
http://www.capitol.state.tx.us/cgi-bin/tlo/textframe.cmd?LEG=79&SESS=R&CHAMBER=S&BILLTYPE=B&BILLSUFFIX=00122&VERSION=5&TYPE=B
http://www.leg.wa.gov/pub/billinfo/2005-06/Htm/Bills/Session Law 2005/6043-S.SL.htm

12/17/2008

Compliance and Security combine

© EUdefined Directive 95/46
AProtection of Individuals with regard

> Youneed to understand the laws of the countries you work in and have customers in!
» Data loss is now a boardroom issue and in many countries in the top 3 security concerns for 2008.

© A third of European businesses (37%) have no set policy for handling sensitive
documents
> Where policies do already exist, al most a quarte

Research by ICM Research (600 office workers across Europe)

A 73% believe compliance pressures will grow
Research by Loudhouse (100 UK Large business)

Protect what you value

Ti me to wake up and

Protect what you value
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Solving the problem

© The 3" generation of Security - P
+ 15t Gen - Reactive security @ “go
Adetect and clean traditional threats y ; 0‘

+ 2nd Gen i Proactive controls i Prevention better than cure
AMitigate traditional attacks
Alnfrastructure protection

+ 3@ Gen 1 Guarding the crown jewels i (Data)
ACompromise/theft protection
AUser error/policy enforcement N 9

A e

s T 8
ol T
- WA A
> \ RN Bl ©
> WS, T .
> ‘ Fe DO T 3

Protect what you value.

The Major Endpoint Threats

A good place to start securing your data!

Physical loss or
theft of laptops and
mobile devices

Unauthorized
transfer of data to

external devices
\[ Privileged users
breach the data

Unintentional
distribution via
e-mail, web, etc.

Information
escapes via print,
CD-ROM, DVD, etc.

Protect what you value.
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Todayos

| S product s
secure information

A They are designed to protect
networks and servers

A They do little to protect the
confidentiality and integrity

Security

Anti-virus

Authentication

-

So

Change/Patch
Management

12/17/2008

of information

PN Threat

= | Detection

F ] l e 1‘0 Anti-virus
i
@ ian® - |

Clients = S
)

Filtering

Anti-spyware
Servers

-

B E Firewall
Information is in constant motion @

making it difficult to lock down

i 7 K3 IV
A:%g y =

Protect what you value.

Step 1: Securing Data requires Different Thinking

Data is not static,
SO security cannot be static

A it must persist with the data itself.

o Security
MUST be

Informationis in
constant motion

Monitor &
Secure All
Channels

Encrypt
Devices

Protect what you value.
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Step 2: Set the boundaries and protect when public

Aata [LOSS Device

Prevention Control

Integrated technologies
for a total data
protection solution.

Endpoint Encrypted
Encryption USB

Protect what you value.

Datalloss
Prevention

Endpoint
Encryption

=
FireWire

Device

Copiel © You need:

» To monitor and allow only authorized devices to
connect to endpoint

» Restriction and blocking capabilities of the use
of unauthorized devices such as iPods

» Enforcement control over what data can be
copied onto authorized devices

%0

Protect what you value.
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How does Data Loss Prevention work?

Dataloss
Prevention

DEevice
Control

@[t provides:

Endpoint
Encryption

Printer

Encrypted
USB

* responses upon detecting loss
of confidential data such as

ADetailed logging & forensic
evidence gathering

A Paste AReal-time prevention & blocking
g - 17‘,’ N AUser and administrator notification
m - AQuarantine of confidential data
- 3
-
Screen Copy

Protect what you value.

Endpoint Content Flow

_{

Data Classification
(Enforce Tagging Rules)

_—

Directly copied
fromfile servers

Locally

-}& generated by

/“

Locally produced
by the user

3 g application
=7

Content Tracking
(Maintain Tags)

Endpoint

DLP Host maintains
tagging information even
when content is modified
or disguised:
ARenameafile
Achangefile format

ACopy content to a 2nd
document

AArchive document
AEncrypt document

Data Loss Prevention
(Enforce Reaction Rules)

Emalls

Web posts
(Webmails,
forums, etc. )

Printing

—P._, w

Removable media

Protect what you value.
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Coverage Map for Data Loss Prevention

Both layers for most
comprehensive coverage

Corporate Network Public Internet Disconnected

Data Loss
Channels

Email

IM
HTTP

Copy and Paste

External (USB) \" \" \%
Web Mail
Agent-less Devices \'%
Blackberry

Protect what you value.

Endpoint Encryption

© You need:
» Encryption for laptops, desktops, and mobile
Datalloss Device devices with the flexibility to choose full-disk or
Hagagtion Coriigl file/folder encryption
» Confidence in integrity of sensitive data when a
device is lost or stolen
» Safe Harbor protection (i.e. Loss of encrypted
— data = non-event and does not require public
ndpoint Encrypted .
Encryption USB dISC|OSUI’e)
© McAfee offers:
» Military-strength certified encryption algorithms

( » Broad support for laptops, desktops, and mobile
= devices

» Full audit-trails for compliance & auditing needs

* Network-b as ed cont r-thé-aiarnad #
management

» Certifications: FIPS 140-2, Common Criteria
Level 4 (highest level for software products),
BITS, CSIA, etc.

¥
A\

Protect what you value.
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Encrypted USB

© You need:
Datalloss Device N f
P Cond Secure external storage media for your
power users
> Ability to ensure sensitive data
transported via external media is
continuously protected

Endpoint Encrypted

Encryption USB
© McAfee offers:

> Arange of secure portable storage
devices

> Strong Access Control and Encryption
» Centralized Management

» Internal and External Compliance
Support

Protect what you value.

Step 3: Integration paramount to success

Detailed Encryption Status Report
per Drive/Partition
@)

Compliance Status Report
System fully encrypted:
Yes/No?

Fully Encrypted
Yes/No?

EEP: Instalid Varsion @

Installation Status Report
Endpoint Encryption
Installed: Yes/No?

Protect what you value.
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.......................................

Where do | go from here? 0

(1) Data Usage Policy :
. ) i CORPORATE PoLItY CHANGE:
© Required as first step Dall emploutt ot amo we-

(2) Understand your data (classification) Pgeed ke - bop
Dot Al ey and e g

ad Start Slmple § -ancvsi\ 4 prios b
AWhat s your sensitive data? D omplehon of ang k.
A Departments (HR, Finance, Legal) D et b do so will B

A Content (Intellectual property, customer data) E 9r.u—xd$ for &nvasso-'. :

A People (Who are your key staff?)

AwWnhere do | set the boundaries?
A Devices (CD, USB, Printer)
A methods (Web, Physical, Mobile storage)

(3) User awareness of policy
» Education
© Beware the Cry Wolf syndrome! It gets everywhere
3
=N R
confidential - 24 Protect what you value
Summary

1. Thereis increasing regulatory pressure to protect data in EMEA!
2. The foxes are in your henhouse!
A Translationi Donét mi x user trust with bu
3. Abreach is a breach i no matter how big or how small, it puts
your business at significant risk
4. Data protection starts with classification
A 7 major threats at the endpoint to your data i where to start?
5, Traditional approaches ityauneddht a ¢

data-centric security that enables your data and infrastructure to
protect itself

6. Throwing point tools at the problem is not a sustainable solution
A Start with policies and education!

12/17/2008
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Protect what you value.

Thank You
Any Questions?

Brendan_Rizzo@McAfee.com
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