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Founded in 1983

Primary Stock Exchange listing in London

2008 revenues exceeded $4.5bn
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exceptional people

of the Global Fortune 100
and of the
Global Fortune 500
are Dimension Data clients

Dimension Data received
Industry Awards in 2008

Global Cisco Gold Partner
and Cisco Gold Partner
in 29 countries

Microsoft Gold Partner
on five continents

BimEsioN
B
AEUROPE
Revenue: $1,121m
AAMERICAS Employees: 1,910 [ AASIA
Revenue: $686m Revenue: $720m
Employees: 899 Employees: 1,474
7
AGLOBALLY ‘ AAUSTRALIA
Revenue: $4.5bn AMIDDLE EAST & AFRICA Revenue: $974m
Employees: 11,055 Revenue: $1,001m Employees: 1,469
—_ Employees: 4,596
Revenue for 12 months to September 2008
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Data Loss Prevention (DLP)

The challenge

The solution

The challenge |
data loss prevention

Regulatory Compliance (PCI SOX)

a
S

Intellectual Property Protection

Competitive / Sensitive Information Protection
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The challenge |

next inevitable corporate disaster?

of mobile devices regulations and disclosure cost

K Explosive growth | Escalating privacy Public embarrassment

Sold units

USB memory sticl

BlackBerry Smartf

Data Protection: #1 CISO Priority Today

S

%Imiﬂ Lynch 2007 Ciso Survey

The challenge |

traditional threats are not going away

Q: How often do you leave your workplace carrying a mobile device such as a laptop, smartphone
and/or USB flash drive which holds sensitive information related to your job?*

44
42 29
32 32 ¥
i I 24 I i I

Government Enterprise Total

50
40
30
20

10

= Frequently = Sometimes = Never

() (s ) (et

Frequently or sometimes ntly or sometimes tly or sometimes

* ie: customer data, personally identifiable information such as Social Security numbers, company financials, credit card data, or
competitively sensitive information such as product plans

Source:RSA i The Confessions Survey: Office Workers Reveal Everyday Behavior That Places Sensitive Information at Risk
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The challenge |
changing business environment

Increased business relationships
- subsidiaries and 3 party access

Demand for more connectivity outside the perimeter
Internet based collaboration
Web based applications using insecure protocols

AConsumeri zati ono of e

The challenge |
data goes digital

Through trusted 3 parties

Printing/screen capture/copy and paste

Most likely more than 90% of
your information is digital

Once your information
becomes digital it becomes
like liquid and hard to control,
and can be leaked from

mul tiple points

USB devices and portal drives
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BIMENSION
i Data at t
. a at res
The problem is compounded
as your organization's data SR
on enterprise devices
can take many forms \.
4 . .
Data in transit
Traversing
J t J \ the network )
4 R
Data in use
\ Being processedin RAM
4 A
Data beyond boundary
| Beyond your organization's
\ internal perimeter Y
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Data-In-Motion

AEmail

ANetwork access

AWireless
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Data-at-Rest

APortable/
Removable
media (USB)

AAuthorized
abuse

Data-In-Use

AM
AFile share
AWeb uploads

AValware
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Data-Beyond-
Boundary

ADRM
AExtranets
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The challenge |

increasing need for mobile access to data

(Sold units

USB memory stick

N

Information and data moving out of BlackBerry Smartp

corporate perimeter

Palm/Treo P

become smaller

é Advances in mobile device technology
will continue to produce new and more
powerful devices

7
Storage capacity grows as devices ]

\

The challenge |
the major endpoint threats

Physical loss e Unauthorized
or theft of laptops transfer of data
and mobile devices to external devices

Unintentional
distribution via
e-mail, web, etc

Privileged users
breach the data

escapes via print,
CD-ROM, DVD, etc

applications hacked

Trojans/
key loggers/
malware




The challenge |

increasing regulatory pressure

é N N
Growing in number
and complexity US Government OMG
RN (Y US Senate Bill 1350
N / Data Protection Act Proposed (USA)
- “\ (ErpEN) California SB 1386
o Sarbanes-Oxley (USA)
::urlj:i"dr:; Iic;]s::: (UsA) Gover_nment Network
v 6 cEiE s Gramm-Leach-Bliley Security Act (USA)
\ 4 iz Data Protection Act
HIPAA (UK)
7 N (UsA) GISRA
Intellectual property Directive on Protection of (USA)
loss and theft Personal Data (EU) BElEmsE
is also a concern (Germany)
w,

The challenge |

increasing risk of information theft

N

19 people a minute become new victims of identity theft due to data breaches*

7

V,

During a 3 year period, over 217 million Americans were victims of identity theft or exposure?
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Each data breach costs an average of $6.3m3

A typical Fortune 1000 compdny canbd

A typical Fortune 1000 financial institution loses 1 laptop a day®

1. Identity Theft Resource Center, 2007
2. 2007 Ponmon Institute Cost of Data Breach study
3,4, 5. www.privacyrights.org
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The challenge |

the market value of your data

N N
$98.0-$4,900 $$147
Trolan tg steal account Birth certificate
information
. N N\
, $490_ ) | $98
_ )| Credit Card number with Soclal Security card
4 ﬂ PIN
= N N
| $78-$294 $6-$24
| Billing data | Credit card number
N Member Log-In )
$147 Email Address [ dsvan@agoa o] | PayPal
R Password[eessss || @CCOUNE lOgON
: Driver's license repizel] (&g | and password

The challenge |
the real effects of data leakage

Public embarrassment
and disclosure cost

Penalties due to breach of compliance

Breach of customer/partner trust

Direct financial loss ) E&mamwi

Data Protection: #1 CISO Priority Today

Brand equity and reputation damage ) \ @E
MerrillLyneh 2007 CISO Survey

NC N\C D\ O\ )

Cost of recovery (forensics, PR) )




The challenge |
data protection requires different thinking

Easy to lose

m Slueto $147 $9

LCybercr| me obljc\

7
\.
7
\

The solution |
data leakage prevention

Solutions that monitor sensitive data flows \

S 4
More than filtering and monitoring :

K v/

12/17/2008
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Security landscape bDisappearing boundaries

4 N y
before e today & )
Outsourcing
Your o, D«[&
enterprise O
Agency D Jointventures
agreements
of)
¢ L)
Consultants Your
enterprlse Technology
partnerships
O Trusted
Another ~ relationships
enterprise
Collabnration
- J )

Does this look familiar?

A Standard Corporate DMZ/3" Party Network i Note the Firewall
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I magi ne thi

How Secure Does it Look Now?

The solution |
todayods

Most oO6infor mat
products donot
&ecure informationd

A They are designed to
protect networks and
servers

A They do little to protect
the confidentiality and
integrity of information

Information is in constant
motion - making it difficult
to lock down

security

0 rl\uthgntleca(iio% r
actulally

Change/patch

Thrgat management

detection \L o
Anti-virus

Servers

Firewall

12
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The solution |

current approaches to security do not protect the data

System-centric view of data protection:

N Authentication !
Sensitive data
Hpy
1

Protect the perimeter, one system at a time

The solution |
data protection requires different thinking

Data is not static, so security cannot be static i it must persist with the data itself

Encryption

Strong authentication

Data loss prevention

Device control

This is data-centric protection

13
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The solution |
data leakage prevention from Dimension Data

Supports security policy and compliance strategies

Is modular and scalable
A complex

business problem
like data leakage
requires a
comprehensive,
easily manageable
and integrated
solution

Protects all electronic leakage points

Uses best-of-breed solutions

Utilizes a centralized user database

Provides end-to-end visibility

—_— S

NN\

Fulfills the primary objectives of a data leakage prevention strategy*)

* Authorization | encryption | device management| the ability to retain control of data at all times |
full forensically sound auditing

DLP Solutions |

our approach

® ASSESSMENT

. PLANNING

OPERATIONS .
MANAGEMENT

SECURITY
SOLUTIONS

. ARCHITECTURE
SOLUTIONS .
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