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Consequences for loss of Sensitive Data

© 35 million to recover lost or stolen corporate data

Ponemon Institute 2007

© $330,000 is the average value of information held on a
|apt0p FGI Research April 2007

© 53% of organisations would never know what data was

|OSt Ponemon Institute 2007

0 98% of data leaks are due to accidental breach or
Stupldlty CSI/FBI Computer Crime 2007
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Why is Information Security So Difficult?
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We Are Exposed At Every Point
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The Cost To Our Businesses

Immediate Financial Impact Strategic Impact
ANotification costs ALoss of brand equity
ALeakage investigation costs ALoss of customer loyalty
ACrisis management costs AProbable loss of revenue
ACustomer credit monitoring costs APotential law suits and fines

Statistics on Reported Data Leakage % of Data Leakage Incidents by
Incidents in the US Industry between 2004-2007
245.303 Number of records leaked in ~ 35%  Retail

Million US since Jan 2005 22%  Food & Beverage and hospitality
$231 Average cost per record lost 19%  Tech Services & Manufacturing

66%  The victim did not know the 3%  Education
data was on the system 21%  Other

7 Source: Privacy Rights Clearing House, Gartner, Verizon 2008 Breach Investigations Report, RSA |

Research & Analysis

The Security Division of EMC

How Can DLP Solutions Help?

Endpaint ApPpS/DB ESICMS Storage
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The Business Case for DLP

Reduce Risk | Minimize Cost | Avoid Disruption

Reduce Risk

1. What can you find? Where is it?

2. What can you do about it?

3. Time to Value

1. Product 1.Consider the fiwhoo no
MRS 2. Make controls transparent to users

a) Setup/Maintain

b) Investigations 3. Involve the data owners

c) Remediation
3. Infrastructure

9 RSAJ

The Security Division of EMC

Information Risk Management

a strategy for protecting your most critical assets

5 L Information-centric
Business Initiatives o )
Clarifies business context and

<wa\we Informaziay reveals potential vulnerabilities
Risk-based

Establishes a clear priority for
making security investments

Repeatable
LEGLyty NSRS Based on foundation of broadly
- e applicable best practices and
il -:ySt‘EPMi‘D standard frameworks

Endpoint Network - = Apps/DB FS/ICMS Storage

Reveals where to invest, why to invest, and how security
investments map to critical business objectives )
RSA
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Six Best Practices for Enterprise Data
Protection

Secuawy Incidents

Endpoint Network . Applications -~ FS/DB Storage

RSA

Data Loss
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© Understand what data is
most sensitive to your
business

© Know where you most
sensitive data resides

© Understand origin and nature
of risk

© Select appropriate controls
based on policy, risk and
location of data

© Manage security centrally

© Audit security constantly
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