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Risk Aligns Security Investments to the Business

Revenue Growth ComplianceCost Reduction Business ContinuityCustomer Retention

NetworkEndpoint App / DB StorageFS/CMS

Risk

Security Incidents

Sensitive Information

What 

information is 

important to 

the business?

What bad things 

can happen?

Where does it go?

What risks are we willing to accept, 

what risks do we need to 

protect against to enable the 

business?
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Information Risk Management
a strategy for protecting your most critical assets 

Information-centric

Clarifies business context and 

reveals potential vulnerabilities

Risk-based

Establishes a clear priority for 

making security investments

Repeatable

Based on foundation of broadly 

applicable best practices and 

standard frameworks
Endpoint Network Apps/DB FS/CMS Storage

Risk

Reveals where to invest, why to invest, and how security 

investments map to critical business objectives
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Information Risk Management
The Process

Discover and Classify

Discover all sources of sensitive 
information across the infrastructure

Define Policy

Describe how sensitive information be 
protected

Data, People, Infrastructure

Enforce Controls

Establish a control framework and 
implement appropriate controls to 
enforce the policy

Data Controls

Access Controls

Report and Audit

Audit the environment to ensure and 
document compliance with policy

Policy
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Goal

Discover and classify sensitive 
information assets and infrastructure 
according to policy 

RSA Offers

Information classification and 
discovery services

Application discovery and 
infrastructure mapping tools

Automated information discovery 
tools and solutions

Implementing Information Risk Management:
Information Classification and Discovery

Policy
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Risk Model

Media lost or 

stolen

1

Disks stolen or 

discarded media 
exploited

2

Packets sniffed 

in transit

3

Privileged User 

Breach DBA/FSA

4

(Semi) Trusted 

User Misuse

6

Unintentional 

Distribution

7

Database/File 

Server Hack

5

Application

Hack

9

(Semi)

Trusted User
Misuse

10

Privileged User

Breach

8

Unintentional

Distribution

11

Physical theft of 

media or lost 
media exploited
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Distribution

14

Public 

Infrastructure 
Access Hack
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Packets sniffed 
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Threat

X
High Risk

Medium Risk

Low Risk

Implementing Information Risk Management:
Information Classification and Discovery
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Goal

Protect critical data, structured and 
unstructured, wherever it resides

RSA Offers

Data Loss Prevention

Encryption and Key Management

Information Rights Mgmt

Implementing Information Risk Management:
Enforcing Data Controls

Policy
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Data Security System

RSA DLP Endpoint

RSA DLP Network

RSA DLP Datacenter

Control data in use, 

in motion, and at rest 

on endpoints, networks, 

and servers

Data Loss 

Prevention

Suite

Information

Rights Mgmt

Suite

EMC Documentum 

Information Rights 

Management

Persistently protect and  

control rights on  

documents and emails

Encryption

Suite

Encrypt sensitive data 

at multiple points in the 

infrastructure and 

manage the lifecycle of 

encryption keys across 

the enterprise

RSA App Encryption Client

Powerpath encryption

RSA Key Manager
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Goal
Secure access to corporate resources 
and enable transactions with 
employees, customers, and partners

RSA Offers
Credential Management and 
Credentials

Authentication

Contextual Authorization

Integrated Intelligence

Implementing Information Risk Management:
Enforcing Access Controls

Policy
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Identity Assurance Products and Services

Intelligence - Proactive Threat Protection
Prevent credential theft / Intelligence on emerging threats / Reporting

RSA FraudAction

Intelligence ïIdentity and Activity Verification
Monitor Identity Activity / Mitigate misuse and abuse / Share suspicious information

RSA Transaction Monitoring /  RSA Identity Verification

RSA SecurID

RSA Adaptive Authentication

RSA Identity Verification

RSA Certificate Management

Authentication

Multi-Factor

Authentication

Authenticate users with a broad 

choice of authenticators via hosted, 

appliance, or on-premise 

applications

Contextual

Authorization

RSA Access Manager

RSA Federated Identity Mgr

Access

Enforcement

Manage access and federate identities, 

enforcing policy across web resources, 

portals, and applications

Credential 

Management

Management 

and Policy

Define ID policy and manage the 

lifecycle of credentials

RSA Authentication Manager

RSA Certificate Management
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Goals

Detect security anomalies and 
potential threats

Validate compliance with security 
policy and regulations

RSA Offers

Log Collection and Management for

- Simplifying Compliance

- Enhancing Security

- Optimizing Network & IT 
Operations

Implementing Information Risk Management:
Reporting and Auditing

Policy
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Security Information and Event Management

Endpoint App/DB Storage

Log Management

Optimizing IT 

& Network 

Operations

Monitor and identify issues 

across a wide range of IT 

components

RSA enVision

Simplifying

Compliance

Produce targeted 

compliance reports for 

regulations and internal 

policy

RSA enVision

Networks FS/CMS

Enhancing

Security

Perform real-time alerting, 

analyze security incidents, 

conduct detailed forensic 

analysis

RSA enVision
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Completing The Solution:
Professional Services

SupportManage

Ongoing Project ManagementðTraining Services

Business 
Process

Information Risk 
Assessment

Application

Risk Advisor 

Data 
Classification

Storage

Storage Security
Assessment

Policy

Policy Review/
Development

Product Support

Design and 
Implementation

Services

BuildPlan

Policy

Business perspective

Security expertise

Measurable results

Services that enable and 

accelerate adoption of 

information risk management


