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Data is Pervasive and Portable:
ïDesktops and Laptops

ïComputer hard drives

ïRemovable storage devices, such as CDs or USB drives

ïNetwork folders

Risk for organizations:
ïLoss of data and associated expenses

Data at Risk puts your Business at Risk

The Problem with Data
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Å Fast-growing, mobile work force

ï 93M laptops, 2008 - 170M  USB dev., 50% CAGR

Å Disclosure is mandatory, costs are gigantic

ï USA: SB1386 ð 36 State laws, 5 Federal bills

ï Encryption is the only ñsafe harborò

Å Growing notification requirements, penalties

ï FSA, BASEL-II, Data Protection Act (UK / EU), EU 
Directive 95/46/EC

ï SOX, HIPAA, GLBA

Average tangible cost per breach: ~$7.5 Million

1/15th as expensive to prevent

Market Drivers

Stricter
Compliance

Increased 
Mobility

Cost of 
Disclosure
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What is Endpoint Encryption

and 

How it Works 
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Endpoint Data Loss Prevention

ÅPre-boot password or smartcard-based authentication 

ensures only authorized individuals have access to data

ÅEasy central deployment, administration, and 

management features

ÅKey sharing mechanisms that allow users to share 

access to files securely

ÅSecure user recovery without key vulnerabilities

ÅMandatory security through enforceable policies

ÅExtensive auditing and reporting capabilities

ÅSupport for multiple encryption algorithms including 

AES-256


