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Factors for success or failure

Facts +
Belgium: >6 million elD cards
elD applications available:
e-government, health insurance, payroll administration, ...
Laptops with smart card reader.
elD is free!
Facts -

Little or no adoption from:
= Individuals
= business

Limited number of users (tax declaration)
Customization on application side

Factors for success or failure

DRAWBACKS

= Retail — consumer
= Required: software on client PC
= Installation is complex
= Business
= Privacy issues
= No relation of individual with company




Dynamic 2-factor DIGIPASS OTP & eSignature Generation
= Unconnected
= No client software
= Enables eID with any application requiring 2-factor authentication

= Simple introduction into any backend
= VASCO patented technology

Potential Applications
= Web based application
= Portal
= Remote access
= Corporate networking environment
= Additionally: can be enabled with EPCI banking standard




Read Public Data from the card (NAW)

City, Street, Zip code
National Number

Name, First Name(s), Nationality, Pl ace
Type of Document (Belgian Citizen, Forei
Special features (handicap, )

Anything that does not require PIN code entry can be read from the card !!
Applications: Police like PZ VLAS

Connected eID Authentication and Digital Signature

= Any elID application
= Transparent Card Reader
= PIN Pad Reader




User selective credentials

elD cards contain multiple credentials:
= Name
= Address
Providing all these credentials to all his Service providers? No!
= Selection by User: credentials to be presented
= On case by case
= The Vendor Relationship Relation VRM concept
The reciprocal of CRM
http://en.wikipedia.org/wiki/Vendor Relationship Management
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elD : Conclusion

= Extending ease of use for eID as known from banking sector
= Supporting:
= Belgian eID authentication
= Digital Signature mechanism
= Both:
= Connected
= Unconnected readers with and without PIN Pad
= Convenience and portability for eID authentication & Signature

= User selectable credentials will become a requirement
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http://en.wikipedia.org/wiki/Vendor_Relationship_Management

QUESTIONS?

Eddy Cormon
eco@VASCO.com
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