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-52:1 |;,a||)1 y Company presentation

>« A solution to setup business processes online integrating
electronic IDentity transactions simply and quickly»

» From business processes perspective >> an end-to-end approach

End-user Online elD Co service Web application

S

» A platform for electronic identities transactions, interoperable with
electronic IDs (different elDs, different countries, smartcards,
digipass, OTP,...)
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The 211/

AuthentifyMe
Company

Applicable for B2B and B2C sectors. Use case: a user connects on a web portal to access his “My File”.

Online - local

Web Browser identity check

Y
3_% Enterprise web
- <
c 7 Authenticatiof ticket
A .
USER <, OR
E R -Unique user ID
. . elb Cor_npa_ny -ID attributes
Client Server Authentication -Privacy safe
=) Service -Transparent
Internet -Session timer
Multi-device
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The 21/ Electronic signature
Company  Wing Signing

> Applicable for B2B and B2C sectors. Use case : a purchase order signed online .

E a. Surfs on Insurance Web site
' b. Authentication elD i
:'J: c. Workson document(s) Enterprlse web
¢ 1 d. Signs electronically on-line site
Browser ' e.g.: Insurance/
3 :':::::' <€ elD Company
ce
User “ \‘
signing ¥
Server
signing .

« Contract signed in the name of
“The insurance Company”
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The 21D~ - 1dentity Checker
Company

> Applicable for B2B and B2C sectors. Use case: a school online registration.

Collect family

'
'
composition i- \ National Register DB
document [ Authentic source
Sionedi by | Sch_ool Web
authority i Application(s)
Browser
A
(] @
@ - Signed fgmily
" Pparent composition
VR .
- N Filled signed
. S
-7 form

a. Surfs on school portal
b. Authentication elD

c. Getsfamily composition

d. Download form pre-filled with elD
e. Fills form

f. Signs form electronically on-line
g. Form sent to school web site
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The 2/ - Rode Kruis Vlaanderen
Company

> Business case : Blood Donor’s process
» Process highlights:

A

> ldentification and Authentication of blood donors -

> Medical forms (Multiple choice) and legal forms (BBF) to fill in and analysis to be
SIGNED

> Traceability of donors (and their history), blood pockets and requested medical
analysis

> Anonymicity of filled in forms (MC & BBF), sealing of BBF box

4

Rode Kruis

e Krui
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The 2D - Rode Kruis Vlaanderen
Company

> Business case : Blood Donor’s process
> Process highlights:

> Step 1: Inscription

1-ldentification and authentification of
donor

D\ | 2-Attribute unique ID to the donation

BBF 3-Ensure unique link between donor
and donation

4-Register date, location and donation
type

Donatior]

number 5-Generate questions multiple choice

and BBF form

6-Update donor’s list and donation

Donation
number
Plug & play elD solutions 7
The 21D - Rode Kruis Vlaanderen
Company

> Business case : Blood Donor’s process

» Process highlights:
> Step 2 : Forms

1-Donor fills-in medical form

2-Donor fills-in BBF form

g . 3-BBF form is sealed in a « box »
e Stickers
L i
pumber
g

Medical
questions
-Donor
number
-Donation

number M BBF box (sealed)
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The 2D - Rode Kruis Vlaanderen
Company

> Business case : Blood Donor’s process
> Process highlights:

> Step 3 : Medical interview 1-ldentification & authentication of donor

Donor ) ) . . )
2-Evaluation/discussion medical questions

3-Define blood volume to take

Sticker’s
roll
4-Question & register history

Medical . .
Extrq questions 5-Register other medical params
analysis
requests 6-Extra blood analysis requested by
physician (signed)
RKVL physician
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The 21D 7 Rode Kruis Vlaanderen

Company

> Business case : Blood Donor’s process

» Process highlights:
> Step 4 : Blood pouches distribution

I]]MU] Donor
[

1-Identification of donor

2-Pouches & tubes distribution

I

Medical
uestlons i /
RKVL physician Pouch and tu
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The 21D - Rode Kruis Vlaanderen
Company

> Business case : Blood Donor’s process

1-ldentification of donor

> Process highlights:

> Step 5: Blood pouches distribution 2- Donation ID on pouches and tubes
3-Donor ID on pouches

4-Register and control ID links

Donor
5-Encode data in blood mixer
Donation _—

P

N\
Medical
quest

number

RKVL
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The 2D’ - Rode Kruis Vlaanderen
Company

> Business case : Blood Donor’s process

» Process highlights:
> Step 6 : End of collect - logistics

1-Donor data, donation data

2- Medical form signed by donor & doctor
3-BBF form

4-Destruction of leftover bar code stickers
5-Blood pouch and tubes (5 in case of

successful blood donation)
6-Donor list, backup list link Donor-Donation
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The 21D . WinBooks
Company

> Business case : Electronic invoices process
> Process highlights:

> Identification of user
> Replace “paper originals” by “electronic originals”
> Text base : Ministry of Finance directive 13-05-2008

WinBooks’

=
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The 21D . WinBooks
Company

> Process highlights: Y
’j& {, JAutocollant 02/09/2008 09,480l
vsa]tls Su:“ﬂ Mick th /15«:131;--
»To suppress original paper invoices Vil Invice Scanning modile
»To keep original invoices as PDF doc
»Remains an “original” for the administration
»To allow annotations after signature

il

Encoder
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The 2D/
Company

> Process stepl: invoices scanning

WinBooks

Paper

invoices

“originals”
WinBooks Virtual \@ 3
Invoice v

1-Accountant identification and authorization
2- Original paper invoices collected
2- Scanning of paper invoice @reception

4-Electronic signature of PDFs scans

Accountant g\- d

Scanner

Scanned
PDF
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The 2D/
Company

» Process step 2: invoices signature

WinBooks Virtual

Invoice -
Y .

PDF S )
Scanned OCSP + !
invoices

Electronic -

signature
Electronic
“originals”

WinBooks

1-Authentified accoutant triggers signature
2- OCSP validation
3- TSA time stamping in signature

4-Paper can be thrown away

__TSA Paper
invoices
) “originals”

23
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The 21D . WinBooks
Company

»  Control by administration (TAX & VAT)

1- Controller requests to verify invoice original
2- Signed PDF file is provided to controller

3-Validation done in Adobe Reader

Requests to
control
invoice # 123
TAX Signature
controller validation in
Adobe
Reader
Invoice #123
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The 21D - WinBook
. INBOOKS
Company
> PDF standard structure : 1ISO 32000
= header
header '
body
body Original File
xref table
xref table
iy trailer
trailer
h | body changes
Update 1 xref
+ PKCS#7 structure 3 trailer
+ WhatYou See is Whatyou SIGN is What you Print
+ eID (SSCD) ] body changes
Updaten xref
— Qualified signature wrailer
(c.f. PDF signature paper Jos du Mortier
)
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http://www.law.kuleuven.be/icri/publications/954eIDPDFSignatures.pdf.pdf

The ©/D . winBooks

Company
> PDF signature standard : ISO 32000
PDF Document
-
%PDF
: (PDF content)
Digital ID
Private key signature dictionary
Certificate: /ByteRange {...}
* Public key /Contents
* Identity
information J :) » Certificate
(stored on desktop - Signed hash value
or security device) .0CSp
*Time stamp
%%EOF
——— —
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The 21D WinBooks
Company
> PDF sianature standard : 1ISO 32000
— signature 1
%PDF applies to
Original these bytes
version
sighature 1 signature 2
%OEOF applies to
these bytes
Changes for
version 2
St L signature 3
%%EQF applies to
J——
these bytes
Changes for
version 3
signature 3
%%EOQF
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Signature
value
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The <D THANK YOU !
Company

Any Questions ?
If you’d like more information, contact us @

http://www.eidcompany.be
hugues.dorchy@eidcompany.be
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