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Maturity of IAM

* Where are we today with Identity & Access Management? e
* Status?
* Whatwent well?
* What can be improved?
° Future?

* Is it possible to do a maturity assessment?
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Maturity of TAM

KPMG's |IAM Maturity Model:
= follows existing standards like CMMI and Cobit.
= provides independent assessment criteria.

= can be used to measure where the organisation is, to efficiently decide
where to go and for measuring progress against the goal.

Characteristics Maturity Level

Processes are improvad constantly and have reached a good practice level. 1T is
used integrated for warkfiow automation and provides tools for the improvement Optimised
of quality and effectiveness

The management monitars the adherence to the
processes and take measures, if processes are not Managed
effective. Tools are used in the main areas

are to be observed, however deviations are probably not Defined
recognized.

Sarne tasks are similarly solved by different persons
Responsibility and knowledge remains with a single person Repeatable
Errors are likely,

Ad hoc processes. Success depends on the authority
and the commitment of individual employees Ad Hoc

o Processes are documented and standardized. Processes
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IAM Process Model (simplified)
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Problems in IAM Process Model
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IAMis an integration and change question

How do |
optimize my
processes?
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Highlights of the survey

Gain insightinto status and maturity of IAM in European
organisations

° Current status of IAM in general and IAM projects
* Drivers for and expected benefits of IAM
* Satisfaction with IAM project
° Maturity of IAM
- Mapped to COBIT maturity levels

Overall goal: based on this insight to contribute to
your decision making process
for identity and access management

* 235 respondents from [rosogmtons | = |
organisations located in 21
European countries North (UK Scandinavi and Baltc's %

East (Poland, Hungary, Czech Republic, Romania and Slovakia) %

* Among the respondents South (ialy, Spain and Portugal 15%

. West (Benelux, Germany, Switzerland and Austrial 57%
where a wide range of
organisational
representatives, frpm CEOs — —
and CIOs to security SO X
. More than 10,000 7%
officers and heads of Tota o
internal audit
= ° Participants from Consumer Marats (CA) %
. . . Financial Services (FS) 1%
organisations of different Incustril Mathots ) 0%
sizes and different sectors st Gommat & Hoscars 004 o
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Participants

Total

100
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Current status and IAM projects

* All participants started one or more 1AM projects in the last three
years

* Two-thirds of participants have separate IAM budgets
* Financial sector has highest budgets, government lowest budgets

Size of IAM project budgets

B Mo budget allocated for IAM specifically
M Less than EUR 100,00

= EUR 100,000 up to EUR 500,00

I EUR 500,000 up to EUR 1000,000

| |

000,000
M More than EUR 10,000,000
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KPMG’s view

° IAM is of concern to all organisations regardless of the sector they
operate in or the country where they are based

* Financial Services sector = “early adopter”
° Banking regulations (e.g. Basel II)
* Corporate governance legislation (e.g. SOx)

* Infrastructure, Government and Healthcare sector = “late adopter”
° Least mature |IAM projects
* Lack of notable compliance obligations

All respondent initiated an 1AM journey,
IAM is here to stay!
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Strategy

* 58% of the participants have IAM related strategy at executive board
level
* IT professionals mostly responsible for the development of the

strate
gy IAM Strategy Responsibility

Orter I

Security Officer

Risk Office

ead of [T-department

Financial Officer

Asset owner

Chief Information Officer

T T T T T T T T T
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

B 1AM Strategy Responsibility
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KPMG’s view

* Develop a clear |IAM strategy:
* covering IAM and all underlying processes
* deriving from the organisation’s strategy (IT related and other)

* |AM projects should not only focus on technological aspects but also
on business related aspects

Key factor for successful IAM projects is involvement
and commitment of the appropriate stakeholders

Majority of IAM projects appear to be driven by IT stakeholders
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Scope of IAM projects

* |1AM projects focus on employees/contractors and internal systems/
information

* Federated Identity Management, the cross-boundary connection of
IAM environments with business partners, is not yet broadly used

Other external stakeholders
Suppliers /Vendors
Contractors

Employees -

T T T T T T T T T T
0% 10% 20% 30% 40% 50% 60% 70% 80% 80% 100%

MW |AM Scope
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KPMG’s view

* Develop an IAM roadmap setting out the foundation for an IAM
environment

° Implementa central & integrated IAM system
* Address the organisational aspects of IAM
* Policies and procedures are a KEY element

* Technically oriented means are more often used to achieve project
goals than IAM means that are business-oriented

Most projects are focused on employees and contractors.
The main reason appears to be the obligation
to comply with internal and external regulations
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Drivers & benefits

* Significant benefits are expected for regulatory compliance and risk
management especially in Financial Services sector and Information,
Communication & Entertainment sector

* Significant benefits for process improvements in Infrastructure,
Government and Healthcare sector

Expected significant benefits

100%
90% -

80% -

70%
60% -
50%
40%
30% o
20%
10% -

0%

Regulatory Process Cost Risk Competitive
Compliance grovernghts  containment Management
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KPMG’s view

* Many organisations will not engage in IAM unless there is an external
force driving them to manage “access to programs and data”

* Organisations will seek process improvementin order to achieve
sustainable compliance as well as to achieve operational excellence
by automation

° Only a limited number of organisations view enterprise-wide IAM as a
competitive advantage

Cost containment and competitive advantages are
seen as the least important drivers of IAM.
Improving compliance and reducing
risk are the main driver behind IAM projects
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Satisfaction

* More than half of the IAM projects did not achieve the intended goal

* There is a clear gap between expected and actual benefits of IAM
projects

* Most organisations lack insight into the benefits of IAM projects

Satisfaction with project outcome

Very satisfied

Somehow satisfied

Neither satisfied nor dissatisfied
Somehow dissatisfied

Very dissatisfied
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KPMG’s view

* Organisations expect to gain most from IAM in terms of insight into:
* who is able to access what information
* what the recipient does after gaining access

* |JAM is seen as a detective control mechanism rather than as a
preventive control mechanism

* Many organisations do not regard cost containmentas their
prominent driving factor for IAM

A confirmed strategy, business case and expectations management
is essential for a successful IAM project

©2008 KPMG Adhisory, a Belgian civil CVBA/SCRL and a member firm of the KPMG filiated
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Project failures

* The biggest challenge for a successful IAM project are not the
technical issues

* The main cause of project failures is that the business is not ready

Causes for project failures

100%

90% o
80% -
70% A
60%
50% o
40%
30% +

20%

10% 4

0% -
Budget

Business No selution Integration Other
not ready, for actual with exsting
problem IT
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KPMG’s view

* The aim of IAM is to resolve business issues!

* To prevent |IAM project failures the following project approach is
recommended:

* Define the aim of the project and set realistic goals

* Cover the business aspects as well as the technical aspects of
IAM

e Strive to be efficient and pragmatic

* Aim for a structural solution to avoid the need for a yearly
3 comparison between IST and SOLL

* Seek to produce timely results
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Maturity

* Overall, many participants rated their maturity of IAM below “managed”
° User management is the most mature IAM process
° Monitoring & audit is the least mature IAM process

At least manaded
45%

Atleastmanaged At least managed  Atleastmanaggll At least managed
= W Non Existent
32% 32% W Initital
B Repeatable
m Defined
B Managed
W Optimized
Authorisation Authentication Provisicning Menitering
Management Management Management and Audit
©2008 KPMG Adnisory, a Belgian civil CVBA/SCRL and a member firm of the KPMG liated 25
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Maturity
° Maturity per Line of Business
Optimizad
Managed W Ensroy & natural
)ﬁﬂ'ﬁﬁ\
< B Govemment >
Defined I —
B Consurner &
Industrial markets
Repeatable
M Financial Financa
il W Information
[z Communication
and Entertainment
Non Existent W Cther
Matunty user Maturity Maturity Maturity Maturity
managemant authentication authonsation provisioning monitering
managemant management & auditing
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KPMG’s view

° Most organisations can increase the maturity of IAM by improving the
efficiency of IAM processes through automation

° Main focus on the realisation of an integrated IAM system (in which
all users are generally managed)

* Clear division between organisations that need to comply with laws &
regulations (SOx, Basel 1l) and organisations which are not affected
by such regulations.
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Recap of main findings

* Identity and access management is here to stay!

° The main drivers for identity and access management projects are
improving compliance, reducing risk and increasing business value
(process improvement)

* There are gaps between expected and realized benefits from identity
and access management projects

* |dentity and access management is getting mature. Within many
organisations the identity and access management processes have
been standardised and documented, and their proper execution can
be controlled on the basis of the documentation

©2008 KPMG Advisory, a Belgian civil CVBA/SCRL and a member fim of the KPMG network of fliated 2
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IAM s becoming mature!

Characteristics Maturity Level

Processes are improved constantly and have reached a good practice level. IT is
used integrated for workflow automation and provides tools for the improverment Optimised
of quality and effectiveness

The management monitors the adherence to the
processes and take measures, if processes are not Managed
effective. Tools are used in the main areas

Processes are documented and standardized. Processes

are to be observed, however deviations are probably not Defined
recognized
Same tasks are similarly solved by different persons

© 00 60

Responsibility and knowledge remains with a single person Repeatable
Errors are likely,
Ad hoc processes. Success depends on the authorit
and the commitment of individual employees Ad Hoc
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Thanks for your attention!

KPMG IT Advisory

Benny Bogaerts
Manager
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