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I What goes wrong?
A Expectation
A Realism

A Result

! What can be done?
A Business Viewpoint
A Information Viewpoint

A Technical Viewpoint

! How to apply?
A Business considerations
A Information considerations

A Technical considerations
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Source: howstuffworks.com

WHAT GOES WRONG?
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Expectation

V]

2 Textbook benefits

[V]

1 Return On Investment

V]

2 Single Sign On

V]

2 Fully Automated Workflow

A HR as Source

=<

IAM Technology will
solve the problem!
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Reality

Processes are often
A Not documented
A Documented, but bypasses exist

A Documented, but known to be sub -
optimal

Organization
A No data owners

A Unknown application owners

Systems

A No clean account/privilege data

-
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Result

Partial delivery of scope:

A Directory synchronization instead of
self service

Added value is unclear

Afdls this all we get?od

2 out of 3 IAM projects fail!

A http:/licanhasidentity.wordpress.com/

-
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But why??
T

E Unclear requirements

AASingle Sign Onbo

account

nframeo

AACreate on a mai

= Unrealistic requirements
AAf udM/ AM/ EM/ LM/ GRC/ é0

A Many influences

= Insufficient requirements
A IT/Security only takes IT scope into
account

A 1T/Security is afraid of Business
Requirements

£ Underestimated complexity
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But why??
O ——

= No organizational support

AfRBusi nes®md buy

A Governance

"ACCELERATION
FORCE"

-,

APPARENT
WEIGHT

B Changing requirements
=)

A Only during implementation, Business SRAVITY
sees possibilities and requests many (WEIGHT)

changes

A Upgrade roadmap of infrastructure
was not taken into consideration

A Project structure
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But why??

Use of tools beyond design
A Directory sync products to support complex Lifecycle Management

A Single Sign On to solve Access Control problem

Sometimes limited experience with products

Source: UK Health and Safety
Executive -- How to use a Ladder
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What is changing?

Is the IAM hype over?

A Before:
AWe want SSO00
AWe want an Ildentity ~=" A~A~~~-o-o

Management Solutiono

A Now:
We need to prove that we have control
over our accounts
We want to make it easier to modify
our applications
We want B2B communication in a
secure and flexible way
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WHAT CAN BE DONE?
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Solution

V]

The business value of an IAM Solution is
directly proportional to the number of
integrated applications and

systems
= Business applications and suwfn
xecutive]
systems have owners Sponsor

= Owners must be
convinced to
integrate with 1AM

= Convincing stake -
holders requires
tangible business
benefits:

A Business Executive
Sponsors

A IT Executive
Sponsors Network Infrastructure

A Business Owners

A IT Custodians
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