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Strong forces combine to create a
significant challenge

Evolution Dependency

of threats onICT

AKeeping skills
current is costly
| orimpossible
AReal experts are
hard to find and
even harder to

Scarcity of Need to be
expertise competitive
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The competence requwements of IT security - =

people are constantly rising N

New technologies and changes in user behaviour increases vulnerability:
Alncreased use 0ofbrialdbaysd access and wir
Alncreased use of networked applications (e.g. instant messaging, VolP)

Alncreased sharing of files (e.g. music, video, software)

Alncreased workforce mobility (20-25% of all PCs are laptops)

Alncreased use of multiple connected devices (e.g. PDAs, mobile phones) 3
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Devices access the services that
connect us to our networked lives.

Increased networking of devices:
Game consoles, home servers,
navigation devices, vehicles,
buil dings, i

106M 150M
Source: Gartner, IDC, SA, Nokia
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Connected N

a olpickedo usage of smart phones wil/

Connected to friends and Connected to personal and Connected via a fleet of digital
communities on the Web business content devices
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Projected smartphone shipments by OS N
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Centralized management
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Deskiops & Lopteps File Services E-mail & Internet Gateways Smartphenes
Anti-Virus OK Anti-Virus OK Anti-Virus OK

Aany unprotected device connected to both the Internet and your
company LAN is a security risk.

ASecurity policies in many companies require protection on all devices
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Mobile Malicious Content Landscape N

Any open operating system enables developing malicious content
Virus writers typically try to attack the most popular platforms
Both virus writers and security vendors have learned from the PC world

Antivirus is a service with a software component

15 September, 2008 Page 9

F-SECURE"
hY l

Latest market study from Frost&Sullivan N
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