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NEW THREATS : MOBILE MALWARE 
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Strong forces combine to create a 
significant challenge

Evolution

of threats

Dependency

on ICT

Need to be

competitive

Scarcity of

expertise

ÅOrganized crime

ÅMobile threats

ÅPatching not

effective

ÅNew technology

opens up new

threat scenarios

ÅBusiness stops if

ICT systems are

down

Å24x7 operation

needed

ÅSecurity is not

optional

ÅThe scope of IT

is expanding so

rapidly that nobody

can keep up-to-date

ÅNew devices

ÅNew OSs

ÅNew protocols

ÅNew integrated

applications

ÅKeeping skills

current is costly

or impossible

ÅReal experts are

hard to find and

even harder to

retain
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The competence requirements of IT security 
people are constantly rising

New technologies and changes in user behaviour increases vulnerability:

ÅIncreased use of ñalways-onò broadband access and wireless hotspots

ÅIncreased use of networked applications (e.g. instant messaging, VoIP)

ÅIncreased sharing of files (e.g. music, video, software)

ÅIncreased workforce mobility (20-25% of all PCs are laptops)

ÅIncreased use of multiple connected devices (e.g. PDAs, mobile phones)
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Devices access the services that
connect us to our networked lives.

2006:

2009:

Home PCs

85M

Source: Gartner, IDC, SA, Nokia

Wi-Fi smart 

phones

17M

106M 150M

1,25x

Wi-Fi gaming 

devices

19M

26M

8x

Wi-Fi PDAs

11M

14M

Increased networking of devices:

Game consoles, home servers, 

navigation devices, vehicles, 

buildings, infrastructureé
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Connected

Connected via a fleet of digital 

devices

Connected to personal and 

business content

Connected to friends and 

communities on the Web

a òpc-likeò usage of smart phones will drive the demand for services
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Projected smartphone shipments by OS

All PCs 
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òSmart phones are part of your 
IT networkò

Anti-Virus OK Anti-Virus OK Anti-Virus OK Anti-Virus ??

ÅAny unprotected device connected to both the Internet and your 

company LAN is a security risk.

ÅSecurity policies in many companies require protection on all devices

Our shared challenge:

New threats take many forms, appear faster and are 
developed by organized criminals. Mobile threats 
are growing rapidly.
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Mobile Malicious Content Landscape

Any open operating system enables developing malicious content

Virus writers typically try to attack the most popular platforms 

Both virus writers and security vendors have learned from the PC world

Antivirus is a service with a software component

Any antivirus solution is only as good as the latest update

ÅResponse time is critical

ÅDistribution methods are critical

Users are not interested in security, they want to trust, not to be trusted
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Latest market study from Frost&Sullivan


