The Security Quagmire
The Evolving Threat
What constitutes the basis of effective security?

What is the IBM strategy for addressing the security challenge?

Questions and Answers
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The Security nPerfecto

AThe evolving threat
- From notoriety to profit motive
AThe productivity machine
- Business enhancements = risk
ASecurity costs growing 3x faster than IT budgets
- Point product approaches no longer scale
AAccelerated growth of IP-aware networks
- Accelerates IT risk
ARapid growth in data
- Data is the new currency
ACompliance mandates

- Driving costs and spending

Does the Enterprise have a chance?
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MalCode does not NEED vulnerabilities

From SOPHOS: More MalCode i Mostly Trojans

———  The numbers of malware increased, and the growing
emphasis on secrecy and stealth that we saw at the end
of last year has continued to spiral upwards. Spyware and
phishing remain two of the biggest threats that businesses
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Malware authors are increasingl:

6 months at a glance

Over 180,000 threats detected by Sophos

= h spam
Viral emails down to 1 in 91 attack under the
New Trojans outweigh viruses and worms 4:1

Ransomware demands money with menace

for the same period in 2005 - further proof that email worm
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Commercial Exploit Service
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Managed Exploit Providers

A Managed Exploit Providers (MEP) is the new business
A Selling or leasing exploit code and attack delivery platforms
- Outright purchase of the attack engine, with subscription updates
- Weekly-rental schemes of attack platforms
- Pay-per-visit or pay-per-infection schemes as simple as Google advertising
A Increased effort in maintaining their intellectual property
- A lot of competition for new exploits
- 0-day exploits carefully controlled
ACottage industry of suppliers to MEP®&s

- Reverse engineering latest Microsoft patches
and developing exploits

- Buy/Sell/Auction of new vulnerabilities
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