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The Security Quagmire

The Evolving Threat

What constitutes the basis of effective security?

What is the IBM strategy for addressing the security challenge?

Questions and Answers 

Agenda
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The Security ñPerfectò Storm

ÁThe evolving threat

- From notoriety to profit motive

ÁThe productivity machine 

- Business enhancements = risk

ÁSecurity costs growing 3x faster than IT budgets

- Point product approaches no longer scale

ÁAccelerated growth of IP-aware networks

- Accelerates IT risk

ÁRapid growth in data

- Data is the new currency

ÁCompliance mandates 

- Driving costs and spending
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Does the Enterprise have a chance?

Á5%+ heavily traffic sites host 

malware or spyware (Gartner, 2007)

ÁBetween 500k-700k URLs serving 

drive-by malware (Google, 2007)

Á867,899 Phishing URLs discovered 

by ISS in Q307

Á2.4% of DNS servers are poisoned
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An explosion of innovation in Malicious Codeé

MalCode does not NEED vulnerabilities
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From SOPHOS: More MalCode ïMostly Trojans

Source:  sophos-security-report-jun06-srus.pdf

They nearly 
DOUBLED the 
prior 21 years 
to >200,000

Trojans are 
now 75-80% 
of the new 
MalCode
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Commercial Exploit Services
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�^���µ�•�]�v���•�•���u�µ�•�š���������‰�Œ�}�(�]�š�����o�����]�(���]�š���]�•���š�}�����}�v�š�]�v�µ�����š�}���•�µ�����������U�����µ�š���š�Z�����P�o�}�Œ�Ç���}�(
business is to make it so successful that it may do things that are great chiefly
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CHARLES M. SCHWAB (1937- )
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Managed Exploit Providers

ÁManaged Exploit Providers (MEP) is the new business

ÁSelling or leasing exploit code and attack delivery platforms

- Outright purchase of the attack engine, with subscription updates

- Weekly-rental schemes of attack platforms

- Pay-per-visit or pay-per-infection schemes as simple as Google advertising

ÁIncreased effort in maintaining their intellectual property

- A lot of competition for new exploits

- 0-day exploits carefully controlled

ÁCottage industry of suppliers to MEPôs

- Reverse engineering latest Microsoft patches 

and developing exploits

- Buy/Sell/Auction of new vulnerabilities
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