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Agenda
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Ç Risks

ü Types of attacks & motivations

ü Impacts: on service, legal

Ç Full scope and practical experience

Ç Protection steps

ü How they fit together (sequence, timing)

ü Impacts on organisation

ü Future proof approaches

Ç Norms, compliance, é

Ç Trends and expectations for the following months and years

ü Attacks

ü Development
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Risks: Types of attacks & motivations
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Ç Difference with usual network/system hacking

ü Few experience needed

ü Techniques fully documented on Internet ( ñScript kiddiesò)

ü No need for specialised tool: standard browser

ü Quick to operate, result almost immediate, often a « business » action

ĔROI very high

Ç Targeted attacks

ü Real pirate

ü Vandalism

ü Trial (partner, customer, employee, é)

Ç Untargeted attacks

ü Semi-automatic (scanners + human)

ü Full automated robots ïfrom January 2008
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Risks: impacts
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Ç Image

Ç Relationship with customers

Ç Interruption of service

Ç Data corruption

Ç Legal

ü Private information leakage

ü Illegal content or use
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Full scope (1)
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Layers                                    Security
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Full scope (2)

DB schema

Access rights
Design

Secure coding
Design

Secure coding

Installation

InstallationRules

Architecture
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Practical experience
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Ç Experience based on
ü Different sectors (finance, industry, military) + hosting environment

ü Different sites: from one application up to several dozens

ü Different technologies: Java, .NET, PHP, é

ü Different applications: On-line forms (like Web banking), forums, Web mail, 
source control, é

Ç Huge interactions
ü WAF must know about Web server, application framework, application 

functionalities, data, and clients

ü Business logic must understand limitations imposed by WAF

ü Application framework must understand limitations imposed by WAF

ü DB admin must understand application functionalities to secure data

Ç Competence problem
ü Security people usually are not involved in development

ü Development people usually do not know about security

ü Very few experience with secure coding and WAF on the market

Ĕ No global view
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Protection steps
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Ç Training
ü All developers

ü Application architects

ü Project managers

ü Deployment people (Web servers, Application servers, é)

ĔOriented to defence, not penetration

Ç Define rules in security policies, also for outsourced software (RFP) and 
sub-contractors

Ç Automate rules in development frameworks

Ç WAF technology choice Ĕ (short) study to analyse needs: security 
(filtering), performance, management

Ç WAF implementation
ü Applications analysis: risks, technology, functionalities, development life-cycle

ü Test environment

ü Define rules & policies to implement (white/black listing, é)
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Protection steps ðsequence
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Ç Training Ĕ security policies Ĕ frameworks automation ĔWAF

Ç Long path, lots of coordination & standardisation

Ç Quick wins

ü WAF

Å Sometimes too permissive

Å Can be sufficient to block at least all automated attacks

ü Policies

Å new developments

Å big projects

Å outsourced development
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Protection steps ðImpacts on organisation
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Ç Cross organisation

Ç Must be driven globally by Security Officer

ü Above development, production, sales, etc.

ü More standardisation than security constraints

ü Exceptions for third party software
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Protection steps - Future proof approaches
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Ç Global process

Ç Standardisation

ü The soner the less expensive

Ç Iterative approach: begin small

ü WAF (even partial)

ü Training

ü Policies

ü Secure new developments
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Norms, compliance
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Ç No norms !!!

Ç Best practices: OWASP

ü Best reference today

ü Base line recommendations for developers, designers, architects, and 

administrators

ü Difficult to begin with without training (check list approach, not a didactic 

one), best for updates on the subject

Ç Compliance: financial sector (SOX, Payment Card Industry)

ü Trivial requirements: validate input, authenticate users, WAF, é

ü More system than application oriented (DB, é)

ü Totally useless as input

ü Very easy to comply with if you secure your applications
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Trends ðshort term
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Ç Attacks

ü Huge increase in fully automated attacks

ü Increase of attacks targeting one particular vulnerable framework

ĔFirst steps are urgent (WAF, policies, new developments)

Ç Development

ü Some frameworks increase the security in new versions (ex: .NET)

ü Most of them do not feel concerned at all

ü By providing good advises to framework development teams (even Open 

Source ones), it is possible to have them evolve

ü Apparition of some « add-ons » for dealing with particular security aspects

ü AJAX, SOAP, é: not (much) worse than classical applications, but more 

entry pointsĔhigher risk

ĔNeed to standardise development to some frameworks, to tackle security 

issues, and interact with frameworks providers
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Trends ðlong term
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Ç Attacks 

ü WAF alone will not be enough, development must evolve

ü WAF configurations must be ready for new rules

Ĕno time to re-analyse each application against each new threat or new 

filtering feature Ĕbehaviour based

Ç Development

ü Frameworks & WAF (policies & best practices) will be more restrictive

Ĕ restrict now to ease migrations

ü AJAX, SOAP: more frameworks on top of them Ĕmore holes

ü Microsoft Silverlight, Adobe AIR, HTML 5.0: richer clients Ĕmore hacking 

possibilities

ĔSecurity must considered before moving to a new technology
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