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Jean-Francois Nivart — CEO
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Quick presentation

* intoPIX

Protecting Picture Value
* JPEG 2000 image compression — Security — FPGA
* Spin-off from UCL (2006)
* Sales in Europe, North America, Asia
* Jean-Francois Nivart
* DC28 participant
* EVS Broadcast Equipment — XDC
* Industrial Vision
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A Secular Know-How to respect 35 mm DI t rl b tl N
Universal Standard S u O
High Quality Presentation

High Reliability

Physical Duplication & Dispatch

Laboratory

35mm

duplication & dispatch

Human dimension
in the B2B Distribution

Post-production
Content customization Art &
remote theater

Distribution
Rights Management
Marketing

Multiplex
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Replacement of 35 mm distribution

Digital Revolution

Increase Connectivity

Consistent cinema experience over time
New business opportunities

35 mm copy cost cutting n ]

Distribution flexibility g O+~ P ;ﬁgﬁgg,ﬁ‘y
Improved security \ duplicati(@&i.d_ispatéh
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Post-production
Content Digital
customization

Distribution
Rights Management
Marketing

Art &
remote theater

Multiplex
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Digital Cinema Brakes

* Business model
— Revenue balance
— Equipement cost

* Equipment certification
— Quality
— Security
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World Wide Cinema Screens:
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Deployment

World Wide Digital Screens:
6603 screens

North America
74%

~_Europe
16%
——  Asia

10%
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Deployment
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Movie Story

* Pre-Exploitation Exploitation
— Shoot — Press & Premiere
— Daylies — Festival
— Post-production — Cinema Theater
— Screenings — Flight entertainement
— DVD renting & VOD

* Post Exploitation — Pay-TV

— Archive — DVD
— Revival — Broadcast
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Movie value

Progressive decrease in quality
— From 4K Digital

— Down to POD-Cast or VHS
Decrease in value per viewer

— From S 14

— Down to 0,000... ‘nothing’
Increase in business volume

— Value decrease is Compensated
by audience increase
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Which threats?

* Pre-Exploitation * Exploitation

* Post Exploitation
— Archive
— Revival
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What’s the environment ?
« B2B

— Distribution Agreement
— Initial commitment
— Commission on Box Office

* Consumer interest
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Who to fight ?

Piracy by intention
— In theater camera
— File Access

Piracy by opportunity
Business rules infringement
Piracy by distraction
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Who to trust ?

Movie Director
Producer

Production
& post-production

Festival
Exhibitor
Audience
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Invisible

» Security should be Invisible
- Not visible by the movie-goers
- Not impacting on cinema operation

The “Show Must Go On !”
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Camera Defeat
Watermarking
Link Encryption
File Encryption
Key Management
Operation logging
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Security Tools

Secure Messaging
Protocol

Secure Clock

Operator Identifier
Device Identifier
Content Authentication
Device Authentication
Tamper proof system
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Actual Implementation

SMPTE Standard
File encryption
—AES 128

Key protection
—RSA

—KDM
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MediaBlock

e FIPS 140-2 Level 3

* Mediablock position
— In Server
— In projector

* Single chip implementation
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Mediablock

MediaBlock

(FIPS compliant) CPL Control MXF Central Clock
unwrapper controller Controller

- Image Decoder Image Forensic Overlay Color Image Video
syl Marking Insertor Converter Local-link Output
Encryptor Interface
Overlay
GBit Ethernet Essence Data Demux Decoder
Controller Decryptor
& Hashing

Overlay
[

Security
Manager

Sound Decoder Sound Sound Forensic| Sound Sound Output
Mixer Marking Local-link Interface

Encryptor
Memorry Memory
Controller Arbiter
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Implementation Challenges

From full chemical analog way
To full digital handling

Pop-Corn Man

B2B confidence

Language & accronymes

World wide standard procedures
Equipment certification

Secure operation control
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Issues

» Security procedure in Post and Cinema

» Secure equipment certification
— Who to trust?
— How to limit the certificator?

— Avoiding anti-trust law?
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See you soon
In Digital Cinema
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