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Introduction: Questions

» Whatis DRM?
i DRM is Digital Rights Management. It is any system that is added to
manage the use of a content based on the formalization of the associated
rights.

+ Is DRM dead?
I NO

» WillDRM die?
I NO
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http://www.apple.com/itunes/store/

DRM within content protection scheme

Content Protection

Copy Conditional Digital Rights
Control Access Management
I Simple rights: binary i More complex rights: I Rich rights: allows content
decisions (can/cannot) on decisions on actions based owner to express many
actions (e.g. copy, play back)  on other parameters, e.g. usage models
time limits
i Usually application specific i Usually application-
(e.g. VCPS f or iDod@yoRaN:I) specific agnostic (e.g. WMDRM,
(e.g. Nagravision, NDS, FairPlay, OMA, Coral,
Il rdeto, é) Mar |l i né)
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Introduction: Scope

» DRM for content downloaded or streamed

from a content provider
I Major threat: the end-user

» DRM for end-user produced content
I Major threat: the other users

» DRM for documents (enterprise,

heal t hcar eé)
i Major threat: all users of the system
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Why is DRM problematic?

»Diversity and interoperability i s:¢

+ Not only technology but also contracts, licenses, robustness rules,
compliances rules, political rules, business rules, laws, regulations,
export restrictions, directivesté

» Additional costs along the chain up to the end user for no perceived
added value

» Not user friendly features & perceived as rights restriction

» Hot and debated topic

.
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What are the evidences?

Will Major Music Companies Drop DRM?
January 25, 2007

By Bill Rosenblatt
DRM-Free EMI: Microsoft Joins Apple
il 5 - -
gpléﬂ‘]ﬁggznbm Amazon to Launch DRM-Free Music Service
yor mosenan May 17, 2007
By Bill Rosenblatt

Apple Launches DRM-Free iTunes Plus with EMI
May 31, 2007
By Bill Rosenblatt

Warner Music Gr @g\aoser to DRM-Free
December 20, 2007

@@ead"

By Bill Ros

10, 2008

@ All Music Majors to Go DRM-Free on Amazon
January

By Bill Rosenblatt

Leading Book Publishers Go DRM-Free for Audiobooks

March 6, 2008
By Bill Rosenblatt
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Wh at d oe sFrieleF®®M me an ?

Names and Email Addresses

Posted by Peter Eclersioy

Apple's DRM-Free AAC Files Contain More Than Just

May 31, 200

Apple Launches DRM-Free iTunes Plus with EMI

7

By Bill Rosenblatt

User ID is included in iTunes Plus

purchased files.
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Wh at doe sFrieleF®®M me an ?

Amazon to Launch DRM-Free Music Service
May 17, 2007
By Bill Rosenblatt

Warner Music Group Edges Closer to DRM-Free
December 20, 2007
By Bill Rosenblatt

All Music Majors to Go DRM-Free on Amazon
January 10, 2008
By Bill Rosenblatt

» Some Napster and Amazon Free-DRM songs contain watermarks
i Alt indicates from which store the
purchase the song. o
T Napster keeps DRM for its monthly music subscription service.
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Watermark

New Market Study Predicts Growth in Watermarking and
Fingerprinting Markets

January 24, 2008

By Bill Rosenblatt

Philips Announces Watermarking and Fingerprinting Advances at NAB
April 17, 2008
By Bill Rosenblatt
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Transaction Watermarks

R J‘-|nsec[":[w§he serial number
- or idéntity of the device
)Y 4 Les ¢ that download the content

Watermark and fingerprint

New Market Study Predicts Growth in Watermarking and
Fingerprinting Markets

January 24, 2008

By Bill Rosenblatt

Advances at NAB

zp']:ll?'s i%ggnounces Watermarking Q\\\\&\\
i

By Bill Rosenblatt
el
\ f\\.\‘a
%&
atsen i A _ seation S
gﬁ:ﬁ;:- iﬁi.nz((ijoel ce Watermark-Based TV Content Identification Service

By Bill Rogenblatt
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What are the evidences?

Peter Gabriel shakes the tree, ad-supported MP3s fall out

By Nate Anderson | Published: April 30, 2007 - 01:47PM CT

Music rental market to outpace
ownership model
08 January 2008

Apple Launches Movie Rental Service — @
Tamuary 17, 2008 HV@ 3

By Bill Rosenblatt

European Commission Launches Pan-European Online Content
Initiative
January 17, 2008
By Bill Jones
» Multi Territory licensing SpiralFrog Regains Traction with EMI Licensing
Tune 4, 2008
» Interoperability and transparency By Bill Rosenblatt

» Legal offer: Cooperation between service provider, right holder and consumer.
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What are the evidences?

Peter Gabriel shakes the tree, ad-supported MP3s fall out

By Nate Anderson | Published: April 30, 2007 - 01:47PM CT

Music rental market to outpace

ownership model
08 January 2008

Apple Launches Movie Rental Ser
Tamuary 17, 2008
By Bill Rosenblatt

Initiative
January 17, 2008
By Bill Jones

European Commission Laur&

SpiralFrog Regains Traction with EMI Licensing
June 4, 2008
By Bill Rosenblatt
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Survey Results: Content Owners Still Believe in DRM
February 28, 2008
By DRM Watch Staff

Among the most interesting specific results from this
survey were:

» 62% said that content should not be free; 31% said
consumers should decide whether content is free.

» 77% agreed or strongly agreed that DRM is
necessary.

» 71% agreed or strongly agreed that content choice
should be controlled by consumers and not
publishers.

» Just over half (54%) agreed that piracy is an
intractable problem; only 32% disagreed.

L°SEC

Survey Results: Content Owners Still Believe in DRM
February 28, 2008
By DRM Watch Staff

Conclusion

» Content owner believe that DRM is still necessary
and content should not be free.

» The largest proportion of content revenue will come
from advertisers and user should have the choice in
how they acquire and consume content.
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DLNA: Interoperability framework

e Mobile Multimedia
Entertainment,

Entertainment,
Eseeﬁ:rc\ssss Personal Media and
Video Services

Digital Living
Media = Network Alliance
Pre-Recorded
Content, -

Personal Media

0 " Broadcast
a o Video and Movie
/ ﬁ SN Services, Entertainment

~ -

Interoperability framework of design
guidelines based on internationally
recognized open industry standards
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DLNA T Content protection

Broadband
Enterainment
E-Busiress

Mobile Multimedia
Entertainmeant
e saNna 7. drnd
idec Ser

Link protection : DTCP-IP + WMDRM-ND (optional)

Media DLNA investigates a DRM interoperability solution

Broadcast
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DRM trend

» More interoperability (e.g. Coral, Marlin)

» More user friendly: concept of domains (e.g. OMA, Marlin, Microsoft
PlayReady)

» Updatable: e.g. OTA (e.g. Zune DRM, Broken in July, updated in
September 2007)

»Business model enabler: e.g. rente
»Post mortem technologies: e.g. Wat
W L®SEC 24
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NXP position

» NXP is agnostic with respect to the choice of the
DRM systems

» NXP offers support for any system required by its
customers

» NXP offers any other deemed necessary content
protection system (e.g. watermarking)

» NXP offers the required platform and hardware
security features required for the various content
protection systems
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Conclusion

+ DRM is a business model enabler
+ DRM is there
+ DRM will be there

» Other techniques will complement DRM: copy protection, watermarking,
fingerprintingé

» DRM may disappear for downloaded audio content
» Rental model and advertisement paid distribution models are emerging
+ Video becomes predominant in the DRM world

» NXP is there to help to support DRM systems required by our
customers
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