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Introduction: Questions

What is DRM?
ïDRM is Digital Rights Management. It is any system that is added to 

manage the use of a content based on the formalization of the associated 

rights.

Is DRM dead?
ïNO

Will DRM die?
ïNO

http://www.apple.com/itunes/store/
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DRM within content protection scheme

Content Protection

Copy 

Control
Conditional 

Access
Digital Rights 

Management

ïSimple rights: binary 
decisions (can/cannot) on 
actions (e.g. copy, play back)

ïUsually application specific
(e.g. VCPS for DVD+RWé)

ïMore complex rights:
decisions on actions based 
on other parameters, e.g. 
time limits

ïUsually operator specific
(e.g. Nagravision, NDS, 
Irdeto,é)

ïRich rights: allows content 
owner to express many 
usage models

ïUsually application-
agnostic (e.g. WMDRM, 
FairPlay,  OMA, Coral, 
Marliné)

Is DRM dead? Thierry Gouraud, Marc Vauclair, June 2008

8

Introduction: Scope

DRM for content downloaded or streamed 

from a content provider
ïMajor threat: the end-user

DRM for end-user produced content
ïMajor threat: the other users

DRM for documents (enterprise, 

healthcareé)
ïMajor threat: all users of the system



5

Is DRM dead? Thierry Gouraud, Marc Vauclair, June 2008

10

Why is DRM problematic?

Diversity and interoperability issue (WMDRM, Fairplay, OMA DRMé)

Not only technology but also contracts, licenses, robustness rules, 

compliances rules, political rules, business rules, laws, regulations, 

export restrictions, directivesé

Additional costs along the chain up to the end user for no perceived

added value

Not user friendly features & perceived as rights restriction

Hot and debated topic
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What are the evidences?
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What does ñDRM-Freeò mean?

User ID is included in iTunes Plus purchased files.
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What does ñDRM-Freeò mean?

Some Napster and Amazon Free-DRM songs contain watermarks
ïñIt indicates from which store the song was purchased from and not who 

purchase the song.ò

ïNapster keeps DRM for its monthly music subscription service.
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Watermark
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Transaction Watermarks 

Insert the serial number 

or identity of the device 

that download the content
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Watermark and fingerprint
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What are the evidences?

Multi Territory licensing

Interoperability and transparency

Legal offer: Cooperation between service provider, right holder and consumer.
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What are the evidences?
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Among the most interesting specific results from this 

survey were:

62% said that content should not be free; 31% said 

consumers should decide whether content is free. 

77% agreed or strongly agreed that DRM is 

necessary. 

71% agreed or strongly agreed that content choice 

should be controlled by consumers and not 

publishers. 

Just over half (54%) agreed that piracy is an 

intractable problem; only 32% disagreed. 
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Conclusion

Content owner believe that DRM is still necessary 

and content should not be free.

The largest proportion of content revenue will come 

from advertisers and user should have the choice in 

how they acquire and consume content.
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DLNA: Interoperability framework

Digital Living 

Network Alliance

Interoperability framework of design 

guidelines based on internationally 

recognized open industry standards
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DLNA ïContent protection

Link protection : DTCP-IP + WMDRM-ND (optional)

DLNA investigates a DRM interoperability solution
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DRM trend

More interoperability (e.g. Coral, Marlin)

More user friendly: concept of domains (e.g. OMA, Marlin, Microsoft 

PlayReady)

Updatable: e.g. OTA (e.g. Zune DRM, Broken in July, updated in 

September 2007)

Business model enabler: e.g. rental, advertising, streamingé

Post mortem technologies: e.g. Watermarking, fingerprintingé
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NXP position

NXP is agnostic with respect to the choice of the 

DRM systems

NXP offers support for any system required by its 

customers

NXP offers any other deemed necessary content 

protection system (e.g. watermarking)

NXP offers the required platform and hardware 

security features required for the various content 

protection systems

Is DRM dead? Thierry Gouraud, Marc Vauclair, June 2008

27

Content

Introduction

Evidences

NXP position

Conclusion



14

Is DRM dead? Thierry Gouraud, Marc Vauclair, June 2008

28

Conclusion

DRM is a business model enabler

DRM is there

DRM will be there

Other techniques will complement DRM: copy protection, watermarking, 

fingerprintingé

DRM may disappear for downloaded audio content

Rental model and advertisement paid distribution models are emerging

Video becomes predominant in the DRM world

NXP is there to help to support DRM systems required by our 

customers
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